KoMmnjieKT 011eHOYHBIX MaTepuajJaoB 110 JTUCHUIIMHE

3ajanns 3aKPBITOTO THIA

3aaHus 3aKPHITOT0 THIIA HA BBIOOP NMPABWIBHOIO OTBETA

1. Boibepute oH NpaBUIbHBIA OTBET

Kakne ocHOBHBIE Yrpo3bl MOTYT OBITH CBSI3aHBI C TEXHUYECKOW 3alUTON
uHpopMaIuu?

A) Bupycbl 1 Bp€IOHOCHBIE IPOTPaMMBbI

b) ®usnueckoe nmoBpexaeHne 000pyI0BaHUS

B) HecankunoHupoBaHHBIN JOCTYM K JaHHBIM

I') Bce nepeuncnenHoe Bbie

[IpaBuinbHbIi oTBET: I’

Komnerennuu (unaukaropsr): OITK-3.

2. BriOepute oAMH NMPaBUIbHBIN OTBET

UT0 Takoe ypoBEHb LEIOCTHOCTH TAHHBIX?

A) CriocoOHOCTh JTaHHBIX OBITH JOCTYMHBIMH TOJBKO JUISI aBTOPU30BAHHBIX
II0JIb30BaTENECH

b) Cnocob6HOCTh TaHHBIX OCTABaTHCSI HEM3MEHHBIMHU 1 OBIThH 3AITUIIICHHBIMU OT
HECAHKIIMOHUPOBAHHOTO U3MEHEHUS

B) CnocoOHOCTB JaHHBIX OBITH JOCTOBEPHBIMU U TOUHBIMU

I') CiocoOGHOCTh TaHHBIX OBITH COXPAHEHHBIMU U JIOCTYITHBIMU B CiIydae cOos
CUCTEMBbI

[IpaBunbHEIM OTBET: b

Komnerenmuu (unaukaropsr): OITK-3.

. BeiGepurte onuH npaBUIBHBIN OTBET
Yro Takoe aHTUBHPYCHOE MpOTrpaMMHOe obecrieueHue?
A) IlporpammHoe obecrieueHne Il 3alUThl CUCTEM OT BUPYCOB
b) [IporpammHuoe obecnieueHue s mudpoBaHUs JTaHHBIX
B) [IporpammHuoe obecriedeHue it KOHTPOJISI T0CTyma
I') [IporpammHoe obOecrieueHue A ayTeHTU(DUKAIUU TT0JIb30BaTeNeH
[IpaBunbHBIM OTBET: A
Komnerennuu (unaukaropsl): OITK-3.

4. BeiOepuTe OANH MPABUIIbHBINA OTBET

Kro siBnsiercst perymsitopom B 00JacTH OO€CIEUeHUs] TEXHUUECKOM 3alllyTh
uHdOopMaIu B

Poccuiickoit ®enepaunn?



A) OenepanpHas ciy:x0a M0 TEXHUYECKOMY U HKCTIOPTHOMY KOHTPOITIO
b) ®enepanbhas ciryxba 6€301macHOCTH

B) MunucrepctBo 060pOHBI

I') MunuCTEpPCTBO CBS3M U MaCCOBBIX KOMMYHUKAITHI

[IpaBunbHbIN OTBET: I’

Komnerennuu (unaukaropsr): OITK-3.

SaIlaHl/Iﬂ 3aKPLITOI'0 TUIIA HA YCTAHOBJICHUE COOTBETCTBUA

CormocraBbTe Ha3BaHUSI IPOTPAMM U U300PaKEHHS.
[Tporpamma N3ob6paxenue
A)

b)
B)
)
[IpaBusbHBIN OTBET:
| 2 3 4
b r A B

Komnerennuu (uaaukaropsr): OITK-3.

2. YcTaHOBUTE NMPABUWIILHOE COOTBETCTBHE. KaxKJ0My 3JIEMEHTY JI€BOTO CTOJI0IA
COOTBETCTBYET TOJILKO OJIMH 3JIEMEHT MPaBoro cToyidua.

Tepmun Onpenenenune
Tposin A)  KOMIIBIOTEPHBIH BHPYC, KOTOPBIH
JUISt CBOETO Pa3MHOKEHUS

UCIIONBb3yeT (DaiyIoByIO0 cHUCTEMY,
BHEPASACH B UCTIONHAEMbIE (DaiiiIbl
npaktudecku oot OC
@DaiJIOBBIN BUPYC b)  BpemoHocHas mporpamma, KOTopas
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Makposupyc

3arpy304HbIii BUPYC

IIpaBuIBbHBIN OTBET:
1 2
b A

B)

I)

Komnerennuu (uaaukaropsr): OITK-3.

KOMITbIOTEPHBIN BUDYC,
NOOABIAOIIMA CBOM KO B
MAaKpOCHI JUTS CO3JIaHusA
JIOKYMEHTOB, AJIIEKTPOHHBIX
TaOIUI U APYTUX (aiaoB JaHHBIX
BUPYC, KOTOPBIN nopaxaer
3arpy304HbId  CEKTOP KECTKOIO
JIACKA WJIY TJIABHYIO 3arpy304HYIO
3alHCh )KECTKOrO JUCKA

3. YcraHnoBure IMpaBHUJIIBHOC COOTBCTCTBHC. Ka>1<110My QJICMCHTY JICBOI'O CTOJI6]_Ia
COOTBCTCTBYCT TOJIBKO OHWH 3JICMCHT IIPpaBOI'O CTOJI6IIa.

Tepmun
dusnueckas 3ammra

Kpunrorpaduueckas 3anmura

Komnerorepnas 3amura

IOpunnueckas 3ammra

[IpaBusbHBIN OTBET:
1 2
I A

A)

b)

B)

r)

Komnerennuu (uaaukaropsl): OITK-3.

Onpenenenue
METOA  3aIlIUThl  HHPOPMAIIHH,
OCHOBaHHBIM Ha MPeoOpa30BaHUU
JAHHBIX B KOJ Pa3MYHOTO BUJA,
4TOOBI MH(POPMAIUIO HENTB3S OBLIO

npouyuTarb, HOpociaymars  0e3
pac(ppoBKH.
3TO MEpBI 0€30MacHOCTH,

MPUMEHSIEMbIE  JUISI  3allUThI
BBIYMCIIUTEIIbHBIX YCTPOMCTB, a
TAK)K€ KOMIIBIOTEPHBIX CETEU

ATO KOMILJIEKC MEp, HAIPaBIEHHBIX
Ha 3aluTy TMpaB, CBOOOA U
3aKOHHBIX UHTEPECOB (PU3UUECKUX
U IOpUJIMYECKUX JIUI] B Pa3TUYHBIX
MIPABOBBIX CUTYAIUSIX

KOMIUIEKC MEp U  CpEACTB,
HalpaBJICHHBIX Ha OO0ecrevYeHue

0€30MacHOCTH (bu3nuecKoro
COCTOSIHUSI 0OBEKTOB, JINIL,
3aIIUTHI uHbOopMaIIH oT

HECaHKLIIMOHUPOBAHHOIO JIOCTYTIA,
BPEIOHOCHBIX JEUCTBUU U IPYTUX

yrpo3

3 4
b B



4. YcraHOBUTE IMPpaBUJIbHOC COOTBCTCTBHC. Ka}K,IIOMy QJICMCHTY JICBOI'O CTOJ'I6IIa

COOTBCTCTBYCT TOJIBKO OWH 3JICMCHT IIPAaBOI'O CTOJI6LIa.

Tepmun Omnpenenenue

KondunenmaipHOCTh A)  cocrosiHUE, npu KOTOPOM
uHpopmanmss 60  ocraéTes
HEU3MEHHOW, MO0 W3MEHEHUs
OCYIIECTBIISIIOTCA TOJBKO TEMH,
KTO MMEET Ha 3TO MPaBo

3amuIeHHOCTh b) cnocoGHoCTh CUCTEMBI
MPENOCTABIIATh JaHHBIC W YCIYTH
B Jt000€ BpeMs, HE3aBHUCUMO OT
BHEITHUX ()aKTOPOB

[emocTHOCTH B) cnocoGHoCTh POTHUBOCTOSITh
yrpo3am, 3ammra (GU3NYEecKoro u
JYLUIEBHOTO 3J0POBBS

JlocTyrmHOCTB [') HeoOXoauMOCTh MPETOTBPAICHUS
pasmianieHus, yTeuku Kakou-11uoo
uHbopMaIuu

[IpaBuibHBIN OTBET:

1 2 3 4
I B A b

Komnerennuu (uaaukaropsl): OITK-3.

3ajanus  3aKpBLITOr0  THNA  HA  YCTAHOBJEHHE  NPABHJIbHOMH

MmoCjaeaoBaTreJIbHOCTH!

YcTaHoOBUTE TMPaBWIBHYIO TIOCIENOBAaTEIbHOCTh ATAllOB  CO3JAHUS  TOJUTUKU
nH(OPMAIIMOHHON 0€30MacCHOCTH:

A) PazpaboTtka npaBui U IpoLeayp

b) OGyuenue coTpynHHKOB

B) Ananu3 puckos

I') BHenpenue u MOHUTOPUHT
[IpaBunbnsiii otBeT: B, A, b, I’
Komnerennuu (uaaukaropsl): OITK-3.

YcTaHOBUTE NPABWIBHYKO IIOCJIENOBATENBHOCTh JCHMCTBUM IIPU PEarvpoOBaHUU Ha
WHITUJEHT THGOPMAIIMOHHOM 0€301MacCHOCTH:

A) BoccranoBnenue paboTocmnocoOHOCTH
b) M3ounsiius 3aTpOHYTHIX CUCTEM

B) Ananu3 u ouieHka yrpo3sl.

I') OGHapyxeHue UHITUACHTA
[TpaBunbnsiii otBet: I, B, b, A



Komnerennuu (uaaukaropsl): OITK-3.

YcTaHoBUTE MPABUWIBHYIO MOCIEA0BATEILHOCTD ATANOB MIU(PPOBAHUS JaHHBIX :
A) Ilpumenenue mm@poBaHus K JaHHBIM.
b) Xpanenue u ynpasieHue KIrouaMmu
B) I'enepanus xirouei.
I') Bei6op anroput™ma mndpoBaHus
[IpaBunbnsiii oteT: [, B, A, b
Komnerennuu (uaaukaropsl): OITK-3.

YcTaHOBUTE MPABUIIBHYIO MOCIIE0BATEIBHOCTD IATOB I 00ECIIeUeHHUsS] PE3EPBHOTO
KOIUPOBAHUS TAHHBIX

A) Be100op MeToaa pe3epBHOI0 KONUPOBAHHUS

b) Hacrpoiika pacnrcanusi KOnupoBaHUs

B) IIpoBepka 11e10CTHOCTH PE3EPBHBIX KOMUM.

I') Onpenenenue KpUTUYECKH BAXKHBIX TAHHBIX.

IIpaBunbusiil otBeT: I, A, b, B

Komnerennuu (unaukaropsr): OITK-3.

3ananus OTKPLITOI'0 TUIIA

?ballaHl/Iﬂ OTKPBITOT0 THIIA HA JOIIOTHEHHUE

1. HanumuTe npomnyiieHHoe ¢I0Bo (CI0BOCOYETAHUE).

[Tponiecc mpeacTasiaeHust UHPoOpMalMKM B BHUE, YIOOHOM JJIsl €€ XPaHCHUS U
nepenaqu - 3To

[IpaBUIIBHBIN OTBET: KOAUPOBAHUE.

Komnerenmuu (unaukaropsr): OITK-3.

Kak Ha3pIiBaeTcs Hayka O CO3JJaHUU O€30TacHBIX METOJIOB CBSI3H, O CO3TAHUM CTOMKHUX
(YCTOMUYUBBIX K B3JIOMY) MIUGPOB (TAHOMUCH).

[IpaBunbHBIN OTBET: KpUnTorpadus.

Komnerenmuu (unaukaropsr): OITK-3.

. Hanummre npornymieHHoe coBo (CI0BOCOYETaHUE).
3HakoBass CHUCTeMa TIpeACTaBiIeHUS U Tepedadud uHoOpManum - 93TO

[IpaBuiIbHBIN OTBET: A3BIK.
Komnerennuu (uaaukaropsl): OITK-3.

[TonmHbIit HAOOP CUMBOJIOB, UCTIOIB3YEMBIH JIJIs1 KOJUPOBAHMUSI, HA3BIBAIOT:
[IpaBunbHBIN OTBET: andaBuT.
Komnerenuuu (muaukartopsl): OITK-3.



Hanumumre nponyiieHHoe clI0BO (CI0BOCOUETAHUE).
MaccupoBaHHasi OTIpaBKa MaKETOB JIAHHBIX HAa Y3JIbI CETH MPEANPUSATHSA, C
LEJIbIO UX MEePErPy3KU U BBIBEACHUS U3 CTPOS ITO
[IpaBunbHbIM oTBEeT: DOS araka.
Komnerennuu (unaukaropsr): OITK-3.

3aIlaHl/Iﬂ OTKPLITOT0 THUIIA ¢ KPATKUM CBOﬁOI[HbIM 0TBETOM

1. JTaitTe OTBET Ha BOIPOC.

Kakne ocHOBHBIEC IPUHIIUITBI JIEKAT B OCHOBE 3alTUTHl HHGOpMAITIH ?
[IpaBunbHbIil oTBeT: KOH(MUAECHIINATBHOCTD, IETOCTHOCTD, TOCTYITHOCTh
Komnerennuu (uaaukaropsl): OITK-3.

JlaiiTe oTBET Ha BOMPOC.

Kakne meTonpl ucnonb3yrores AJisi TPEAOTBPAILICHHS] HECAHKIIMOHUPOBAHHOTO
JOCTyna K JaHHbIM?

[TpaBunbHbIM oTBET: [IpaBoBBIE, OpraHU3alMOHHBIE, TEXHUYECKUE, allllapaTHEIE,
MIPOTrpaMMHBIE.

Komnerenmuu (unaukaropsr): OITK-3.

JlaiiTe OTBET HA BOIIPOC

Kak Ha3pIBaeTCS MOILIEHHUYECTBO, LEIBIO KOTOPOIrO SBISETCS MOIyYEHUE
JOCTYyIAa K KOH(UIEHIUAbHBIM JaHHBIM [10JIb30BaTeNen?

[IpaBunpHblii  oTBeT:  @uummHr/ MeTog  couuanbHOM — WMHXKEHEpHUH/
KubepmoliieHHnYecTBO

Komnerennuu (uaaukaropsl): OITK-3.

JlaiiTe OTBET Ha BOMPOC
Kakue Mepbl TOMOTaroT 3alIUTUTh JaHHBIE OT (DUIIIMHTOBBIX aTak?

[IpaBunbHBIM OTBET: oOyueHue COTPYIHHUKOB/ WCITIOJIb30BAHUE
aHTU(UIITUHTOBBIX (DUIBTPOB/ TMPOBEpKAa TMOMIMHHOCTA CANTOB/ HCIOIH30BAHUE
bunsTpOB

Komnerennuu (maaukaropsl): OITK-3.

JlaiiTe OTBET Ha BOMPOC

Kakue TeXHONOrum uCnoab3yoTes 1uisl Iu(poBaHUs JaHHBIX ?

[IpaBunbubiii  orBeT: AES/RSA/DES/MeTonsl  koaupoBaHus/ aarOpUTMBbI
Kpunrorpadpuu.

Komnerennuu (uaaukaropsl): OITK-3.



3agaHus OTKPBHITOTO THIIA ¢ PA3BePHYTHIM 0TBETOM

3ammnpoBaTh TEKCT, UCIOIb3Ys AJITOPUTM Ha OCHOBE 33/1a4M 00 yKJIaJIKe paHLa:
IIpuBecTH pacCIIMPEHHOE PEIICHHUE.
Bpewms BeimonHenus — 60 MuH.
Oxunaemblil pe3yapTar:

CopnepxaresibHast IOCTAaHOBKA 3a7a4u.

JlaHO MHOXXECTBO MPEAMETOB Pa3JIMYHOIO BECa.

[Tonnsiil Bec paBen 270, a nmocieq0BaTEIbHOCTh BECOB MPEIMETOB paBHa {2, 3, 6,
13,27,52,105,210}. Camsrit 601b10i Bec —210. On menbiie 270, mo3ToMy MpeaMeT
BecoM 210 kmanyt B panen. Brruurtaror 210 u3 270 u nomydaror 60. Cnemyromuii
HanOOJBITNI BeC mocienoBaTebHOCTH paBeH 105. On 6ombine 60, mosToMy IpenMeT
BecoM 105 B panen He kiaayT. Claenyromui caMblil TSKENIbIA IPEIMET UMEET Bec 52.
On menbie 60, TOATOMY HpPEAMET BECOM 52 Takke KIAAyT B paHel. AHAIOTHYHO
IIPOXOJAT MPOLEAYPY YKJIAIKH B paHeL IPeaIMEThI BecoM 6 U 2. B pe3ynbrare noJHbli
Bec ymeHbutTes 10 0. Eciau 661 3TOT paHen Obu1 Obl HCTIONB30BaH JIIs AN (POBAHNUS,
TO OTKPBITBIM TEKCT, MOJIY4YEHHBIH M3 3HaueHus mudprexcra 270, Obul Obl paBeH

[Tpumep nemmmdpoBaHus Ha OCHOBE 3aa4M 00 YKIJIaJIKE paHIia

[udporpamma 3aKpBITHIN KITH0Y OTKpBITBIN TEKCT
(Hepacripe/ieNieHHbIN Bec paHIa, S)|(Bec npeamera, M;) | (OMHapHBI MHOXHTEIb, b;)

OTKpBITBHIN KITIOY MPEACTABISIET CO00M HE CBEPXBO3PACTAIONIYI0 (HOPMAJIbHYIO)
nocneaoBarebHOCTh. OH (popMUpyeTCsi Ha OCHOBE 3aKPHITOTO KJIt0UYa U, KaK MIPUHSATO
CUMTaTh, HE MO3BOJIAET JIETKO PEIIUTH 3a7a4y 00 ykjajke paHia. [ ero momydeHus
BCE 3HAYEHUSI 3aKPBITOTO KJI0Ya YMHOXKAIOTCS Ha YUCJIO M IO MOJIYJIIO n. 3HAYCHUE
MOJYJISI N TOJKHO OBITH OOJIBIIIE CYMMBI BCEX UMCEIT TIOCIIEI0BATEILHOCTH (HarpuMep,
n =420 [2+3+6+13+27+52+105+210 = 418]). MHOXuUTEIb M AOJKEH OBITH B3AUMHO
MPOCTBIM YHUCIOM ¢ MoayjeMm n (Harpumep, m = 31). Pesyaprar mnoctpoeHus
HOPMaJIbHOM TMOCIIe0BATEILHOCTH (OTKPBITOTO KJIHOYa) MPEACTaBICH B CIEAYIOIICH
Tabnuie.

[Ipumep nomyyeHus: OTKPBITOTO KJIH04a



3aKpeITHIN KiTH04, d

OTKpBITBIN KITHOY,

Jlnis 3ammdpoBaHus OTKPBITHIN TEKCT CHa4aia mpeodpasyeTcsi B OMHAPHBIN BUI U
pa3buBaeTcst Ha OJIOKH, TI0 pa3MepaM PaBHBIC YHCITY AJIEMEHTOB MOCIEI0BATEIbHOCTH
(kroua). 3areMm, cuyuTasg, YTO €IMHULA YKa3blBAET Ha NPHUCYTCTBHUE 3JIEMEHTA
IIOCJIEA0OBATEIILHOCTH B PAHIIE, @ HOJIb — HA €r0 OTCYTCTBHUE, BBIYUCIISAIOTCS ITOJHBIE
BECa PaHIIEB — IO OJHOMY PaHITy JUIsl K&XKI0TO OJI0Ka OTKPBITOTO TEKCTA.

B xauecTBe npumMepa Bo3bMeM OTKPBIThIN TEKCT «ABPAMOB)Y, cCHMBOJIBI KOTOPOTO
OpeacTaBUM B OWMHApHOM BUIE B COOTBETCTBUHM C KoaupoBkod Windows 1251.
Pesynerar 3ammdpoBadus ¢ MOMOIIBI0 OTKPBITOTO Kitoda € = {62, 93, 186, 403, 417,

[Tpumep 3ammdpoBans

OTKPBITBIA TEKCT Iudporpamma
Cumson| Bin-kon Cynmma Becon (Bec panma), C

A

b

P

A

M

O

B

ITpaBunbHbIi oTBeT: 155, 365, 558,155,924, 1239, 470
Komnerenmuu (unaukaropsr): OITK-3.

3amm@poBaTh TEKCT, HCHOIb3Ys aropuT™M RSA:
[IpuBecTr pacCIMPEHHOE PELICHUE.
Bpewms Boimonnenus — 60 MuH.
OxunaeMblid pe3yJIbTar:

[udposanue:
BriGupaem npoctele uncna:
P
q Boruucngem monynen =p-q =3-11 =33
B

bl 4. BeiOupaeM OTKPBITYIO 3KCIIOHEHTY €=7
q 5. Onpeniensiem 3akpoITyto okenonenty d: d * e = 1(modp(N)) = d = 3

H bynem mmdposats coobmenne RSA, mycts 6ykBe A coorBeTcTBYeT 1udpa 1, B
€2, C-3urtn., Toraa:

1

s

e

M



Otkperthiii kimou: (e, n) = (7,33)
C, = (18")mod33 =6
C, = (197)mod33 = 13
C; =(1")mod33 =1
[TpaBuibHBIM OTBET: 6,13,1
Komnerennuu (uaaukaropsl): OITK-3.



3KCHepTHOC 3aKJIIOYCHHE

IIpe/cTaBeHHbIH KOMIUIEKT OLEHOYHBIX MaTepPHaIOB M0 AMCLMILIMHE «3alluTa
uHdopmanuu» coorBeTcTByeT TpeboBanusam @I'OC BO.

[Ipemiaraembie GOpMBI U CPEACTBA TEKYIIETO W MPOMEXYTOYHOIO KOHTPOJIs
aJeKBaTHBI UeNsAM M 3a7adaM peaiu3aldd OCHOBHOM NpogeccHoHalbHOM
06pa3oBaTeNbHOI MPOrpaMMBl 10 HanpaieHuio noarorosku: 09.03.04 IporpammHas
UHXXEeHepusl.

Bl OLIEHOYHBIX CPEJICTB, BKIKOUEHHBIE B MIPEACTABICHHbIA (OHJ, OTBEYAIOT
OCHOBHBIM npuHIHNIaM Gpopmuposanus GOC.

Pa3paGoTaHHbI| ¥ [PeICTABICHHBIH /18 9KCIIEPTH3bl POH/I OLIEHOUHBIX CPEICTB
PEKOMEH/IyeTCss K WCIOJb30BaHUIO B TPOLECCE MOATOTOBKK OOy4arolmxces Mo
yKa3aHHOMY HallpaBJICHUIO.

I[Mpencenarens yueOHO-METOAUYECKON
KOMMCCHHM HHCTUTYTa KOMITBFOTEPHBIX /%

cUCTEM U MH()OPMAILMOHHBIX TEXHOJIOTHH Berposa H.H.

10



JIucT u3MeHeHH ¥ J0NnoJIHEHU

Ne
n/m

Bupl JONOJHEHHH 1
U3MEHEHUM

Jlata 1 HOMEp IIPOTOKOJIA
3acenaHus kapeapsl
(xagenp), Ha KOTOPOM ObLIH
PacCMOTPEHBI U 0ONOOPEHBI
U3MEHEHHs M JIOTIOJIHEHHs

[Tonnuce
(¢ pacinppoOBKOii)
3aBejyrouero kadeapoi
(3aBemyromux Kadeapamu)

JIoTOTHEH KOMILJIEKTOM
OIIEHOYHBIX MaTEpPUAJIOB

IPOTOKOJT 3acCeIaHuUs
Kadepbl KOMIBIOTEPHBIX
cuctem u cereit No £ A

ot /L.C3 4085

C.B. IlonoB
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