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CTpyKTypa U coep:KaHue TUCHHUILINHBI

1. Hesn u 3axa4M JUCHUILIUHBI, €¢ MeCTO B y4eOHOM mpoliecce

OcHOBHOM  1EeNbI0  00pa3oBaHHMA MO  JUCHUIUIMHE  «YTIpaBlIeHUE
UHPOPMAIIMOHHON 0€30MACHOCThIO»  SIBJISIIOTCS  MOJydeHHEe O0OydaromuMUCs
3HaHWW, YMEHUH M HAaBBIKOB, HEOOXOIMMBIX M JOCTATOUHBIX AJisi OOJajaHus
npo(ecCHOHANBHBIMA ~ KOMIETEHUUSMU  JUIsl  TOCTEAYIOUIeH  yCIeumrHou
OpTaHU3AI[MOHHO-YIIPABICHYECKOM M KOHCAJITUHTOBOW [EATEIBHOCTH B cdepe
YIIPaBJICHUS MH(}OpMAITMOHHOU 0€301acHOCTbIO NT-undpactpyKTypsl
TPEITPUSITHS.

K 3amagam AUCHMIUTUHBI OTHOCSTCS: MPUOOPETEHNE TEOPETUUECKUX 3HAHUIMA
B 00JacTM COBPEMEHHBIX CpPEICTB, METOJOB UM TEXHOJOTUW OOecredYeHus
MH(OPMAIIMOHHOW 0e30MacHOCTH WH(GOPMAIIMOHHBIX CHUCTEM; (OPMHUPOBAHUE
OPAKTUUECKUX  HABBIKOB B OpraHu3aluMd  paboT Mo  OOECHeueHuto
nH(OPMAITMOHHON 0€30MaCHOCTH Ha MPEIIPUITHSIX.

2. MecTto qucuuniaunsl B crpykrype OIIOII BO

Jucnumiuna "YnopasiaeHue nHOOPMAIIMOHHONW 0€30MaCHOCTBIO" OTHOCHUTCS
K LUKy 00s13aTeIbHBIX AUCIUIUIMH.

Heo6xoaumbIMK yCIOBUSIMU AJIs1 OCBOEHUS JUCIUTIINHBI SBIISTFOTCS:

3HAHUSL:

— OCHOBHBIE CTaHJIapThI B 00J1acTH HHGOPMAIIMOHHON 0€301MacHOCTH;

— OCHOBHBIE MTOJIOKEHUS 3aKOHOJIATENHCTBA B 00JIACTH 3aIUTHI HH(POPMALINH;

— CTaHAApThI, PETJIAMEHTHI U MHCTPYKIIMH YIIPABICHUS CUCTEMOM 00ecrieueHus
uH(OPMAITMOHHOM 0€30MTaCHOCTH MPETPUSITHUS;

— OCHOBHBIC MEpBI, HAIIpaBJICHHbIC HA 0OecTieueHne MHPOPMAITUOHHOM
0€30I1aCHOCTH Ha Pa3IMYHBIX YPOBHAX AEATEIbHOCTH COBPEMEHHOTO
NpEeANpUsTHUS;

— TIEPCTIEKTUBBI Pa3BUTHS TEXHOJOTHUI oOecrieueHus] HHGOPMAIIMOHHON
0e30macHOCTH;

VMEHUs:

— aHaJIM3UpOBaTh U BHIOMPATh aIeKBATHBIE MOJIENN UH(OPMAIIMOHHON
0e301acHOCTH;

— HCIIOJIb30BaTh 3HAHUS O COBPEMEHHOW METO0NO0THH yripasienus b mis
pa3pabOTKHU peaibHbIX METOA0B (POPMUPOBAHUS 3AIIUTH HTH(POPMALIMOHHON
UH(PACTPYKTYPBHI;

— TPUMEHSTH METOIbl (POPMHUPOBAHUS 3AITUTHI HH(DOPMAITMOHHON
uHOPACTPYKTYPHI 7151 HOpMHUPOBAHUA U TTpUMeHeHus noutuk b
npeanpuaTus 1 3pGHEeKTUBHOTO YIPaBIIEHUS MPpoIieccaMu, paboTamMu U
nporeaypamu obecrieuenus 1b;

— HCIOJb30BaHUEM COBPEMEHHBIX HHCTPYMEHTAIBHBIX CPEJICTB aHAIN3A
PHUCKOB U pa3paboTku moautuku Ub;

HABLIKU.
— TIPUMEHSITh Ha MPaKTUKE MEXIYHapOIHbIE U poccuiickue
po¢eCCHOHANTbHBIE CTaHIapThl HHPOPMAITMOHHON 0€30MacHOCTH;
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— 0a30BbIMHM HaBBIKAMU TIOCTPOCHHMS U YINPABJIEHUS CHCTEM 3allUTHI
uH(pOpMaIuy;
— HaBBIKAMH pa3paboTKu KOHIICTIIINH, POrpaMMBl, HOJIUTUKU

MH(GOPMALIMOHHON OE€30MTaCHOCTH MPEATIPUATHS;
— NIPUMEHATH COBPEMEHHBIE MMAPATUTMBI U METOJIO0JIOTUN, HTHCTPYMEHTAJIbHBIE
CpeICTBa peaan3anui HHPOPMAIIMOHHON 6€30IaCHOCTHIO;
— opraHm3anuen u nposeaenue ayaura Ub.
Conepxanve IUCHMIUIMHBI TMPEANojaraeT Hajaudue O0a30BbIX 3HAHUU B
obmacth  MHPOPMATUKH,  HUHPOPMALMOHHBIX  CHUCTEM MU TEXHOJOTHUH,
MOJICJIMPOBaHUSI OM3HEC-TTPOLIECCOB, TPABOBOT0O 00ECIIeUEHUs AeTENBLHOCTH.

3. TpeOoBaHuUA K pe3yJibTaTaM OCBOEHMS COAECPKAHUA TUCIIUIIIMHBI

Kox 1 HanmenoBanue

Nuaukatopbl JOCTUXEHUN

IIepedyens nmaHupyeMbIX

KOMIETEHIIUH KOMITETEHIINH (T10 pe3ynbTaToB
peann3yeMoil TUCIUILIMHE)
OIIK-2 Cnocob6en yuntbiBath | OIIK-2.3 [Tonumaer 3HaTh:

KOHKPETHBIE YCIOBUS
BBITNOJIHSIEMBIX U
pa3pabaTbIBaTh
WHHOBAIIMOHHBIE PEIlICHUs
IpY YIIPaBJIECHUH MPOEKTaAMU
npoiieccamu B cepe
UH(POPMALIMOHHO-
KOMMYHHKAIIHOHHBIX
TEXHOJIOTHUI

crieuu UKy npeIMeTHBIX
oOJacTelt, OCyIIeCTBISIET
yIpaBjieHHE
nH(pOPMAITMOHHOMN
0E30I1aCHOCThIO

— OCHOBHBIC CTaH/IAPTHI U
3aKOHOJIaTEILCTBO B
o0nacti nH(pOPMaITMOHHON
0€30MacHOCTH;

— CTaHJAPThI, PETJIAMEHTHI U
WHCTPYKIWHU YIIPABICHUS
CHCTEMOM o0ecreueHus
nH(}pOpMaITMOHHOM
0e30macHOCTH
TPEITPHUSTHS,

— TMEpPCHEKTUBHI PA3BUTHS
TEXHOJIOTHI 00ecIeueHns
UH(POPMALIMOHHOM
0€30MacHOCTH;

YMers:
—  aHaATU3UPOBATH U
BBIOMPATH a/IeKBATHBIC

MOJIETH
MH(POPMAIIMOHHOMN
0e30macHOCTH;

— UCIONB30BaTh 3HAHUS O
COBPEMEHHO
METOJI0JIOTUU
ynpasineauss Wb s
pa3paboTku peaTbHbIX
METOA0B (OPMHUPOBAHUS
3aIUTHI
WH(pOPMaITMOHHOM
UHPPACTPYKTYPHI;

Bnaners:

— 0a30BBIMU HaBBIKAMHU
MOCTPOCHUS U
yIpaBIICHUS CUCTEM

3aIuTHl HTHGHOPMAITUH;




— HaBBIKAMH  pa3pabOTKH
KOHIICTIIIUU, TPOTPAMMBI,
MOJTUTHKH
WH(pOPMaITMOHHOM
0e30macHOCTH
PEIIPUSITHS,;

4. CTpyKTYypa U coiep:KaHue QU CHUIIINHBI

4.1. O0beM y4eOHOI TUCUMIIJIMHBI 1 BU/bI Y4e0HO#i padoThl

O0beM yacoB (3a4. ef1.)

Buj yueOHoit padoThl Ounasn 3aounas
dbopma dopma
O0mas yyeOHast Harpy3Ka (Bcero) 180 180
(5 3au4. en) (5 3a4. en)

Oo0s3aTesibHAsI KOHTAKTHAasA padoTa (Bcero) 56 16
B TOM YHCJIE:
Jlexknun 28 8
CemMuHapckue 3aHsATUs -
IIpakTHyecKue 3aHsATUS 28 8

JlaGopatopHbie pabOTHI -

Kypcogas pabota (KypcoBO MPOEKT) -

Hpyrue QopMbl M METOJBl OpraHU3alMK 00pPa30BATEIBHOTO -
nporecca (pacuemuo-epaguueckue pabomvl, WHIWBHUAYaTbHBIC
3a7aHusl U Mm.N.)

CamocrosiTesibHasi padoTa CTyaeHTa (Bcero) 124 164

d)opMa ATTCCTAallun OK3aMCH OK3aMCH

4.2. Conep:kanue pa3iejioB JUCHUILINHBI

Tema 1. BBEJ/IEHUE B /JUCHHIIVIMHY "YIIPABJIEHHE
HH®OPMAIITHOHHOH FE30ITACHOCTBIO"

Lens u 3amauv AUCIUIUIMHBL, €€ pOJdb W MECTO B OOIIEH cucreme
noaArotoBku Maructpa. [lonarue nnpopmannonHoit 6e3zonacHocTd. BaxkHocTh U
CJIO’KHOCTD poOJIeMbl uH(pOpMaIIMOHHOM 0€30IacCHOCTH. Mecto
uHpopMaIIMOHHOW 0€30MacCHOCTH B HAIMOHAJIBHOM 0€30MacHOCTH  CTpPaHbI.
Konnermmust  mndopmarmonnoii  6e3omacHoctu  Poccuiickoit  deneparun/
OcHoBHBIE cocTaBistone UHGOPMAIMOHHON Oe3omacHocTu. HpopMannonHas
0€30MacHOCTh Ha YPOBHE TOCYJIapPCTBA U MPEIITPUSITHSI.

Tema 2. 3AKOHOJATEJIBHAA OCHOBA HH®OPMAITHOHHOH
BE3OIIACHOCTH

OcHOBHBIC TIOJIOKCHUST HOpMAaTUBHOM ©Oa3el P® w© HanmoOHAIBHBIX
CTaHJapTOB B 00J1acTU MHPOPMAITMOHHON 0€30MaCHOCTH U 3alUTHI HHGOPMAIIUHU.
MexayHapoaHble cTaHAapThl UHGOPMAIMOHHONW O€30MacHOCTH U YNPABJICHUS
uHdopmarmonHoit 6ezonacuoctoio (ISO, ITIL, COBIT). Cepruduxanus I10.

Tema 3. SAINUILIEHHASI UTHOOPMAIIMOHHASA CUCTEMA.

[Toustue "3ammmieHHas uH@opmMarmonHass cucrema'. [IpUHIMNBI 3aIUTHI:
JIOCTYITHOCTb, 1[ETTIOCTHOCT, KOH(PUJIECHIIUATBHOCTD. OpraHuzaimoHHO-
pacnopsiiuTeNbHbIE JTOKYMEHTHI B cdepe uHOOpPMAIMOHHONW Oe30MacHOCTH.
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[Tomutuka uHOpMaMOHHOW Oe30macHOCTU. ApXUTEKTypa O€30MacHOCTH.
Yopasnenne poctynoM. @Pusnyeckas 3alyTa. YNOPABICHUE W3MECHEHUSMMU.
VYmpaBnenue KoHurypanwsiMu. YTOpaBJICHWE HWHIMACHTAMH. Y TIPaBIICHUE
JNOKyMmeHTaluen. PesepsupoBanue.

Tema 4. YIIPABJEHUA PHCKAMH HH®OPMAI[HOHHOH
BE3OIIACHOCTH

Bunpr  3amumiaemort  wHboOpMaruu.  YSA3BUMOCTH, PHUCKH, yTPO3BI.
Knaccuduxanus yrpo3 nnpopmarmonHoit 6e3onacHoctu. Mojienb yrpo3 U MoJielb
uH(popmamoHHo 6e3onacHocTH. O030p MPOrpaMMHBIX MPOAYKTOB JJisi OLEHKU
uHpopMaImoHHbIX pUckoB. [IporpamMmmubiii mpoaykT CORAS.

Tema 5. TEXHOJIOTHH W METO/AblI PEAJIU3AIIUH UB.
KOMIUTEKCHAA 3AIIIUTA HH®OPMAITHOHHOH
HH®D®PACTPYKTYPhI

[IpaBoBBIE, MPOrPaMMHO-TEXHUYECKUE U OPraHU3allMOHHO-3KOHOMUYECKHE
METO/IbI 3a1uThl nHpopManuu. [laponbHas 3ammura.

Kpunirorpadpuueckne wmeronsr 3amutbl  uHbopmarmu. Il 3ammra
uH(OPMAITMOHHON HH(PPACTPYKTYPHI OT aTaK. AHTUBUPYCHBIE CPEACTBA 3aIUTHI.

SIEM-cuctemsl  (Security information and event management —
«yTIpaBIICHUE COOBITUSIMU u uH(OPMAITMOHHON 0€30MacHOCTBIO).
DLS-cucrems! (Data Leak Prevention).

3ammra cetu. MexcereBbie 3kpanbl. VPN-tyHHenu. 3amura ot Dos/DDos
aTakx.

MonuTopuHr W ayAuT  O€30MacHOCTH  HMH(MOPMALMOHHOM  CHUCTEMBI.
[IpoTokonupoBaHueE.

4.3. Jlekuun
Ne Ha3Banue Tembl O0beM yacoB
n/n Ouynas | 3aouHas
¢popma | ¢opma
1 Tewma 1. Beenenue B qucruruinay "YnpasieHue nHGOPMAITMOHHON 2 0,5
" | 6be3omacHOCTHIO"
2 Tewma 2. 3akoHOAaTeNbHAsI OCHOBAa MH(OPMAITMOHHON 0€30MaCHOCTH 4 0,5
3 Tema 3. 3amunienHas ”HPOPMALIMOHHAS CHCTEMA. 6 2
4. | Tema 4. YopasneHus: puckaMyu HHPOPMaITMOHHON 6€30MaCHOCTH 6 2
5 Tema 5. Texnonoruu u metoabl peanusanuu b, kommiekcHas 10 3
3an1MTa THPOPMALMOHHOM HHPPACTPYKTYPHI
Hroro: 28 8
4.4. llpakTnyeckne (CEeMUHAPCKHUE) 3aAHATHS
Ne Ha3Banue Tembl O0beM yacoB
n/n Ounas | 3aouHnas
dopma | dopma
1 CrpykTypa uH(hopMaIOHHON 0€301acCHOCTH COBPEMEHHOTO 2 0,5
peNnpHUSITHS
ITogroroska MIPEABAPUTEIILHOTO BAapUAaHTa KOHLICTILINT 2 0,5
2. | uHpOPMAITMOHHON 0€301acHOCTH KOMITAaHHH. (Pa3zpabotka
KOPIOPaTHBHOW KOHIENITNH HH)OPMAIIMOHHOM 0€30IacHOCTH)
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3. | Ananus puckoB uHpopmannonnoit 6ezomnacHoctu. CORAS 2 0,5
4 AHanmu3 W yrnpaBieHHE pUCKaMu HH(POPMAIIMOHHON O€30MMacHOCTH. 4 1
" | TPUD.
5. [TaponpHas 3amura 2 1
6. | DnekTpoHHas mUQpoBasi MOIMUCH. 2 1
7. | Bupryanbnbsie yactHble ceTh. Co3manue VPN TyHHens 4 1
8. | Ilonutnka nadpopmarmonHoit 6ezonacaoctu. KOHJIOP 4 1
9 [TocTpoeHne KOMITJIEKCHOH CHUCTeMbl WH(POPMALMOHHOM 3aIHTHI. 4 1
" | DLS-cucremsl
10. | Onenka HaIeKHOCTHU 3aIIUTHLIX MexaHnu3MoB b 2 0,5
Hroro: 28 8
4.6. CamocTosiTesibHAsi padoTa CTYJACHTOB
Ne Ha3Banue Tembl Bup CPC O0beM yacoB
n/m Ounas | 3aouHas
dopma | dopma
1. CrtpykTypa HHPOpPMAITTOHHON Brinosnnenue 3aganus
0€30MacHOCTH COBPEMEHHOI'0 IPEANPUSITHSL | [10 BApUAHTaM. 6 9
Odopmienue oTyera
2. IToaroroBka npenBapuTENLHOIO BapuaHTa | BrinmosHeHue 3agaHus
KOHIENINH HH(POPMAITHOHHOM 10 BapUaHTaM.
6e3omacHocT Kommanuu. (PazpaboTka Odopmiienne oryera 8 11
KOPIIOPAaTUBHOM KOHLIETIIIUU
nH(pOpMaIMOHHOM 06€30MMacHOCTH)
3. AHanu3 puckoB UH()OPMAIMOHHOM Brinonnenue 3aganus
6ezomacHoct. CORAS 10 BApHAHTAM. 10 11
Odopmienue oTyera
4. AHanu3 ¥ yrpasJjeHUue puckaMu Brinonnenue 3aganus
nH(OpMaMoHHON Ge3omacHoct. [PU®. | mo BapuaHTam. 10 11
Odopmienue oTyera
5. [TaponbHas 3amura Brimongenue 3amanus
110 BAPUAHTAM. 4 9
Odopmnenne oruera
6. DneKTpoHHas UGPOBast MOAIHUCE. Brinosnnenue 3aganus
110 BApUAHTaM. 6 11
Odopmrnenue oTyera
7. Buptyansubie yacthbie cetu. Co3nanue Brinosnnenue 3aganus
VPN tyHHens 110 BapUAHTaM. 10 11
Odopmrnenue oTyera
8. [Tonmutrka nHGOpPMAITMOHHOM Brimongenue 3amanus
6ezonacHoctu. KOHZAOP 10 BApHAHTaM. 12 11
Odopmnenue otuera
9. [TocTpoeHre KOMITJIEKCHOM CUCTEMBI Brimongenue 3amanus
UH(POPMAIMOHHOM 3ammThl. DLS-cHcTeMBl | 110 BapraHTaM. 12 11
Odopmnenue otuera
10. | Ouenka HaaEeKHOCTHU 3AIIATHBIX Brinonnenue 3amaHus
Mexann3moB 1b 110 BapUAHTaM. 10 11
Odopmrnenue oTyera




11 | [ToarotoBka K 3a4eTy/3K3aMeHy [ToBTOp
TEOPETUYECKOTO 36 36
MaTepHabl.

Hroro: 124 144

4.7. KypcoBble paldoThI/IPOEKTHI MO0 [AUCHUIUVINHE «YTpaBJieHHe
UHPOPMALMOHHOM 0€30MACHOCTHIO» He MPEANOJIAraloTCs YUeOHbIM IJIAHOM.

5. O0pa3oBaresibHbIE TEXHOJIOTHHU

[IpenonaBaHue AUCHMIUIMHBI BEAETCS C MPUMEHEHHEM CIEIYIOUIUX BUIOB
00pa3oBaTeNbHbIX TEXHOJOTUH: OOBSCHUTEIBHO-UIUTIOCTPATUBHOTO O0YyUYEHUs
(TEXHOJIOTHS TOJACPKUBAIOIIETO OOy4YEeHUs, TEXHOJOTHUs TPOBEJACHUs y4eOHOU
JUCKYCCUHU), WH(OPMAIMOHHBIX TEXHOJOTUW (MPE3eHTALMOHHBIE MaTepHalbl),
Pa3BHUBAIOIINX M MHHOBAIIMOHHBIX 00PA30BATEIBHBIX TEXHOIOTHIA.

[IpakTHdeckune 3aHATHS TPOBOASTCA C HCIIOJB30BAHHEM Pa3BUBAIOIIUX,
IpOOJIEMHBIX, MPOEKTHBIX, HH(POPMAIMOHHBIX (UCHOJIb30BAaHUE SIEKTPOHHBIX
o0pa3oBaTeNbHbIX PECypcoB  (SJIEKTPOHHBIA  KOHCHIEKT) 0Opa3oBaTelIbHbIX
TEXHOJIOTUH.

6. ®opMBbI KOHTPOJISA OCBOCHHS IV CHUTLTUHBI

Tekymias arrectanus CTyJE€HTOB MPOU3BOAUTCS B AUCKPETHBIE BPEMEHHBIE
UHTEpBaJbl JIEKTOPOM U TMpernojaBaTesieM (sIMH), BEAyUIUMHU HNPaKTUYECKHUE
3aHSTHA [0 TUCUUIUIMHE B CIEAYIOMUX popMax:

YCTHBIN OIpPOC;

KOHTpPOJIbHAs paboTa (1o BapuaHTam);

TECTBI.

@OHIBI  OLUEHOYHBIX CPEACTB, BKIIOYAKOUIME  THUIIOBBIE  3aJIaHMS,
KOHTPOJIbHbIE PadOThl, TECTbl M METOJbl KOHTPOJS, IO3BOJISIIOIINE OICHUTH
pe3yJbTaThl TEKYIEW U MPOMEKYTOUHOM aTTecTallud OOYYaroIMXCs MO JTaHHOU
JUCUUILIMHE, TOMEIAIOTCS B MPUJIOKEHUH K paboyell mporpaMmme B COOTBETCTBHU
¢ «Ilonoxxenuem o GoH/IE OLIEHOYHBIX CPEJCTBY.

[IpomexxyTouHast arrectauuss MO pe3yiabTaTaM OCBOCHHS JIHCLMILIAHBI
MpOXOAUT B (hOpME YCTHOTO HK3aMeHa (BKJIIOYAET B C€0sl OTBEThl Ha TECTOBBIC
3ananus). CTyJeHTbI, BBITOJHHUBIINE 75% TEKYLIMX U KOHTPOJIBbHBIX MEPOIPUATUN
Ha «OTJIMYHO», a OCTajbHbIe 25 % Ha «XOpPOLIO», UMEIOT MPaBO Ha MOJYyYECHHE
UTOTOBOM OLICHKHU.

B bsKk3aMeHaMOHHYIO BEIOMOCTh M 3aUETHYH) KHUXKKY BBICTaBIISAIOTCS
OLICHKH TIO IIKaJie, TPUBEJACHHOM B TaOIHUIIE.




IIxana oneHuBaHUA
(9K3aMEH)

XapakTepuCTUKa 3HaHUs IIPEMETA U OTBETOB

OoTIINYHO (5)

Crynent riiy0OKO W B TOJHOM OOBEME BiIajAeeT MPOrPaMMHBIM
MarepuagoM. ['paMOTHO, MCYEPNBIBAIOIIE U JIOTHYHO €ro M3JIaraeT B
YCTHOM My mucbMeHHOM Gopme. [Tpu 3TOM 3HaeT peKOMEHJOBaHHYIO
JUTEPATYPY, NPOSABISAET TBOPUYECKUH MOAXO B OTBETAX HAa BOIPOCHI U
NPaBUIBHO OOOCHOBBIBAET IPHHATHIC PEIICHHUS, XOPOILO BiaJceT
YMEHHUSMH U HaBbIKAMU IIPU BBIIOJIHEHUH IPAKTUYECKUX 3a/1a4.

xoporto (4)

CrymeHT 3HaeT NpOrpaMMHBIN MaTepualn, IpaMOTHO U IO CYTHU
W3JIaraeT ero B YCTHOW WIM NHChMEHHOW (opme, mgomyckas
HE3HAYUTCIIbHbBIC HETOYHOCTHU B YTBCPIKACHUAX, TPAKTOBKAX,
ONpeeNieHusIX M KaTeropusX WM HE3HAYUTEIbHOE KOJIUYECTBO
OLHI/IGOK. HpI/I 9TOM BJIaACCT H€O6XO,Z[I/IMI:IMI/I YMCHUSAMHU U HAaBbIKaMU
IPU BBIMOJHEHUH MPAKTUYECKUX 33/1a4.

YIOBJIETBOPUTEIHHO (3)

CTygeHT 3HaeT TOJIBKO OCHOBHOM IPOrpaMMHBIA  MaTepua,
JIOITyCKaeT HETOYHOCTH, HEJOCTaTO4YHO YETKUEe (HOPMYIUPOBKH,
HEIOCJIE0BaTEIbHOCTL B OTBETAaX, W3JAraéMbIX B YCTHOM WIH
nucbMeHHOH (opme. Ilpu 3TOM HenocTaTOYHO BlIafeeT YMEHHSIMH U
HaBbIKAMHU IIPU BBINOJHEHUM IPAKTHUYECKHX 3azad. Jlomyckaer a0
30% ommnboK B M31araeMbIX OTBETaX.

HEYJIOBJIETBOPUTENBHO (2)

CTyneHT He 3HaeT 3HAYUTENIBHOM 4acTU MPOrpaMMHOr0 Marepuala.
ITpu 3TOM NOmMycKaeT MPUHLUUIMAIbHBIE OMIMOKU B TOKa3aTEIbCTBAX,
B TPAaKTOBKE IIOHATUH U KAaTETOPHi, MPOSBIAECT HU3KYIO KYJBTYpPY
3HAaHWW, HE BIAJACET OCHOBHBIMM YMEHHMSMH M HaBBIKAMHU IIpU
BBIMIOJIHEHUM TpakTHYecKuX 3agad. CTyIeHT OTKas3blBaeTcs OT
OTBETOB Ha JIOIOJIHUTENIBHBIE BOIIPOCHI.

7. Y4eOHO-MeTOoAHYeCKOe n MH(OPMALMOHHOE ol0ecnieueHue

AUCHUIIJINHBI

a) OCHOBHAas JiUTeparypa:

1. BacunbeBa, U. H. Ynpapienue nHpopmalimoHHON O€3011aCHOCTHIO : y4eOHOE
nocoobue / WM. H. BacuibeBa ; Cankrt-IleTepOyprckuii rocymapcTBEHHBIN
skoHOMHUYecKkuid yHuBepcuteT. — CankT-IletepOypr : Cankt-IlerepOyprekuit

roCyAapCTBEHHBIN
TCMFPV.

SKOHOMHUYeckuid yHuBepcureT, 2014. — 82 c. — EDN

https://www.elibrary.ru/download/elibrary 22687480 14258248.pdf

BacunbeBa, 1. H. Ynpasnenue puckamu undpopmaiimonHon 6ezonacuoctu / 1.

H.  BacumeeBa. —  Cankrt-IlerepOypr : Cankr-IletepOyprckuii
roCcyJapCTBEHHBIM SKOHOMUYECKU yHHUBepcureT, 2016. — 177 ¢. — ISBN 978-
5-7310-3817-1. — EDN ZQUEHR. — URL :

https://www.elibrary.ru/download/elibrary 30470044 25031716.pdf

MaiiopoBa, E. B. OpranmzanuoHHoe W TMpaBoBoe oOecreueHue
uHdopMaImoHHo 6e3onacHocTH : YuebHnoe nocodue / E. B. MaiiopoBa, A. M.
[Tonerenbko. — Cankrt-IletepOypr : Cankr-lleTepOyprckuii rocyiapcTBEHHbII
sKOHOMHUYecknid yHuBepcutet, 2020. — 87 c¢. — ISBN 978-5-7310-5332-7. —
EDN CRFFYY. — URL ;
https://www.elibrary.ru/download/elibrary 46174849 62120187.pdf
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. Cyxocrar, B. B. Undopmannonnas 6e3onacHocTh : YdyeObHoe mocooue / B. B.
Cyxoctar. — Cankrt-Ilerepoypr : Cankrt-IleTepOyprckuili rocynapcTBEHHBIN
SKOHOMHUYECKU yHuBepcuteT, 2021. — 98 c. — ISBN 978-5-7310-5584-0. —
EDN THDMKU. URL :
https://www.elibrary. ru/download/ehbrary_48073406 35238015.pdf

0) 10MOJIHUTEILHAS JIUTepaTypa:

. Mndopmanmonnas 6e30macHOCTh : Y4yeOHOe mocoOue MpeaHa3sHAYeHO s
ocBoeHus qucuuiind Muapopmanmonnas 6e30macHoCTh, 3amuTa HHpOpMauu
JUIs  OOydYaroIMXCs 10 HaNpaBJICHWsIM TOATOTOBKH MHbopmarmonHbie
cucteMbl U TexHojoruu, I[Ipuxknannas undopmaruka / B. U. Jloiiko, C. B.
JlanteB, B. H. JlanteB, I'. A. ApummHoB. — KpacHomap : KyOanckuit
roCyJapCTBEHHBIN arpapubiii yHuBepcuter umenn WM.T. TpyOununa, 2020. —
332 ¢. — ISBN 978-5-907346-50-5. — EDN FWFFBG. — URL
https://www.elibrary.ru/download/elibrary 45486035 15164620.PDF

. Epoxun, B. B. bezonacHoctbs nH(GOpMaIIMOHHBIX cUCTEM : YuyeOHOoe mocooue /
B. B. Epoxun, /I. A. [Toronsimesa, . I'. Crenuenko. — Mocksa : "OJIMHTA",
"Hayka", 2015. — 184 c. — ISBN 978-5-9765-1904-6. — EDN VSIOUN. —
URL : https://www.elibrary.ru/download/elibrary 25788507 90414101.pdf

. babenxo, JI. K. Kpunrorpaduueckas 3ammra UHPOpMalUUA: CUMMETPUUYHOE
mmdpoanue : yuedHoe nocodue / JI. K. Babenko, E. A. Uutykosa ; IOXXHBIN
®EJIEPAJIbHBIII YHUBEPCUTET. — Taraupor : M3aarensctBo KOxHOTO
dbenepanpHoro yausepcurera, 2015. — 219 ¢. — EDN VIUWIP. — URL :
https://www.elibrary.ru/download/elibrary 25353132 85779244 .pdf

. I'py3nesa, JI. M. Mudopmanmonnas 6e30macHOCTh : Y4eOHO-METOIUYECKOE
nocobue / JI. M. I'py3nesa ; Poccuiickuii ynusepcuret Tpancnopra (MUNT). —
Mocksa : U3parennsckuii Jlom "Akanemus EcrectBo3nanus”, 2020. — 121 c. —
ISBN 978-5-91327-662-9. — DOI 10.17513/np.432. — EDN ZYAAJZ. — URL
: https://www elibrary.ru/download/elibrary 44668615 93844582.pdf

. [ImatonoB, A. A. Wudopmammonnas Oe3omacHocTh : YdeOHoe mocoOue
[OnexTponnslii pecypc] / A. A. IlmaronoB. — Bosrorpan : Boarorpaackuii
rOCyIapCTBEHHBIN apXUTEKTYPHO-CTPOUTEIBHBINA YHUBEPCUTET, 2016. — 69 ¢c. —
ISBN  978-5-98276-822-3. — EDN  YIGINP. —  URL
https://www.elibrary.ru/download/elibrary 28892005 89625832.pdf

. Tepensuckuii, I1. B. Undopmanmronnas 6e3onacHocTsb : yuebHoe nmocooue / I1.

B. Tepensuckuii, M. A. TapacoBa, T. C. ®ponoBa. — Bourorpan
Bonrorpaackuii rocy1apCTBEHHbIM TEXHUUECKHUM yHUBEpCUTET, 2015. — 96 ¢. —
ISBN  978-5-9948-2004-9. - EDN VFYWNT. — URL

https://www.elibrary.ru/download/elibrary 25223083 76817147.pdf

. Makapenko, C. W. MudopmanmonHas 0e30MacHOCTh: yueOHOE Iocooue :
yaeOHoe mocobue / C. . Makapenko. — Craspomnons, 2009. — 372 c. — EDN
QIRWUL. — URL
https://www.elibrary. ru/download/ehbrary 19407202 92560555.pdf
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B) METOANYECKHE YKAZAHMS:

1. Merogudeckue yKa3aHUST K TPAKTHYECKUM 3aHATASIM TI0 JIUCIUIUIHHE
«MuadpopmanmonHas 6€30MacCHOCThY VISl CTYJICHTOB HAIIPABJICHHS TOTOTOBKH
38.03.04 T'ocygapCTBEHHOE€ W MYHUIMNAIbHOE YIPAaBICHHE (IHEBHOU W
3aouHOi dopm oOyuenusi) / Coct.: A.I'. Boponosa. — Jlyrauck: uzn-so: JII'Y
um. B. dansa, 2023. - 113 c.

2. Koncniexkr nexkmmii mo gucimiumimae  «OOecmedeHrne HAIE)KHOCTH U
0€30MacHOCTH IKOHOMHYECKUX WH(MOOPMAITMOHHBIX CHCTEM» ISl CTYACHTOB
HampaBiaeHus: noarotoBku 38.03.05 — busnec-undopmatuka (qHEBHOH U
3aouHoi ¢opm obyuenusi) / Coct.: A.I'. Boponosa. — Jlyrauck: uza-so JIHY
um. B. Jlansa, 2018. — 102 c.

3. Meroaudeckue yKa3aHUS K TPAKTHYCCKUM 3aHATHSAM I10 JUCIUIUIHHE
«O0ecrieuenne HAJIEKHOCTHU 51 0€30I1acHOCTH SKOHOMHUYECKUX
UHOOPMAITMOHHBIX CHUCTEM» Il CTYJIGHTOB HAIpaBJICHUS TOJITOTOBKHU
38.03.05 — busnec-undopmaruka (IHEBHOW W 3a04HOM (hopm oOydeHwus) /
Cocrt.: A.I'. Boponosa. — JIyrauck: u3a-so: JIHY um. B. Hansa, 2018. — 77 c.

r) UuTepHeT-pecypcesbi:

MunucrepctBo o0pa3oBanusi W Hayku Poccuiickoir @Denepanud —
http://muno6prHayku.pd/

denepanbHas ciayxk0a Mo Haa30py B cdepe oOpa3oBaHUS U HAYKH —
http://obrnadzor.gov.ru/

[Topran denmepanbHBIX TOCYIAPCTBEHHBIX OOPa30BATEIBHBIX CTAHIAPTOB
BhbICIIIEr0 oOpa3zoBanus — http://fgosvo.ru

®enepanbHblil noptan «Poccuiickoe oOpazoBanue» — http:// www.edu.ru/

Nudopmarmonnas cuctema «EquHoe OKHO mocTyma K oOpa3oBaTelbHBIM
pecypcam» — http://window.edu.ru/

®denepanbHblii LEHTp HUHPOPMALIMOHHO-00PA30BATEIBHBIX PECYpPCOB —
http://fcior.edu.ru/

CnpaBouHo-nipaBoBass ~ cuctrema  «KoHcymprant  mmoc». -  URL:
http://base.consultant.ru

Hayunas snektponnas 6uonuoteka. - URL: http://elibrary.ru/

JJIEKTPOHHBIE OMOJIHOTEYHbIC CHCTEMbI H PeCYPChI

DNEKTPOHHO-OMOIMOTEeTHAS cucrema «StudMed.ru» -
https://www.studmed.ru

NupopmanuoHHbIi pecypc OndIMOTEeKH o0pa3zoBaTebHOM
OpraHu3anuu

Hayunas 6ubnuotexka umenu A. H. KonsieBa — http://biblio.dahluniver.ru/

8. MaTepuajJbHO-TeXHHYECKOE 7| NporpaMMHoe o0ecnieueHue
AMCUMILIMHBI
OcBoeHME TUCHUIUIMHBI «YTIpaBieHne WH()OPMALMOHHONW 0€30MacHOCTHION
IIPEANOJAraeT MCIOJb30BAHUE aKaJEMUYECKUX ayIUTOPHUM, COOTBETCTBYIOIIMX
JEUCTBYIOIMM CaHUTAPHBIM U IIPOTUBOIIOKAPHBIM IIPABUJIaM U HOPMaM.
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[Ipouee: pabouee MecCTO MNpenoaaBaTelis, OCHAIEHHOE KOMIBIOTEPOM C
noctyrnoM B IHTepHeT.

[IporpamMmmHO€E 0OecrieueHue:

DYHKIHOHAIBHOE
Ha3HA4YeHHUe

BecniiaTHoe
nporpaMMHoe
odecmeueHHe

CceblIKHN

OducHbrii makeT

Libre Office 6.3.1

https://www libreoffice.org/
https://ru.wikipedia.org/wiki/LibreOffice

OmneparnoHHast UBUNTU 19.04 https://ubuntu.com/

cucreMa https://ru.wikipedia.org/wiki/Ubuntu
Bpaysep Firefox Mozilla http://www.mozilla.org/ru/firefox/fx
Bbpaysep Opera http://www.opera.com

[TouTOBBIH KIUEHT Mozilla Thunderbird http://www.mozilla.org/ru/thunderbird
daiin-MeHeKep Far Manager http://www.farmanager.com/download.php
ApxuBarop 7Zip http://www.7-zip.org/

['padpuaeckuii pemakTop

GIMP (GNU Image
Manipulation Program)

http://www.gimp.org/
http://gimp.ru/viewpage.php?page id=8
http://ru.wikipedia.org/wiki/GIMP

Penakrop PDF

PDFCreator

http://www.pdfforge.org/pdfcreator

Aynuonneiiep

VLC

http://www.videolan.org/vlc/

9. OneHOYHBIE CPEACTBA MO AUCHUTILINHE

MacnopT
(oHIa OLIEHOYHBIX CPEJACTB MO YUeOHOM TN CIUIIMHE
«YnpasieHue HHPOPMAITMOHHON 6€301TaCHOCTHIO

[lepeuenp KoMmIeTeHIUN (3JIEMEHTOB KOMIETEHIMH), (HopMHpyeMBbIX B
pe3yJibTaTe OCBOEHUS Y4EOHOM NUCUUIUIMHBI (MOIYJIS) WU MPAKTUKH

Ne |Kon ®opmyimpoBka | Haukaropel Kontpompyemble | Otanbl
/Tl | KOHTPOJMPYEMOH | KOHTPOJIMPYEMOH | TOCTHKEHHIA TEMBI dhopMHUpOBaHHS
KOMITCTEHITUH KOMITETEHIIUT KOMITETEeHIIMH (110 | yueOHO (cemectp
peanu3yemMoit JUCLUIUIAHBI, U3Yy4EHHS)
JUCIUATIIIMHE) MIPAKTUKH
1 OIIK-2 Crroco0en OIIK-2.3 Tema 1. Beenenue B 1
YUUTHIBATh [Tonnmaer JCIATUTAHY
KOHKPETHBIE creupuKy "Vnpasnenue
YCIIOBHS MPEIMETHBIX uH(pOPMAITIOHHON
BBITOJIHAEMBIX M |00NacTel, 0e30macHOCTEIO"
pa3zpabarhiBaTh | OCYIIECTBIISIET Tema 2. 1
VMHHOBAIIMOHHBIE | yTpaBJIeHUE 3akoHOaTeNbHASL
pemieHust  npu | MHGQOPMAIIMOHHON |O0CHOBA
YIIpaBJICHUN 0€30MaCHOCTBIO | MH()OPMAIIOHHO
IIPOEKTaMH 0€e30MacHOCTH
nporeccamMu B Tema 3. 1
ctepe JanMIeHHas
MH(QOPMALIMOHHO uH(OpMaIIOHHAS
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KOMMYHHKAIIMOH
HBIX TEXHOJIOTUI

CHUCTEMA.

Tema 4. Ynpasnenus
pHUCKamMH
UHPOPMAITIOHHON
0e30MacHOCTH

Tema 5. Texmonoruu
1 METOJIBI
peaymzanuu Ub.
KOMITJICKCHAs
3aImMTa
UH(OPMALTMOHHON

MH(PACTPYKTypbI

IToxa3aTenn u KPHUTCPHUH ONCHUBAHUA KOMHETCHHHﬁ, OIMMCaHHEC IIKAJI

OIlCHUBAHUA

/o

Kon
KOHTPOJIUPYEMOM
KOMIICTCHIIU

HNuaukatopsl
NOCTHKEHUU
KOMIIETECHIIUH
(o
peanu3yemMon
JTUCITATIITNHE)

IIepedyenn
IUTAHUPYEMBIX
pe3ybTaToB

KonTponupyemsie
TeMbl  y4eOHOM
JTUCLUATUTUHBI

HanmenoBanue
OII€HOYHOTI'0
CpeacTBa

OIIK-2

OIIK-2.3

3HaTh:

OCHOBHEBIE
CTaHAPTHI U
3aKOHOJIaTEILCTBO B
oOyactu
nH(}OpMaAITMOHHOM
0e30IMacHOCTH;
CTaHIaPTHI,
permamMeHTsl U
UHCTPYKIIAU
yIpaBJICHUS
CHCTEMOM
obecrieueHust
nH(}pOpMaAITMOHHOM
0e30macHOCTH
TIPEITPHUSTHS,
MIEPCIICKTUBBI
pa3BHUTHS
TEXHOJOTHUH
obecneyeHus
UH(POPMALIMOHHOM
0€30MacHOCTH;
YMeTh:
AHATM3UPOBATH U
BBIOMPATH
aJIeKBaTHBIE MOJIETH
UH(POPMALIMOHHOM

Tema 1.
Tema 2.
Tema 3.
Tewma 4.
Tema 5.

YerHBII ompoc,
KOHTPOJIbHAS
pabora (o
BapuaHTaM),
TECTHI
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0e30IMacHOCTH;

— HCIOJIb30BaTh
3HAHUS O
COBPEMEHHOM
METOJIOJIOTUHU
ynpasnenus: Ub st
pa3paboTku
peabHBIX METOJI0B
dbopmupoBaHus
3aIUTHI
UH(POPMALIMOHHOM
UH(PPaCTPYKTYypHI;
Bnanets:

— 0a30BbIMH
HABBIKAMU
MOCTPOCHUSA U
yIpaBIEHUSI CUCTEM
3aIUTHI
nHpopmanuu;

— HaBBIKaMU
pa3paboTku
KOHIIETIITHH,
IPOrPaMMBl,
TIOJTUTUKU
nH(}pOpMaAITMOHHOM
0e30MmacHOCTH
IpEIIpUITHS,

DoH/IbI OLCHOYHBIX CPEJCTB 0 AUCHUILINHE
«YmnpasJjieHne UHGOPMAUMOHHO 0€30IIACHOCTID)

Bomnpocs! 151 00Cy:K/IeHNSI HA TPAKTHYECKUX U CEMUHAPCKUX 3aAHATHAX
(YCTHBII 01IpoOC)

. Ilonsarue nudopmanmoHHOM O0€30MaCHOCTH.

. Bupp! 3amuiaemMoi nHGpopmaIuu.

. Ilepeuncnute cocrapistomue HHGOPMAITMOHHON OE30MTaCHOCTH.
. IIpuBeaute onpeaeneHne JOCTYIMHOCTH UH(POPMAITUH.

. IlpuBeaure onpeaeneHue NEeI0OCTHOCTH HH(OPMALIUH.

. [IpuBenure onpenencHue KOHGUICHITMATLHOCTH HHPOPMAIIUH.
. Tumsl aTak u yrpos.

. BHelHue HCTOYHUKH yTIpo3

. BHyTpeHnHue uCTOYHUKHU yTpo3

10.Kanans! yreuku nHGOpMAIIHH.

11.Cranmaptel nHGOPMAIIMOHHON 0€30MaCHOCTH.

12.Ynpasnenue nHdopMamoHHON OE30MaCHOCTH.

13.ITonutrka uHGOpMaMOHHON OE30MaCHOCTH.

14.0OcHoBHBIE METO/IbI OOeCTIeUeHUsI MHPOPMAITMOHHON 0€30TTaCHOCTH.

O 00 1N LN B WK =
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15. IIpuHOKIIBI TOCTPOCHUS 3aIUIICHHBIX CUCTEM.

16.CumMMeTpUYHbIE KPUITTOCUCTEMBI.

17.AccuMeTpuYHbIE KPUIITOCUCTEMBI.

18.Ilpodunaktuka 3apaxeHuss Bupycamu. llonck u ypajleHue IIMUOHCKUX H
PEKJIaMHBIX MOJTyJIEH

19. Kpunrorpadguieckne METOIbI 3aIUTHI.

20.ITpoTokoJibI

ayrentudukanuu. CrabocTh  MapONBHBIX  MPOTOKOJIOB

ayTeHTU(UKaMKU. BUbl aTak v yrpo3 i MPOTOKOJIOB ayTeHTU(UKAIIUH.
21.ITpoTokoJibl JIeKTpOHHOM moanucu. OO0Ime NOHATUSA W onpenesieHus. Buisl
aTak W yrpo3 JJIis MPOTOKOJIOB AJIEKTPOHHOM MOIMUCH.
22.I1okazaTenu 3alIMIIIEHHOCTH MEKCETEBBIX SKPAHOB.
23.Kacchl 3alMIIEHHOCTH MEKCETEBBIX IKPAHOB.
24.OnexTpoHHas 1U(PpoBas MOAINHUCE.
25.Apxutekrypa cuctembl 6e3onacHoct OC.
26./latiTe onpeneneHNe MOTUTUKHA O€30TTaCHOCTH.
27.Kakue cepBHUCHI 0€30MIaCHOCTH BKJIIOYAET TEXHOJIOTHS BUPTYaAJbHBIX YaCTHBIX
ceTen?
28.Yto Takoe "TyHHENb'" U TEXHOJIOTHS €ro CO3JaHus?
29.SIEM-cuctemsl.
30.DLS-cucremsi.
31.Hanpasnenus pazpabOTKu MOJTUTHKH 0€30MaCHOCTH.
32.Metononorus COBIT.
33.Ananu3 puckoB HH(POPMAILIMOHHON 0€30MaCHOCTH.
34.MHcTpyMeHTapHil aHalIM3a aHAJIW3 PUCKOB HH(POPMALIMOHHON 0€30MacCHOCTH.
35.MOHUTOPUHT U ayIuT UH(HOPMAIIMIOHHON O€30aCHOCTH.

Kputepun u mkana oleHuBaHUs 1O OLIEHOYHOMY CPEJICTBY «YCTHBIH OIPOCH

Ixama

OLICHUBaHUA

(nHTEpBA OAJITOB)

Kputepuit onennBanus

5

OTBeT npeacTaBlIeH Ha BHICOKOM YpOBHE (CTYACHT B MOJTHOM 00beMe
OCBETHJI PAacCMaTpPHBAEMYIO MPOOJIEMATHKY, MPHUBENl apryMEHTH B
MOJIb3Y CBOMX CYXXICHHM, BiazeeT MNpOQUIbHBIM MOHATHHHBIM
(kaTeropuaabHBIM) aMImapaToM M T.I1.)

OTBeT npeAcTaBiieH Ha CpelHEM YPOBHE (CTYIEHT B LIEJIOM OCBETUI
paccMaTpuBaeMylo MpoOJEeMaTUKy, MPHBEN apryMEHThl B IMOJB3Y
CBOMX CY’KJCHHI, TOMYCTHB HEKOTOPbIE HETOYHOCTH U T.II.)

OtBer 1mpencTaBieH Ha HU3KOM YPOBHE (CTYIEHT JOIYCTHI
CYIICCTBEHHBIE HETOYHOCTH, HM3JIOKWJI MaTrepHuaj ¢ OIMOKaMH, He
BJaJ€eT B JOCTAaTOYHOM CTENEeHU NPO(UIBHBIM KaTerOpualbHBIM
anmapaToM H T.I1.)

OTBeT npeicTaBI€H Ha HEYAOBJIETBOPUTEIBHOM YPOBHE WM HE
IpeJICTaBiIeH (CTYJEHT He TOTOB, HE BBIMOJIHIII 3aJJaHUE U T.I1.)
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KonTtpoJsbHas padora (110 BapuaHTaMm)

[IpoBectn aHanM3 OIEHKM PUCKOB HWH(GOPMAIMOHHONW 0€30MacHOCTU
npeanpusTus (onpeaeaeHHol chepsl aesTenbHoCcTH) Ha ocHoBe MeToauku COBIT
(c ucrionpzoBaHueM nporpaMMHoro uacrpymenrapuss CORAS).

[Ipou3BoACTBEHHOE PEANPUSATUE PACTIOIOKEHO B OTICIBHOM 2-X 3TaXXHOM
3JaHUM C OJHUM LEHTPAIBHBIM BXOJIOM U OJTHUM 3allacHbIM BbIX0J0M. Ha kaxaom
ATa)ke€ €CTh OOJIBIIINE OKHA, BBIXOSIIME HA I0KHYIO U BOCTOUHYIO CTOPOHBI. Pon
3aHSATUM CBSI3aH C TEPEJOBBIMU TEXHOJOTUSIMU. B CTpykType mNpeanpusTus
(GYHKIIMOHUPYET HECKOJIBKO MOJIpa3ieIeHU, UMEIOIINUX OTACIbHBIC TOMEIICHUS.

B ceth uepe3 BuTyio mapy, ontoBojokHo, Wi-Fi u Bluetooth Beixomsar He
MeHee 10 cramoHapHBIX KOMITBIOTEPOB U HECKOJIbKO HOYTOYKOB. EnuHbIN cepBep
oOcimy>XMBaeT xpaHeHue padounx ¢anaoB, 0as3bl JAHHBIX MPEINPHUATHS, a TAKKE
KOPIIOPATUBHBIM CaWT, IOCTYIIHBIM 3a IpeleslaMu JOKAJIbHOU cetu. MHTepHeT k
3IaHUI0 TIOJIBOJIUTCS MO ONTOBOJIOKHY. [lepudepuiinpie ycTponcTBa: MPUHTEPHI,
dakcel, TeNePOHBI.

[IpoBecTn OIEHKY aHalM3a PHUCKOB HMH(POPMAIMOHHON OE30MacHOCTH.
VYkazatb 0OBEKTHI 3alIUTHl U BO3MOXKHBIC YIpo3bl. [IpHCBOMTH KakIoW yrpose
cBoto oreHky mo 10 GanpHo mkane (10 makcumanbhas yrposa). [Ipenmoxutb

cpeacTBa 3amuThl. BemoaauTe ucnonb3ys merononoruo COBIT u nporpaMMHbIii
npoaykt CORAS.

Kputepuu u mkana orieHUBaHUS IO OTICHOYHOMY CPEJICTBY «KOHTPOJIbHAsI paboTa
(mo BapuaHTaMm )»

Ixama OIlCHUBaHUA Kpurepuii onienuBanus
(nHTEpBAI OAIITOB)
5 3aaHue BBIOJIHEHO Ha BHICOKOM YpOBHE (IIpaBUJIbHbIE OTBETHI
nansl Ha 90-100% Bompoco/3anay)
4 3aaHue BBINOJIHEHO Ha CpeIHEM YPOBHE (ITPaBHIIbHBIE OTBETHI JaHbI
Ha 75-89% BompocoB/3aay)
3 3aaHue BBINOJIHEHO Ha HU3KOM YPOBHE (TpaBUJIbHBIE OTBETHI JIaHBI
Ha 50-74% BompocoB/3a1au)
2 3aiaHue BBINOJIHEHO Ha HEY/IOBJIETBOPUTEILHOM YPOBHE
(mpaBuJIbHBIE OTBETHI 1aHbl MeHee ueM Ha 50%)

TecTnl
3agaHus 3aKpbITOr0 THIIA

1. CocrosHuE 3alMIIEHHOCT HAI[MOHATHHBIX HHTEPECOB CTPAHBI B HHPOPMAIIMOHHOHN cdepe
OT BHYTPEHHHUX U BHEIIHUX yTPO3 3TO:
a) HNupopmanmonHas 6e30MacCHOCTH
b) be3onacHoCTh
¢) HamnwmonanbHas 6€301acCHOCTh
d) 3amwura nadpopmanuu
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2. OOnactb HAyKM U TEXHHMKH, OXBAaThIBAaIOIIAasi COBOKYMHOCTb KpHUNTOrpaduyecKux,
POrPaMMHO-AIIAPATHRIX, TEXHUYECKUX, PABOBBIX, OPTaHU3AIMOHHBIX METOIOB U CPEJICTB
obecrieueHust 6e3omacHOCTH HHGOPMAIMU TIpU ee 00paboTKe, XpaHCHHH W Tepeaade ¢
UCIIOJIb30BaHNEM COBPEMEHHBIX MHPOPMAITMOHHBIX TEXHOJIOTHIA:

a) KommiekcHoe obecneuenue HHGOPMAIHOHHON 6€30MACHOCTH
b) besonacnoctsr AC

¢) ¥Yrposza 6e3o0macHOCTH

d) Araka Ha aBTOMaTH3UPOBAHHYIO CUCTEMY

e) Ilomutrka 6e30macHOCTH

3. HenpepbIBHBIN 11e1€HATIPABICHHBIN MPOLIECC, TPEANOIArAIOIIUNA TPUHITHE
COOTBETCTBYIOIIUX MEp Ha BCEX ATamnax *KU3HEeHHOro 1ukia AC:
a) IlpuHIIUTI CHCTEMHOCTH
b) IIpuHIHIT KOMIUIEKCHOCTH
c) IlpuHIUN HenmpepbLIBHOM 321U THI
d) IpuHuMD pa3yMHOH 1OCTaTOYHOCTH
e) IlpuHIUI rHOKOCTH CHCTEMBI

4. Bwunpl nHpOpMaAIIMOHHON 6€301MaCHOCTH:
a) IlepconajibHasi, KOPNOpPaTUBHAs, FOCYAAPCTBEHHASA
b) Kimenrtckas, cepBepHas, cereBast
c) JlokanbHas, rino0anbHas, CMEIIaHHAS

5. K ocHOBHBIM npuHIMIAM o0ecriedeHus1 HHHOPMAITMOHHOM 0€30MMacCHOCTH OTHOCHUTCS:
a) JKoHOMHMYeCKOH 3(PPEeKTHBHOCTH CHCTeMbI 0€30MaCHOCTH
b) MmuoromnathopMeHHON peann3aiui CUCTEMbI
C) Ycunenus 3alMUIIICHHOCTH BCE€X 3BCHBEB CUCTEMBI

6. ITlomutuka 6€30MaCHOCTH B CHCTEME (CETH) — 3TO KOMILJIEKC:
a) Hopwmsl nadopmaimonHoro npasa, cooI01aeMble B CETH
b) PykoBoacTB, TpedoBaHMii o0ecneyeHrs HEOOXOAUMOT0 YPOBHS 0€3011aCHOCTH
c) HuHcTpykumii, anropuTMOB MOBEICHUS MTOJIB30BATENS B CETH

7. K mpaBoBbIM MeTO/1aM, 00€CTICUMBAIONTAM HH(POPMAITMOHHYIO O€30MTaCHOCTh, OTHOCSITCS:
a) Paspabotka anmapaTHBIX CpeACTB 00ECIIEUCHHS TPABOBBIX TaHHBIX
b) Pa3zpaboTka u ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IIPABOBBIX CETAX KYPHAJIOB y4yeTa
JEUCTBUI
¢) Pa3pabGorka u KOHKpeTH3alMs MPABOBbIX HOPMATHUBHBIX AKTOB 00ecreYeHus
0e3omacHoOCTH

8. Tlom yrpo3oii 6e3omacHocT nHpOpManuu B kommnbioTepHoit cucteme (KC) monnmarot:
a) BO3MOXHOCTh BOZHUKHOBEHHS Ha KaKOM-JI00 dTarne xxu3HeHHoro nukina KC Takoro ee
COCTOSIHUS, IPU KOTOPOM CO3JAI0TCSI YCJIOBUSA I peain3aluu yrpo3 0e30macHOCTH
uHpOpMaLnu;
b) coObITHE MM TelicTBHE, KOTOPOE MOKET BbI3BATh M3MEeHEeHUe (PYHKIMOHUPOBAHUS
KC, cBsizanHOe ¢ HapylIeHHeM 3alliIeHHOCTH 00padaTbiBaeMoil B Heil HH(OPMaLNH;
C) JefCTBUE, MPEANPUHUMAEMOE HApYIIUTEIEM, KOTOPOE 3aKII0YaeTcs B MOMCKE U
WCIIOJIb30BAaHUH TOW WJIM UHOM YSI3BUMOCTH.

9. VYsa3BUMOCTH HH(OpPMAITUH— 3TO:
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a) BO3MOKHOCTh BO3HHKHOBEHHSI HA KAKOM-JIH00 3Tamne ;ku3HeHHoro nukJiaa KC
TaAKOr'0 ee COCTOSIHNSL, IPU KOTOPOM CO31aK0TCS YCJI0BUS AJIsl peajin3alum yrpo3
0e30macHOCTH MHpOpPMALIMHU;

b) coObITHE MK JIeiicTBHE, KOTOPOE MOXKET BbI3BaTh U3MeHeHUe (pyHKImonupoBanus KC,
CBSI3aHHOE C HAPYIICHUEM 3alIUIIIEHHOCTH 00pabaThiBaeMoii B Hell HH(pOpMaIny;

C) 9TO JAeCTBUE, NPEANPUHUMAEMOE HAPYIIUTEIEM, KOTOPOE 3aKIIF0UAETCS B IOUCKE U
HCIIOJIb30BAaHUH TOM WJIM MHOW YSI3BUMOCTH.

10. Jlns gero co3gaeTcsi cCucTeMa pa3rpaHUYeHHsI TOCTyNa K HH()OpMaIuu:
a) s 3amuthl nHGopmannu ot HC/I;
b) nns ocymectnenus HCIU;
C) OTIpeieNIeHUs] MaKCUMAaJIbHOTO YPOBHSI KOH(PHICHIIMATBHOCTH JJOKYMEHTA.

11. IIpouenypy ycranoBku cep IeicTBUS MOIB30BaTENs U AOCTYIHBIE eMy pecypcbl KC
Ha3bIBAIOT:
a) ayTeHTH(pUKaIueH;
b) aBTopu3anmeii;
C) HACHTH(UKAIIHS.

12. UckyccTBEHHBIE YTPO3bl UCXOS U3 UX MOTUBOB Pa3CIsIOTCS Ha:
a) KOCBEHHBIE Y HETIOCPECTBEHHBIE;
b) HECAaHKIIMOHUPOBAHHBIC U CAHKITMOHUPOBAHHBIC.
€) HempeJAHAMEPEHHbIE U MPeHAMEpPEHHbIE;

13. AyTeHTUHKAIHS — 3TO:
a) NOATBEPIKIeHHe MOATUHHOCTH;
b) npemocTaBieHrEM MOJHOMOYUH;
¢) uudpoBast MOJIUCH.

14. IIpu sKcrutyaTaliui MEXaHU3MOB ayTeHTU()UKALIUK OCHOBHBIMU 33a4aMH SIBJISIFOTCSL:
a) reHepanys WJIH U3rOTOBJICHHE HICHTH(PHKATOPOB, HX y4eT U XPaHeHHe,
nepenaya HIACHTH(PUKATOPOB M0Jb30BATEJI0 M KOHTPOJIb HA/l IPABUJIbHOCTHIO
BBbINOJIHeHNs npoueayp ayrenruguxanuu B KC;
b) pasrpanuyeHue npas MOJIb30BATENCH U 00CTYKHBAIOILIETO ITEPCOHAIA 110 AOCTYIY K
pecypcam KC B cooTBeTCTBUM ¢ (YHKIIMOHATBHBIMH 00S3aHHOCTSMHU JOJKHOCTHBIX JIMIL;
C) peanu3anys MEXaHU3Ma BUPTYaIbHON NaMATH C pa3[elIEHUEM aIpECHBIX IPOCTPAHCTB.

15. Opranu3aniuOHHBIMH MEPOTIPUATUSAMU IPETyCMaTPUBAETCA
a) HCKJII0YeHHe HAXO0K/AeHHUs B MeCTaX HAJTUYHUS HH(POPMATUBHOIO CUTHAJIA
3JI0YMBIILIEHHHUKA U KOHTPOJIb 32 ero AeldcTBUSIMH U NepeIBHKEHUEM;
b) uckIIOUeHNe 3HAUUTETLHON YaCTH 3arpy309HBIX MOIYJIeH U3 chephl UX
JOCATAaeMOCTH;
C) UCKJIIOYEHNE HECAaHKIIMOHUPOBAHHOTO JocTyMa K pecypcam [I19BM u xpansmmmcs B
HEWU IporpaMMaM U JaHHBIM.

16. 30upaTtenpHas MOJIMTUKA O€30TTaCHOCTH MOPa3yMEBaET, UTo:
a) mpaBa J0CTyna cy0beKTa K 00beKTY CHCTeMbI ONpPeIesIIOTCS HA OCHOBAHUH
HEKOTOPOr0 BHEIIHEro (10 OTHOLIEHWIO K cMcTeMe) NpaBuiia (CBOiiCTBO
N30MpPaTeIbHOCTH);
b) Bce cyOBEKTHI 1 0OBEKTHI CHCTEMBI IOJDKHBI OBITh OJJTHO3HAYHO UJICHTU(DHUITUPOBAHBL;
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C) K&KJIOMY OOBEKTY CUCTEMBI IPUCBOCHA METKA KPUTHUHOCTH, OTPEeIsIomnas
LIEHHOCTH COJIepIKalleiicsi B HeM HH(OpMaIuu.

17. B ueM 3axiitouaeTcsi MPaBUJIO pa3rpaHUYeHMs] 1OCTya
a) JINLO J0NyCcKaeTcs K padoTe ¢ JOKYMEHTOM TOJIBKO B TOM CJIy4ae, ecJii YPOBEeHb
AOMycKa cy0beKTa A0CTYNA PaBeH UJIU Bblllle YPOBHS KOH(pHIEHIINATBHOCTH
JOKYMEHTAa, a B Ha0ope KaTeropuii, MpUCBOEHHbIX IAHHOMY CY0ObEKTY J0CTYyIA,
co/iep:KaTCs BCe KATeropHuu, onpeaeaeHHbIe A1 JAHHOT0 TOKYMEHTA;
b) nuiio gomyckaercs K paboTe ¢ JOKYMEHTOM TOJIBKO B TOM CITydae, €ClId YPOBEHb
J0MycKa CyObeKTa JOCTyIa HIXKE YPOBHS KOH(UICHIIMAIBHOCTH JTOKYMEHTa, a B Habope
KaTeropui, NprMCBOEHHbBIX JAHHOMY CYOBEKTY JOCTYIIA, COAEPIKATCS BCE KaTErOpuH,
OIpeJieJIeHHbIE JIJIs1 TAHHOTO IOKYMEHTA;
C) JIMLIO IOTyCKaeTcsl K paboTe ¢ JOKYMEHTOM TOJBKO B TOM ClIydae, €CJIM YPOBEHb
J0MycKa CyObeKTa JOCTyIa HIXKE YPOBHS KOH(UICHIIMAIBHOCTH TOKYMEHTa, a B Habope
KaTeropui, NpHMCBOCHHbBIX JAHHOMY CyOBEKTY JOCTYIIA, HE COAEPIKATCs BCe KaTEeropuu,
OIpeJieJIeHHbIE IJIs1 TAaHHOTO TOKYMEHTA.

18. TTotHOMOYHAs TTOJUTHKA 0€30MMaCHOCTH MOAPa3yMeBaeT, UTo:
a) KaXKI0MYy Cy0ObeKTy CHCTeMBbI IPHCBOEH YPOBEHb MPO3PAaYHOCTH (security
clearance), onpeaeJAIMI MAKCUMAJIbHOE 3HAYEeHUE METKI KPUTUYHOCTH
00BbEeKTOB, K KOTOPBIM Cy0BbeKT HMeeT J0CTYII;
b) Bce cyOBEKTHI 1 0OBEKTHI CHCTEMBI JIOJKHBI OBITh HACHTH(UITUPOBAHBI,
C) paBa JiocTyna cyObeKTa K 0ObEKTY CUCTEMBbI ONPEACTSAIOTCS Ha OCHOBAHUHU
HEKOTOPOTO BHEITHETO(TI0 OTHOIICHHIO K CHCTEME) TIpaBuia (CBOWCTBO
M30UPaTEeTLHOCTH).

19. Ysa3BuMocTh uH(pOpMAITUU— 3TO:
a) HEM3MEHHOCTh HH(POPMALIUU B YCIOBUSX €€ CIy4alHOro U(MIN) MpeIHaMEPEHHOTO
UCKKEHUS WIN Pa3pyLICHHUS.
b) BO3MOKHOCTH BOBHMKHOBEHHSI HA KAKOM-J1M00 3Tane ku3HeHHoro nukjiaa KC
TAKOI0 ee COCTOSIHUSI, IPH KOTOPOM CO31AK0TCH YCJIOBUS ISl peajin3auuu yrpo3
Oe3onmacHocTH HHPOPMALMH;
C) HabOp TOKYMEHTHUPOBAHHBIX HOPM, MPABUJI U MPAKTUUECKUX IPUEMOB,
PEryIupyIOIIKX YIpaBiIeHUE, 3alUTy U pacrpeieneHne HHGpOopMaImy orpaHuYeHHOTO
J0CTYyTa;

20. MeTopl, 3aTpyJHSIOIINE CYUTHIBAHHE CKOMMPOBAHHOM MH(POPMALIUN OCHOBBIBAIOTCS HA
a) NpuAaHNH 0COOCHHOCTEM Mpoleccy 3anucu HHPpopManuu, KOTOpPbIe He
NMO3BOJIAIOT CYUTHIBATH MOJYYEeHHYI0 KOIMUIO HA IPYTUX HAKONUTEIAX, He
Bxoasammx B 3amumaemyr KC;
b) paszrpaHnyeHuy MpaB MOJIb30BaTENCH U 00CITYKHBAIOIIETO IMEPCOHANA IO JOCTYITY K
pecypcam KC B cooTBeTCTBUU C PYHKIIMOHATBHBIMU O0S3aHHOCTSIMH JIOJKHOCTHBIX JIMIL;
C) HCIOJIb30BAHUW NOIMOJHUTCIBHBIX ITPOrPpaMMHBIX WJIN alllIapaTHO-IIPOTPaAMMHBIX
CPEICTB.

21. TpostHCKME IPOTpaMMBI ITO:
a) MPOTpaMMBbl, CoJIepKalIre B cebe aaropuTMbl mu(poBaHusi, 00ECIICUHBAIONITNE
pa3nuydre pa3HbIX KOMHA BUPYCa;
b) nporpaMmmMbl KOTOpbIEe COAEPKAT CKPbITHIE MOCI€I0BATEILHOCTH KOMAaH/]
(MoayJin), BHINOJIHSIONINE el CTBUA, HAHOCSIIME BPe/a M0J1b30BaTeJIsIM;
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C) MPOrpaMMBbI KOTOPbIE TIOCTIE AKTUBU3ALUU TIOCTOSIHHO HAXOASATCS B ONIEPaTUBHOMN
NaMATH KOMIIBIOTEPA U KOHTPOJIUPYIOT JOCTYI K €T0 pecypcam.

22. YKaxuTe napoiib, KOTOPBI OTBEYaET TPEOOBAHUAM CIIOKHOCTHU MApOJIS U HE SIBIISCTCS
ca0bbIM.
a) YaStudent100%
b) Password 111
¢) 84c3M#@kHS$&1
d) #1XE@
e) Qwer 1234567890

23. YkaxXuTe BO3MOKHBIE METOIbI BOCCTAHOBJIEHMSI I1apOJIsl B IpOrpaMMax BKpPBITHS MapoJiei
a) Ilepedop mo macke
b) Araka mo cioBapio
¢) IIpsimoii nepedop
d) Ilo snexkrpoHHOI mouTe

24. lns gero ciyxart cetd VPN (ykakuTte nmpaBUJIbHBINA OTBET)?
a) 14 odecrevyeHUs: COeJMHEHHUs TPEX BUAOB: y3e-y3ell, y3eJ-ceTh U CeTh-CeTh (B
3aBHCHMOCTH OT NIPHMEHSIEMbIX IPOTOKOJIOB)
b) nuist oGecrnieyeHus1 ceTeBbIX COCIMHEHUI MOBePX APYroi ceTu (Hanmpumep,
HNuTepHeT)
C) nms yaydlieHHust 0€301acHOCTH JIOKATbHOU CEeTH
d) ms yBenmuueHUs OBICTPOACHCTBUS JOKATBHOW CETH

25. Kak Ha3bIBaeTcs MOJEINb pa3rpaHUUeHuUs OCTyNA K 3alUIacMoi HH(popMaiu,
IIPUBEICHHAS HA PUCYHKE.

JANKCE

CyBBeKT ¢ BEICOHMM - DGBEHT € BEICOHAM

YDOBRHEM AOCTYNA YTEHWE YDOBHEM CEHPETHOCTH
k. A

8 2 8 2

= I & -

= a = &l

S - m 5

) X

N s
h u
3anuce
OEBEKT € HH3HMM 3 CybbexT € HU3HMM
YPOBHEM CEHPETHOLTH HTEHHE N YPOBHEM QOCTYNa

h

a) Mogeas beana-Jlanagyabt
b) Mogenp ®octepa-CTroapTa
¢) Mopaenb bokca-/lxenkunca

26. CxeMa Kakoi MOJIeJIA YIIPaBJICHUS JOCTYIIOM MPEACTABICHA HA PUCYHKE?
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a) JHUCKPELMOHHAs MOJEIb YIIPaBJICHHUS;

b) manpaTHasi MoaeJib YIIPpaBJICHUS;

C) poJieBas MOJEIb YIPABICHMUS;

d) ympaBieHHe TOCTYIIOM Ha OCHOBE TPABHII

27. Cxema Kakoi MOJEININ YIPABJICHUS JOCTYIOM MPECTaBIECHA HA PUCYHKE?

User Role Permissicn (OBS x OPS)

A Administrator System Settings (OBS)
o . | I |
(] — Create (OPS)

R Update (OPS)
®

\_ Manager .~

- >= User (OBS)
® % Select [OPS)
(] S P[_Create oPS)

S Update (OPS)

0 General Delete (OPS)

= == Password Reset (OPS)

a) JHUCKPELMOHHAs MOJEIb YIIPaBJICHHUS;

b) MaHmaTHas MOJENb YIPaBICHUS,

¢) poJieBasi MO/ieJIb YIIPaBJICHUS;

d) ymnpaBiieHHe TOCTYIIOM Ha OCHOBE MPABHII

28. Cxema Kakoi MOJENIN YIPABJICHUS JOCTYIOM MPECTaBIE€HA HA PUCYHKE?

Access Control
Palicy

Environment
Conditions

:

Subject
Access Control
Mechanism

Subject Attributes
Object Attributes

a) JHUCKPELMOHHAs MOJEIb YIIPaBJICHHUS;
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b) MaHIaTHas MOJENb YIIPaBICHUS,
C) poJieBas MOAEIb YIPABICHMUS;
d) ympaBJieHHe JOCTYIIOM HA OCHOBE NPaBHJI

29. CxeMa Kakoi MOJIeJId YIIPaBJICHUS JOCTYIIOM MPEACTABICHA HA PUCYHKE?
a) JHCKPELHOHHAS MO/e/b YIPABICHHA;
b) MaHmaTHas MOJENb YIIPaBICHUS,
C) poJieBas MOAEIb YIPABICHMUS;
d) ympaBiieHHE TOCTYIIOM Ha OCHOBE TPABHII

30. Kakue npaBa npeaocTaBieHbl K 00bEKTY rpynme "Xo3siMHa" -rw-r--r--
a) TOJIbKO YTEHHUE
b) TOIBKO 3aMKChH
C) UTeHMe M 3alHCh

31. Kakue mpaBa mpenocTaBiieHbl K 00bEKTY IpyIine "Bce ocTalbHbIE" -I'W-1--1--
a) TOJbKO YTEeHHUe
b) TONBKO 3aMuCh
C) YTEHHE U 3aMHuCh

32. Kakoiif MeToJ co3aHusi pe3epBHBIX KOIMH MPeICTaBICH Ha PUCYHKE?

PezepeHoe xpaHunue

(.

@

@
@

1°* nonHbIA 2% nonHbIA 3" NoNHBLIA
63Kkan 63Kan 63Kkan

NcTouHuk
OaHHBIX

a) IloJiHOe pe3epBHOE KONMUPOBaHHNE
b) HukpemeHTHOE pe3epBHOE KOMHUPOBAHUE
¢) HuddepenunanbHoe pe3epBHOE KOMTUPOBAHUE

33. Kakoil MmeTos co3aHus pe3€pBHBIX KOMUI MPEACTaBICH Ha PUCYHKE?

PezepeHoe xpaHunuLle

NOAHBLIA 63Kan

MHKPEMEHTANBHEIN MHKPEMEHTANBHBIA MHKPEMEHTANBHBIR
Gakan Gakan Gakan

vs

(@

McTouHmMK
LaHHbIX

BropHuk Cpena YeTeepr MatHuua

a) [lomHoe pe3epBHOE KOMMPOBAHUE
b) HNHKpemeHTHOe pe3epBHOE KOMMPOBAHHE
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¢) HuddepenunanbHoe pe3epBHOE KOMTUPOBAHUE

34. Kakoil MeToJ co3aHusl pe3E€PBHBIX KOMMUI MPEACTABICH HA PUCYHKE?

PezepBHOe xpaHUnuLLe

nonHblA 62Kan
AuvddepeHuMansHeIi aMpdepeHuManbHbIi

- n n
AuvddepeHuManbHbIR Gaxa Gaxa

63kan

BropHuk Cpepa YeTeepr MatHuua

McTOUYHMK
AaHHbIX

a) IlomHoe pe3epBHOE KOMUPOBAHUE
b) HMuKpeMeHTHOE pe3epBHOE KOMHPOBAHUE
¢) /[AunddepennuanbHoe pe3epBHOE KONMUPOBAHHUE

35. Haubomnee BaXHBIM MPU peaTu3alliy 3allUTHBIX MEp MOJTUTHKN 0€30MaCHOCTH SBISETCS:
a) AymouT, aHaJTU3 3aTpaT Ha POBEICHUE 3AIUTHBIX Mep
b) Ayaut, aHanu3 ysi3BUMOCTeH, pUCK-CUTY Al
c) Aynur, aHaiau3 6€30MacHOCTH

36. KTo B KOHEYHOM CcU€Te HECET OTBETCTBEHHOCTD 3a TapaHTHH TOTO, YTO JIaHHbIE
KJIacCU(DUITUPOBAHBI U 3AIIUIIECHBI?
a) BuanenbIiel TaHHBIX
b) Ilonws3zoBarenu
¢) AIMHMHHCTpaTOpPBI
d) PykoBoacTBo

37. Yro Ttakoe CobiT u kak OH OTHOCHTCS K pa3paboTKe cucTeM HHPOPMALIMOHHOMN
0€30MacHOCTH ¥ MporpaMmM 0e301macHOCTH?
a) ChnHcok cTaHAapTOB, MPOLEAYP U MOJIUTUK I pa3pabOTKH MporpaMmbl 0€301acCHOCTH
b) Tekymas Bepcus ISO 27799
¢) OTKpBITBIH CTAaHAAPT, ONPEACIS IO eI KOHTPOJIs
d) Crpykrypa, KoTOpas Oblia pa3paboTaHa JJisi CHUKEHHsI BHYyTPEHHETO MOIIIEHHUYECTBA B
KOMITaHUAX

3aiaHus OTKPHITOrO THUIIA

1. CocrosiHue 3alUIICHHOCTH KU3HCHHO BaXHbBIX HHTCPCCOB JIMYHOCTH, O6H.I€CTB3.,
rocynapctsa B uHpopmanmoHHou chepe (cpene) (undopmanmoHHast
0€30MacHOCTD)

2. Meroj crienuaabHOTO MPeodpa3oBaHus HH(DOPMALINH, C IO 3aIUTHI OT 03HAKOMJICHUS U
MOAM(HUKAIIMN TTIOCTOPOHHUM JIUIIOM (kpunrtorpadusi)
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3. Kakas TeXHOJIOTHsI TOCTPOCHHS CETe N300pakeHa Ha PUCYHKE HUXKE.
(VPN/BUPTYQILHBIX CeTei).

Odwmc punuana

Internet

Buanec-naptHep

aenuit odwc

YaaneHHb

4. Kaxkol KoMILIEKC MPOrpaMMHO-aNapaTHbIX CPEJICTB, OCYIIECTRISIOIINI
WH()OPMAIIMOHHYIO 3aIIUTY OJTHOM YaCTH KOMITBIOTEPHOM CETH OT APYroi MyTeM aHaJIn3a,

MPOXOISIIETO MEXKAY HUMU Tpaduka n300pakeH Ha pUCYHKE? (¢paiiepBo
/opanamayaIp/mMekceTeBO IKPaH)
'/
B 4 ==
- o o= -
-
J l. . WAN
-
Firewall
5. Cxema Kakoro MeTojia 3aKphITHS HHPOPMAIIUH MPEICTaBIcHA Ha PUCYHKE?
(CumMeTpuYHOE IH(PPOBAHHE/CHMMETPUYHOTO)
Emsisoft 0 Fo AK#4Z oo Emsisoft
Rocks[2] " Q L4 ov2+s= p 0 p Rocks[2]
T[Y/Jh
OTKpbITbIN TEKCT Anroputm LUndpoTekcT Anroputm OTKpbITBIA TEKCT
wndpoBaHus wuhpoBaHUa
LIII |1|J
O6LLMIA KNty

6. Cxema Kakoro MeroJia 3aKpbITHs HH(OpMAIMK NIPECTaBICHa Ha PUCYHKE?
(acummeTpuyHOe M pPoBaHNE/ACCUMETPUUHOTO)
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| N A A
Emsisoft i OOO i AK#41 i OOO i Emsisoft

Rocks 0vV2+s= Rocks
T@y/Jh
OTKPbITbINA TEKCT Anroputm [LIndpotekct Anroputm OTKpbITbIA TEKCT
wudpoBaHus wrppoBaHua
1 *
OTKpbITBIA KITHOY 3aKpbITbIi KoY

7. Cxema Kakoro MeTo/a 3aKphITUS HHPOPMAIUH MPEICTaBIcHa HA PUCYHKE?
(3nexkTponHas uudponasi noanucs/ILIT)

D o°
e
13—

Cepruduanar

Ceprudurar

[akHbie, NOANMCAHHbIE Crerbua

INEKTPOHHON UWndposoi

=y a

Moanics Moanmcs

8. TlpencraBnenue nHGOPMAIIUHN B BUIC YCIOBHBIX CUTHAIOB C IIEJIbIO aBTOMATH3AIUH €€
XpaHeHus, 00pabOTKH, mepeavyu u T.I. (komupoBaHmue).

9. Tlpomomxure ¢paszy: "AIMUHHCTPATHBHAS U 3aKOHOAATEIbHAS MEPa, COOTBETCTBYIOIIAS
Mepe OTBETCTBEHHOCTH JIMIIA 332 TOTEPI0 KOHKPETHOM CEKPETHON HHpOpMAIIHH,
perIaMeHTHPYIOIAsICS CTIeUaTbHBIM JOKYMEHTOM C YYETOM TOCYAapCTBEHHBIX U BOCHHO-
CTpPATErHYECKUX, KOMMEPUYECKUX MJIM YACTHBIX MHTEPECOB - ATO..." 3aNuIINUTE OTBET:

(YpPOBEeHb CeKPEeTHOCTH)

10. IToTeHManbHO BO3MOKHOE COOBITHE, TEUCTBHUE, MPOIECC WM SBJICHUE, KOTOPOE MOXKET
OPUYUHUTH YIIepO YbUX-HUOY/Ib TAaHHBIX, HA3BIBACTCS (yrposa)

11. loctyn x uH(pOpMaIiu B HAPYIICHUE TOJDKHOCTHBIX MTOJTHOMOYHH COTPYAHHKA, JOCTYI K
3aKPBITON JUISI TyOIUYHOTO AOCTYIa HH(OPMAIIMU CO CTOPOHHI JIUII, HE UMEIOIIIUX
paspelieHus Ha JOCTYII K 3TO WH(OPMAaIIUK Ha3bIBACTCS
(HeCAaHKIIMOHUPOBAHHBLIM JOCTYIIOM)

12. Meroa napos u ero MoAu(UKAIs, METO BOIIPOC-OTBET, METOJ CEKPETHOTO alITOPUTMA -
9TO METOIbI (ayreHTHUKATNH)

13. COBOKYITHOCTh JAOKYMEHTHUPOBAHHBIX MPABWI, MPOLEAYp, MPAKTUYECKHX IMPUEMOB HIIH
PYKOBOISIIMX TPUHIMIIOB B o0Oiactu  0Oe3omacHOCTH  MHGOpPMAIUU, KOTOPBIMH
PYKOBOJCTBYETCS OpTraHU3aIHs B CBOCH NeSTeNbHOCTH HA3bIBACTCS

(mMoJIMTHKOMH 0€e30MACHOCTH)

14. JIutto, meITaromeecs —IMOCPEICTBOM — HCIOJIb30BAaHUST  HECOBEPIICHCTBA  MPABOBBIX,
OpraHM3aI[MOHHBIX WJIM TEXHMYECKUX CpPEeACTB  obecreyeHus: HUHPOPMAIOHHON
0€30MacHOCTH OKa3aTh HEMpPaBOMEPHOE M HECAHKIMOHMPOBAHHOE BO3JCUCTBHE Ha

25




15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

(MOMy4YuTh, W3MEHUTHh WJIM OrPAaHUYUTh B JOCTyNE 3alludiiaeMylo HH(OpMaluio)

UH(POPMALIMIO OPTaHU3AIIH (310yMBINILTeHHUK)

JlelicTBUe HEKOTOPOro CyOBEKTa KOMITBIOTEPHOM CHCTEMBI (TI0JIb30BATENsI, MPOTPaAMMBI,

nporiecca U T.J.), UCTIONB3YIOMIET0 YS3BUMOCTh KOMIIBIOTEPHOIN CHUCTEMBI JUISl JOCTHXKEHUS

Henel, BBIXOASIIMX 3a MpeAesbl aBTOPHU3AIMHM JAHHOTO CyOBbEKTa B KOMITBIOTEPHOM

CHUCTEME. (aTaka)

CocTosiHME 3alIMIIEHHOCTH JKU3HEHHO BaKHBIX WHTEPECOB JIMYHOCTH, OOIlIecTBa U

rocyJ1apcTBa OT BHYTPEHHUX U BHEIIHUX YIPO3 — 3TO (De30macHOCTD)

Cenenusi o ¢akrax, COOBITHSIX M OOCTOSTENBbCTBAX KU3HU TPa)kIaHWHA, MO3BOJISIONINE

UACHTU()UIIUPOBATH €TO TUYHOCTH (mepcoHaIbHbIE TaAHHBIE)

Cucrema IUTAaTHBIX OPraHoB YIpaBJIEHHWS U  OPraHU3alHUOHHBIX  (OpMHUpPOBaHU,

OpeHa3HAYeHHbIX I obOecriedeHus  Oe3omacHOCTH  MH(OpMAIMM  MPeInpUsTHS

(cory:x0a 0€30MaCHOCTH)

CKOJBKO TEKCTOBOM HH(POPMALUU MOMKET OBITh CKpPBITO METOJaMHU CTeraHorpapuu B

1BeTHOU (hoTorpaduu, cAemaHHON 3-X METaUKCEeIIbHOW KaMepoi MOOMIIBHOTO TeedoHa?

CuMBoOITBI I (PPYEMOTO TEKCTA MOCIEI0BATEIBHO CKIAIBIBAIOTCS C CHMBOJIAMH HEKOTOPOI

CHEIMAJIbHOM MOCIe10BaTeIbHOCTH, TO METOT

(raMMMpOBaHHUsSI/TAMMHPOBaHUeE)

[Tonnenbuble cOOOUIEHUS OT UMEHH O0aHKOB WM (DMHAHCOBBIX KOMIIAHHM, IEJIbI0 KOTOPBIX

saBisieTcs cOOp JIOTMHOB, TMaposied W NHH-KOJOB  IOJb30BaTeleld  Ha3bIBaeTCA

(pymHr)

OpvHOYHAs aTaKW, B KOTOPOM MOIICHHUKM HamaJaloT C IEeNbI0 BBI3BATh IEPETPY3KY

MOJICUCTEMBI CEpBHCA, MYyTEM OTMPABKM MaKCHUMaJIbHOTO KOJMYECTBA TpaduKa >KepTBe.
(DoS-araka)

Ha kakoM ypoBHE OJTaJIOHHOW CEMHUYPOBHEBOW MOJEIN MOXET OBITh pPEaTn30BaHO

TYHHEJIMPOBaHUE? (ceToBOM/CETEBOM YPOBHE)
[IpodeccrnonanbHple  B3JIOMIIMMKH 3allUTHl KOMITBIOTEPHBIX HPOTpaMM MW CO3AATENN
KOMIIBIOTEPHBIX BUPYCOB (xakepnl)

PabGoTHHK 00s13aH HE pas3riamarb KOMMEPUYECKYI0 TaliHy Mociie MpeKpallieHusl TPYyI0BOro
JIOTOBOpa B TEYEHUE JET WU CpPOKa, IPETyCMOTPEHHOI'O COIIAILIEHUEM MEXITY
COTPYJIHUKOM M paboToaaTeseM, 3aKJIIOUYEHHBIM B IEPUOJl CPOKa JEHCTBUS TPYIOBOTO
norosopa. (3 j1er)

HemnpaBomepHBIii TOCTYNT K KOMMBIOTEPHON HH(POPMAIMH, €CIU 3TO JACSHUE TOBJIECKIIO
YHUYTOXKEHHE, OJIOKMpOBaHHE, MoAu(uKamuio 100 KOMHpOBaHWE HH(OPMAIH,

Hapymienue padotel OBM, cucrembr OBM unm ux ceTu, — Haka3bIBaeTCA
(mrpadom)

KTo sBisercs OCHOBHBIM OTBETCTBEHHBIM 3a OIpEIEICHHE YPOBHS Kiaccu(pUKaIUU
uH(popmanuu? (BJIageJsien)

Bcectoponnee — oOcienoBaHue, — MO3BOJSIONIEE  OLIGHUTh  TEKYIIEe  COCTOSIHHE
nH(OPMAIIMOHHONW O€30MacHOCTH OpraHHW3allii U CIUIAHUPOBATh JANbHEHIINE IIard IO
NOBBIUICHUIO  yPOBHS  3alIUIIEHHOCTH —  3TO nH(OpMalOHHON

0e30MacHOCTH (AyTHUT)

[pornecc HaOMOICHNSI, aHATTN3a U OLIEHKU CUCTEM M CETeH Ha MpeaMeT BO3MOXHBIX yrpo3,
BPEIOHOCHOTO KOJA, VYSA3BUMOCTEH W HapyIIeHWH MOJUTHK O€30MacHOCTH — 3TO
nH(popMaIrmoHHOM 0€30MmacHOCTH (MOHUTOPHUHT)

Bo3MOXHOCTH TOTO, YTO JaHHAsi Yrpo3a CMOXKET BOCIOJIB30BaThCs YSI3BHMOCTHIO aKTHBA
WIA TpyNmIbsl AaKTHBOB M TEM CaMbIM HaHECeT yIepd opraHu3alud — 3TO
UH(POPMALIMOHHOM 0€30MacCHOCTH (PUCK).

26



Ha conocrap/jieHne WM paHXKMPOBaHUe

1. Pacmonoxure ypoBHH oOecrieueHusi HHGOPMAIMOHHON Oe30macHOCTH B P® ot BhICIIEro K
Hu3meMy: 1) mporpaMMHO-anmapaTHBIHN; 2) aIMUHACTPATUBHBIN (OpraHU3allMOHHBIN); 3)

3aKOHOJIaTEIbHO-TPABOBO;
Otser:
1) 3aKkoHOMAaTETLHO-TIPABOBOM;
2) aAMHUHHUCTPATUBHBIN (OPTaHU3AIMOHHBIN );
3) mporpaMMHO-anmapaTHbIA

2. PacnonoxwuTte 1o mopsaAKy 3Tansl GOpMUPOBAHUSA HIIEKTPOHHON IM(PPOBOI MoOANUCH:

a) dopMupoBaHUE MOATUCH
b) T'enepauus KiI04eBOil mapbl
c) Ilpoepka (BepudukaIus) MoaMUCH

OtBeT
1. T'enepanus KiIroueBOM Mapsbl
2. ®opMuUpOBaHUE MTOAINUCH
3. TIposepka (BepuuKanus) moImucH

3. VYcTaHOBHUTE COOTBETCTBUE:

ol 8 )

Caes ol

2

&3
ol =

1. .

User Role Permission (OBS x OPS)

Administrator System Settings (OBS)

[ oemors ]
[ Geaw 0P|

ge-

User (OBS)
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MaHJaTHas MOJICIb
YIIPaBJICHHUS;

; 0) ympaBieHHE IOCTYIOM Ha

OCHOBE TTPAaBHJI

yIpaBJICHUS;

B) poJeBas MOJEIb
— # @



Access Control
Policy

Environment
Conditions

Object

Subject
Access Control
Mechanism

Subject Attributes
3 Object Attributes

Otser: 1-A; 2-B; 3-B

4. VYcTaHOBUTE COOTBETCTBUE:

MCcTOUHMK 1= nonHbIA 2% NONHbIA 3" NoNHbIRA
OaHHbIX 63kan 63Kan 63Kan
S |

T T raenanee xeanan e T TTT T 1
L omuiGakan e3epBHOE XPaHUNULLE !
i i
I D 7 D TAnbHBIA 1<t :
| 6akan Gawan 63kan 1
— T
1 1
P |
L e
1 1
i i
NecTouHmk H BropHmk Cpepa YetBepr MatHuua |
BaHHbIX ! H
_______________________________________ 4

i |

1 1

1 1

1 1

] 1

1 I

: :

| i

1 1

1 1

1 1

1 1

| i

1 1

McTouHmK | BropHuk Cpepa YeTBepr MatHmua |

AaHHbLIX ! |

________________________________________ 4

Otser: 1-A; 2-B; 3-b

5. YcTaHOBHUTE COOTBETCTBUE:

l. 3TO KOMIUIEKC MEPONPUITUH, UCKITFOYAIOIINX a)
WIN OCHA0SIONUX BO3SMOXKHOCTb
HEKOHTPOJIMPYEMOTO BhIXOa 0)
KOH(UICHIHATBEHON nH(pOpMauu 3a
npeJiebl KOHTPOJIUPYEMOi 30HbI 3a CUeT
AIEKTPOMArHUTHBIX TOJIEH TOOOYHOTO B)

28

a) TMOJIHOE PEe3epBHOE

KOITMPOBAaHUE

0) nuddepennmansHOe
pe3epBHOE KOTMPOBAHHE

B) MHKPEMEHTHOE

pe3epBHOE KOITMPOBAHHE

3amuTa THPOpMAIMHU OT YTEUKU
M0 aKyCTUYECKOMY KaHaITy
3amuTa HTHPOpMAIMHU OT YTEUKU
M0 BU3YaJIbHO-ONTUYECKOMY
KaHay

3amuTa THPOPMAITUH OT YTEUKU



XapakTepa ¥ HaBOJIOK

9TO KOMIUIEKC MEPOTIPUSATUH, HCKITFOYAOIITUX
WJIM YMEHBIIAIOITINX BO3MOXKHOCTh
HEKOHTPOJIUPYEMOTO BBIX0]1a
KoH(puACHIIMAIbHONW HH(pOpMAIUU 3a
peIebl KOHTPOJIUPYEMOU 30HBI B BUIE
MIPOU3BOJICTBEHHBIX WM TTPOMBITIUICHHBIX
OTXOJIOB

ATO KOMIUJIEKC MEPOTIPUSITHI, HCKITIOYAIOITUX
WA YMEHBIIAIOMINX BO3MOXHOCTh BBIX0/1a
KOH(puACHIIMAIbHONW HH(pOpMAITUU 3a
peienbl KOHTPOJIUPYEMOH 30HBI 3a CUET
aKyCTUYECKHX MOJIEeH

9TO KOMIUIEKC MEPOTIPUSATUH, HCKITFOUAOIITUX
WJIM YMEHBIIAOIINX BO3MOXKHOCTh BBIXO/Ia
KOH(UICHIHMATBEHOU HH(pOpMauu 3a
MpeaeIibl KOHTPOJIUPYEMOM 30HBI 32 CUET
pacnpocTpaHeHUs! CBETOBON YHEPTHH

Otser: 1-B; 2-T1"; 3-A:4-b

6. YCTaHOBUTE COOTBETCTBHUE:

1.
2.

CHUMMeETpHUYHBIE KPUIITOCUCTEMBI
AccuMeTpUyYHbIE KPUIITOCHCTEMBI

Ortger: 1-a,B; 2-0

7. YCcTaHOBUTE COOTBETCTBHUE:

l.

2.

HayKa O CKPBITOH mepeaade HHPopMaIuu
MyTeM COXPAHEHHUS B TalfHE caMoro ¢akTa
nepeavan

HayKa, CKPBIBAIOIIAs COACPKIMOE
CEKPETHOTO COOOIICHUS

Ortser: 1-0; 2-a

8. YcraHOBUTE COOTBETCTBHE:

l.

4.

CPEICTBA, B KOTOPBIX IPOTrPaAMMHBIE
(MHUKpOIIPOTpaMMHBIE) U aNlapaTHbIE YacTH
IIOJIHOCTBIO B3aUMOCBSI3aHbI U HEPA3CIUMBI

AJIEKTPOHHBIE, SJICKTPOMEXaHUIECCKHE U
JpyTue YCTPOMCTBa, HEMOCPEICTBEHHO
BCTPOCHHBIC B OJIOKM aBTOMaTU3UPOBAHHOMN
UH(OPMAIIMOHHON CUCTEMBI HIIN
oopMIICHHBIE B BUAE CAMOCTOSTEIIbHBIX
YCTPOMCTB U COMPATAIOIINECS C ITHMH
OJ10KaMu

CPEICTBA 3AIIHUTHI C TOMOIIBIO
npeoOpa3zoBanusi HHGOPMAILMH (HapuMep,
mudpoBaHus)

cpeacTBa nMpeaHa3HauCHbI JIs1 BBIITOJITHCHHU A
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r)

0)
B)

r)

10 3JIEKTPOMAarHUTHBIM KaHaIaMm
3a1UTa UHPOPMALIUU OT YTEUKU
10 MaT€pUAIILHO-
BEILECTBEHHOMY KaHAIly

IocCTt
RSA

AES

KpUITOTpadus
crera”orpadus

anmnapaTHO-MPOrpaMMHBIE
CpelCcTBa 3alUThI

anmnapaTHble Cpe/ICTBA 3alUThI
KpunTorpaduueckue cpeacTaa
3aIUTHI

MpOrpaMMHBIE CPEJICTBA 3aIIUTHI
buznyecKkue cpeacTBa 3aluThl



JOTMYECKUX U UHTEIIEKTYaJIbHBIX (QYHKIUI
3aLUTHI U BKIIOYAIOTCS JIMOO B COCTAB
MIPOTrpaMMHOTO 00eCTIeUeHUs
ABTOMATH3UPOBAHHOHN MH(POPMAIIMOHHON
CHCTEMBI, JINOO B COCTAB CPEJICTB,
KOMIUIEKCOB U CUCTEM aIlnaparypbl
KOHTPOJIA.

S. npenHa3sHAYEHBI IS BHENIHENW OXPAHbI
TEPPUTOPUU OOBEKTOB, 3ALIUTHI
KOMIIOHEHTOB aBTOMAaTU3UPOBAHHOMN
MH(POPMALIMOHHOM CUCTEMBI IPENIPUATHUS U
pean3yloTCs B BUJI€ aBTOHOMHBIX YCTPOHCTB
U CUCTEM

Ortser: 1-a; 2-0; 3-B; 4-1; 5-1

9. VYcTaHOBUTE COOTBETCTBUE:

1. BUI KOMIIBIOTEPHOTO BUpPYCa, QYHKIIHH, a) 4YepBb
pean3yeMble IporpaMMoi, HO He 6) noruueckas oomba
OIHCaHHBIE B JOKYMEHTauu. YeaoBek, B) TPOSHCKHUI KOHB
3HAIOLIUH 3Ty (QYHKIHIO, MOXKET 3aCTaBUTh
pabortatp

2. y4acTOK NMPOrpaMMBbl, KOTOPBIH peaan3yer
HEKOTOpBIE ACUCTBHS IIPU HACTYIUICHUU
OINPEAEIEHHBIX YCIOBUM. DTUM yCIOBUEM
MOXET ObITh, HAIPUMEDP, HACTYIIJICHHUE
KAaKOM-TO JaThl UIIU NOSIBJICHUE KaKOI'0-TO
uMeHHu (aitna

3. mporpamma, BHEApPAEMas B CUCTEMY, YaCTO
3II0HAMEPEHHO, U TIPEPHIBAIOINAS XO]]
00paboTku nH(pOpPMAIUU B CUCTEME, HE
UCKaxkaeT (paiiyibl JaHHBIX, OCTABASICH
HEOOHApPYKECHHBIM, U 3aTEM
CaMOYHHUYTOXKAETCS

OrtsBer: 1-B; 2-0; 3-a;

10. YcTaHoBUTE COOTBETCTBHUE:

1. mpouecc usyuenus xapakTepuCTUK U CIa0bIX a) OLCHKa pUCKa
CTOPOH CUCTEMBI, TPOBOAUMBIN C 0) aHamu3 pucka
HCIIOJIb30BAHUEM BEPOSTHOCTHBIX Pacu€ToB,

C LIeJIbIO0 ONPEIENICHUS 0’KHUIAaeMOoro yiepoa
B CJIy4ae BOSHUKHOBEHHUS HEOJIArOMPUSATHBIX
coOpITui. OTnIpeieIeHNH CTETICHH
MPUEMIIEMOCTH TOT'O UM MHOTO PHUCKA B
paboTte cucTembl

2. MeToJ aHaIu3a yrpo3 K cabbIX CTOPOH,
M3BECTHBIX U MPEIINO0IaraeMbIX,
MO3BOJISIOIINNA ONIPENETUTh pa3Mep
0’KH/1aeMOro yiepoa u CTereHb ero
MPUEMIIEMOCTH 11 pabOThI CUCTEMBI.

OrtsBerT: 1-0; 2-a;
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11. YcTaHoBUTE COOTBETCTBHUE:

1. SIEM-cucremsl a) NpOTrpaMMHBIN IPOAYKT IS

2. DLS-cucrema NPENOTBPAIICHUS YTEUEK
KOH(HICHIIMATBHBIX JAHHBIX B
KOpIIOPAaTUBHOM CETH

0) pelieHHe, KOTOPOE MO3BOJISIET

OpraHu3aIusaM oOHapyKUBATh,
aHAJTM3UPOBATh U YCTPAHATH
yTPpO3bl OE30MACHOCTH paHbIIIE,
4YeM OHU HaHecyT yuiepO OusHecy

OrtBerT: 1-0; 2-a;

12. YcTaHoBUTE COOTBETCTBUE:

1. Tuxrorpamma "Vsssumocts" B CORAS
[Tuxrorpamma "Puck" B CORAS

el

[Tuxrorpamma "l[IpoTuBoaerictBue yrpozam" a)

A
B CORAS 6
\

4. Tuxrorpamma "Unumnent" 8 CORAS 6)

5. Tluxrorpamma "Bnazgenen uadopmanuu" B
CORAS

T

4

=

big)

Ortser: 1-0; 2-a; 3-B 4-1 5-11

AN

00 =

OueHoyHble cpeacTBa I POMEKYTOYHOM aTTecTAluM (IK3aMeH)

HayuHo-TexHU4YecKHii Mporpecce U 3Taribl pa3BUTHS 3aIUTHI HH()OPMALIUH.
Cucrema 3amuThl HHGOPMALIHH.

CoBpeMeHHast KOHIIETHs HHPOPMAIIMOHHOM 0€30MMacHOCTH.

[enu 3ammThl HHQOPMALIUU.

3aKOHOJIaTENBCTBO B 00JACTH 3aIUTHI UHPOPMALIUH.

TpeOoBaHusT K OpraHv3aluy 3allMThl MHPOpPMALUM, OOS3aHHOCTH M IIpaBa
CyOBEKTOB.

['ocynapcTBeHHas cuctema 3aluuThl HHPOpPMaLUU.

. Ananu3 yrpo3 uHhpopMaluoOHHON 0€30MacHOCTH.
. Knmaccudpukanust BugoB yrpo3 HuHGOPMAIMOHHONW  OE30MaCHOCTH  T10

PAa3IMYHBIM IIPU3HAKAM.

10.0OcHOBHBIE  TIOJIOKEHUST ~ TEOpUM  MHPOPMAINMOHHON  0e30macHOCTU

UH(OPMAITMOHHBIX CUCTEM.

11.®opmanibHbIe MOIENIN OE30MTACHOCTH.

12. ITonutrku 6€30macHOCTH HHGOPMAIIMOHHBIX CUCTEM.

13.JIoMeHBI 6€30MacHOCTH.

14.DenepanibHbie KpUTEPUU OE30MIACHOCTH UH(OPMALIMOHHBIX TEXHOJIOT .
15.1Ipodune 3amuTHI.
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16.511po 6e30macHOCTH, KaK COBOKYIHOCTBH AallllapaTHBIX, MPOTrpaMMHBIX U
CHELUAJIbHBIX KOMIIOHEHT BBIYHCIUTEILHON CHCTEMBI.

17.Ponb ctanaapToB MHPOPMAIIIOHHON 0€3011aCHOCTH.

18.KBanudukamoHHbIi aHATN3 YPOBHS 0€3011aCHOCTH.

19.Knaccudukaiys KOMOBIOTEPHBIX BHPYCOB MO cpeie OOUTaHUs, MOpaKaeMou
OTIEPAIIMOHHON CHUCTEME, OCOOEHHOCTAM alrOpUTMa paboThl, AECTPYKTHUBHBIM
BO3MOYHOCTSIM.

20.)Ku3HEeHHBIN UK U cpesla 0OMTaHUS KOMITBIOTEPHBIX BUPYCOB.

21.CtpykTypa aHTUBUPYCHOW MPOTPAMMBI.

22.ITonuTuka 6€30MacCHOCTH MIPHU AOCTYIIE B CETH 0OOIIETO MOJIb30BaAHMUS.

23.CpenctBa kpuntorpapuyeckoit 3aumtsl nHpopmanuu (CK3N).

24 nentudukanus U ayTeHTUDUKALHS.

25 IlaponbHble CXEMBbI Ay TEHTU(DUKAIUY.

26.CuMMeTpUYHBIEC CXEMBI ayTeHTU(UKAITUU CYOBEKTA.

27.11IudpoBanne wHOOPMAIMK C CEKPETHBIM  KJIOUOM (CHMMETPHUYHBIC
aJITOPUTMBI).

28.Pexxumbl  mmdpoBaHus (IJIEKTPOHHAs KOJOBash KHUTA, CIETUICHHE OJIOKOB
mdpa, oOpaTHast CBs3b MO MHUPPOTEKCTY, 0OpaTHAs CBS3b MO BHIXOIY).

29.Crangaptel nmdpoanus (DES, TOCT 28147-89).

30.CpaBHUTENBHBIN aHATN3 CUMMETPUYHBIX aJITOPUTMOB.

31.lIudpoBanne nHPOPMALIUH C OTKPHITHIM KIFOUOM.

32.CpaBHEHUE CUMMETPUYHBIX 1 HECUMMETPUYHBIX aJTOPUTMOB MU (PPOBAHHUS.

33.1Ipo6aemuas obnacts popMupoBaHusi UHYOPMAITMOHHOM O€30MTACHOCTH.

34.1IpaBoBble OCHOBBI peasin3aliui UHGHOPMAITMOHHON OE30MaCHOCTH.

35.3ammTa HMHTEIJIEKTyalbHOW COOCTBEHHOCTH Kak ofHa M3 (OpM 3alIuThl
uHbOpMaInH.

36.Mcnionp30BaHMEe ~ NPHHIOMIA  CUCTEMHOIO  IOAXOJAa  IPU  aHaIU3e
UH(OPMAITMOHHON 3aIIUIIEHHOCTH MPEITPUSITHUS.

37.MetonosioTud W HMHCTPYMEHTHI (popMupoBaHus HUHGOPMAIIMOHHON 3alUTHI
PEANPUATHS.

38.CoBpeMeHHbIE MEXIYHAPOAHbIE CTaHAAPTHI peanu3amuu 1b.

39.11puHiunel noctpoeHus: cucteMsl Ub.

40.Monenu «HapymuTeas» u Mojenu yrpo3 Ub.

41.Pa3paboTka cHUCTEMBbl KAa4ECTBEHHBIX M KOJMYECTBEHHBIX IOKa3aTeNed s
OLICHKH 3aIIUIICHHOCTH HHPOPMAIIMOHHON HHPPACTPYKTYPHI.

42.0cob6eHHOCTH HH(QOPMAIIMOHHBIX PHUCKOB, COBPEMEHHBIE CTAaHIAPTHl |
IPOrpaMMHBIE TPOIYKTHI JJIs1 OLICHKH MH(POPMAIIHOHHBIX PUCKOB.

43.Cuctema CTaHIApTOB MJsl pealu3alud WHOOPMALHUOHHOW O€30MacHOCTH

NPEAIPUSITHUS.
44.CepBuchl HHOOPMAIIMOHHON 3aIUTHI.
45 .1lporpaMmmHoO-anapaTHbie u TEXHUYECKUE cpencTBa 3aILUTHI

WH()OPMAITMOHHBIX PECYPCOB.
46.KomruiekcHas cucteMa UH(GOPMAIMOHHOMN 3aIlHUTHI.
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Kputepuun u 1mkana OLIEHMBaHUS 1O OIEHOYHOMY CPEICTBY MNPOMEKYTOUHBIN
KOHTPOJIb («3K3aMEHY)

IIxana oneHuBaHUA Kpurepuii onienuBanus
(nHTEpBAI OAJITOB)
oTinyHO (5) CryneHT riay0oKO U B MOJHOM 00BEME Ba/ieeT MPOrpaMMHBIM

MaTepUaaoM. ['PaMOTHO, HCUEPNBIBAIOIIE W JIOTHYHO €ro
u3jaraeT B yCTHOW WM NMUChbMEHHOU (opme. [Ipu sToM 3HaeT
PEKOMEHIOBAaHHYIO JIMTEPATYPY, IPOSABISAET TBOPUECKUN MOIXO
B OTBETAaxX Ha BOIPOCHl M MPABUIHHO OOOCHOBBIBAET MPHHSTHIC
pElIeHHs, XOpOUIO BJIAJEET YMEHUSMH U HaBBIKAMH IIPH
BBIIIOJIHCHUH NIPAKTUYECKUX 3a1a4.

xoporo (4) CTyneHT 3HaeT NmporpaMMHBIM MaTepuai, TPaMOTHO U IO CyTH
U3JaraeT ero B YCTHOM WM MUCHMEHHOW (opme, Homyckas
HE3HAUUTEJIbHbIE HETOYHOCTH B YTBEPXKACHUSAX, TPAKTOBKAX,
ONpEACIECHUAX U KAaTErOpUsX WM HE3HAUYUTEIbHOE KOJIUYECTBO
ommnbok. Ilpu sToM BrageeT HEOOXOAMMBIMU YMEHHUSIMH U
HAaBbIKAMU NPU BBINOJIHEHUH TPAKTUYECKHX 3a]au.

YIOBJIETBOPUTEIHHO (3) CTyneHT 3HaeT TOJbKO OCHOBHOM MPOTPAMMHBIN MaTepuall,
JIOITyCKaeT HETOYHOCTH, HEJJIOCTATOUYHO YETKHE (HOPMYITHUPOBKH,
HEIOCJIEI0BATEIbHOCTh B OTBETAX, N3JIAra€MbIX B YCTHON WIIH
nucbMeHHoOU ¢opme. [Tpu 3TOM HEOCTATOUHO BlaieeT
YMEHUSAMH U HABBIKAMU TP BBIMOJHEHNHN TPAKTUYECKUX 3a/1a4.
Jomnyckaet 10 30% ommboK B M3JIaraeMbIX OTBETAX.

HEYZOBIETBOPUTENBHO (2) | CTyneHT He 3HAeT 3HAYMTENBHOM YacTH MPOTPaMMHOTO
marepuana. Ilpu 3Tom pomyckaeT NpUHLMIIUAIBHBIE OIIMOKU B
JI0Ka3aTeNNbCTBAX, B TPAKTOBKE MTOHATHM U KaTErOpUH, IPOSIBIISIET
HU3KYI0 KyJIbTypy 3HaHWM, HE BIaJle€T OCHOBHBIMH YMEHUSIMU U
HaBbIKAMHU IIpU BBINOJHEHUM NpPaKTHUeCKHUX 3anad. CTyneHT
OTKa3bIBAaETCs OT OTBETOB HA JIONOJIHUTEIbHbIE BOIPOCHI
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JInct n3MeHeHu U JOIIOJTHEHU N

/o

Bunsl nononnenuii u
N3MEHEHUH

Jlata 1 HOMep IIPOTOKOJIA
3acenanus Kadeapsl
(xadenp), Ha KOTOPOM OBLITH
PaccMOTPEHBI U 0I00PECHBI
MU3MEHEHHUS U JIOTIOJIHEHHUSI

IToamucs (c
pactudppoBKOi)
3aBeIyIonIero kageapoi
(3aBenmyromux Kadempamu)

34




	Untitled.FR12 - 0031
	Untitled.FR12 - 0032
	Б1.О.08 Управление информационной безопасностью

