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CTpyKTypa u coaep:KaHue IUCIHUILIHHBI

1. Hesn u 3a1a4u TUCUMILIUHBI, €€ MeCTO B Y4eOHOM Mpouecce

Lenp u3ydyeHus: TUCUUIIIUHBI — IPUOOPETEHHE CTYACHTAMH TEOPETHUECKHUX
3HAHMM M TNPAKTUYECKUX 3HAHUM W  HABBIKOB 3alllUThl  MH(pOpMaIUH,
MOTEHLMAJIBHBIX yTpo3ax U MpobiieMax 3allMThl JAHHBIX B JIOKAJIbHBIX CUCTEMaX U
KOMITBIOTEPHBIX CETSIX.

3aayaMu IMCUMIUIMHBI SBISIETCS MOJTy4YeHUE 3HAHUA 00 OOLIMX CBEIEHUS
no 3amurte MHpOpMalUH, KiacCu(UKAUU Yrpo3 HHPOPMALMH COBPEMEHHBIX
CPEIICTB, METOJIOB U TEXHOJOTUU oOecnieyeHusi MH(GOPMAIIMOHHON 0€30MacHOCTH,
B TOM YHCJI€ TOJy4yeHUE 3HaAaHUI 00 OCHOBHBIX KPUIITOrpapuuecKux Mpoleaypax
st oOecriedeHHsl ayTeHTUYHOCTH, LIEJTOCTHOCTH M KOH(PHUACHIMATBbHOCTH
uH(pOpMaIIH.

2. Mecto nucuuniunsl B cTpykrype OOII BO
JucuurninuHa "Undopmanmonnas 0e30macHOCTb HKOHOMHYECKOMN
JEeSTENBHOCTU' OTHOCUTCS K LUKITY 00SI3aTENbHBIX TUCIUILIMH.
Heo0xonuMbIMU yCIIOBUSIMU /1711 OCBOCHUS AUCIUTUIMHBI SIBISIOTCS:
3HAHUSL
— OCHOBHBIE CTaH/IAPTHI B 001aCTH HHPOPMALIMOHHOM 0€3011aCHOCTH;
— OCHOBHBIE TMOJIO’KEHMSI 3aKOHO/IATENbCTBA B 001aCTH 3aIUThl HH(MOPMAIIHH;
— BO3MOXXHBIE YSI3BUMOCTHU U YTPO3bI BO3ACHCTBUS HAPYIIUTENCH;
— OCHOBHBIE MHCTPYMEHTaIbHBIE CPEACTBA 3aIUTHI UHPOPMAIIUK;
— TPUHIIMIBI KPUTITOAHAIIN3A;
— OpraHu3alMOHHYIO U MPABOBYIO OTBETCTBEHHOCTH 32 YTEUKY 3allUIaeMOM
UH(GOPMAIINH U TIOTEPIO €€ HOCUTETICH;
VMEHUSL:

— aHAIM3UPOBATh M OIICHUBATh YSA3BUMOCTH M Yrpo3bl MHGOPMAIMOHHON
0€30I1acHOCTH O0BEKTA;

— (opMynIHpOBaTH COOTBETCTBYIOIIME TpeOOBaHUS K CHCTEMaM 3allUThl
UHPOpMAIIHH;

— oOecreunBaTh ~ IPaMOTHBIM  MOAOOpP  MPOrpaMMHO-AaNMapaTHBIX U
OPOTPaMMHBIX CPEICTB JJIsi 0OecHedeHuss HeOOXOUMOTO YPOBHS 3alllUThI
UHPOpMAIIHH;

— OCYUIECTBIIATb MEpbhl MPOTHUBOJEHCTBUS HApPYUICHUSM HH()OPMALMOHHON
0€30MacHOCTH C UCTIOJIB30BAaHUEM PA3JIMYHBIX TPOrPAMMHBIX M allapaTHBIX
CPEJIICTB 3alllHThI,

HABbIKU:
— 0a30BBIMH HaBbIKAMH TIOCTPOCHHSI W YOPABJICHHUS CUCTEM 3allUTHI
uH(pOpMAIIHH;

— METoJaMHu 151 CpeaCTBaMU BBISIBJIEHHUSI  YI'PO3 0e30macHOCTH
ABTOMATHU3UPOBAHHBIM CHCTEMAM;

— HaBbIKAMU MIPUMEHEHUS IITATHBIX CPEJICTB 3alUThl HH(OpPMALIUH;

— HaBbIKaAMU pelIeHUs 3a7a4 KpUIToaHaau3a v mudpoBaHUs.



Conepxanue

TTUCIUTUINHBI

ABJISACTCA

JOTN4YCCKHUM

MIPOJIOJKEHUEM

COJIep>KaHMs TUCHUIUIUH «BBejeHue B crnenuanbHOCTh», «bu3nec-unpopmaTka»,
«OCHOBBI HaIlMOHATBLHON OE30MACHOCTU» M CIYKUT OCHOBOHU Jii OCBOCHHS
qucuuiuine - «MHpopMalmOHHbIE CUCTEMbl M TEXHOJIOTUM B YIPaBICHYECKOU
nesATeNbHOCTHY, «O0ecrneueHrne SKOHOMUYECKOH 0€30MaCHOCTH XO3SIMCTBYIOIIETO
cyOBbeKTa» MPaKTUK CTY/ICHTOB.

3. TpeGoBaHus K pe3y1bTATAM OCBOCHHS COJe

KaHUA JTUCIUIIJINHBI

Kona n saumeHoBanue

Nuaukatopel JOCTHKEHUN

IlepedeHsb mIaHUPYEMBIX

KOMIIETEHI[UU KOMIETESHIINH (110 pe3yJIbTaToB

peann3yemMoil TUCIUTUINHE)
OIIK-6. Cnnocoben OIIK-6.1. lemoHCTpUpYET 3HaTh:
HCII0JIb30BaTh COBPCMCHHEBIC 3HAHUC I/IH(bOpMaHI/IOHHBIX — OCHOBHBIC
nH(pOpMaLMOHHbIE TEXHOJIOTMH U MPOTPaMMHBIX HHCTPYMEHTAIbHBIE
TEXHOJIOTUHU U MMPOTpaMMHBIC CpeaACTB, B TOM YHCJIC CpeacTBa 3alIUThI
CpEICTBA TPU PEIICHUN OTEYECTBEHHOTO nH(pOpMaIINH;
npodeccHoHATBHBIX 3a71a4 MIPOU3BOJICTBA, IPUMEHAEMBIX | YMETH:

MPEATPUATHAMU JJISL PEIIEHUS] | — 00€eCcIeYnBaTh

3a7a4 o0ecIrieyeHus! TPaMOTHBIN noa0op

IKOHOMHUYECKOU
0€30I1aCHOCTH Ha

IIPOrpaMMHO-aNNapaTHbIX
U TPOrpPaMMHBIX CPEICTB

COBPEMEHHOM 3Tare JUTS obecrieueHHs
OIIK-6.2. Beibupaer u HEOOXOJMMOTO  yYpPOBHSA
MPUMEHSIET COBPEMEHHBIE 3alUThl HHQOPMALIUK;
nH(pOopMaIMOHHBIE Bnanets:
TEXHOJIOTUH U MIPOTrPAMMHBIE |~ HaBBIKAMU MPUMEHEHUs
CpeICTBa JJIsl peUICHUS MTAaTHBIX CPEACTB 3aIUTHI
npodeccuoHanbHBIX 3a7a4 uHbOpMAIIHH;
9KOHOMMYECKOI — HaBBIKAMH pPEIICHHS 3a]a4
0e30MacHOCTH KpHUIITOAHAIN3a U
XO3SICTBYIOUIETO CyObEeKTa K POBAHUSL.

OIIK-7. Cnoco6en nonnmarp | OIIK-7.1. 3HaeT u moHuMaer | 3HaTh:

MPUHIIUIBI PA0OTHI
COBPEMEHHBIX
UH(OPMALMOHHBIX
TEXHOJIOTUH U UCIIOJIb30BATh
WX JUIS pEIICHUs 3a/1a4
npodeccruoHaIbHON
JeSITeNIbHOCTH

MPUHITUIIEI pa0OTHI U
BO3MOXHOCTH COBPEMEHHBIX
nH(OpPMaITMOHHBIX
TEXHOJIOT UM,
MpeHa3HAYEHHBIX 15
pelIeHUs 3a/1a4 00ecreYeHUs
3KOHOMMHYECKOM
0€e30I1aCHOCTH

OIIK-7.2. Ucnons3yeT
COBpPEMEHHBIE
UH(GOPMAIMOHHBIE
TEXHOJIOTMH JIJIsl PEIICHUS
3a/1a4 npogeccuoHaNbHON
JIeSITEIbHOCTH

— OCHOBHBIE CTaHJAPTHI B
obsacty nH(pOpPMAITMOHHOM
0€e3011aCHOCTH;

— OCHOBHBIE MOJIOKEHHS
3aKOHOJATEIhCTBA B
00J1aCTH 3aIUTHI
nHpopManuu;

— BO3MOXHbIE YA3BUMOCTH U
YIPO3bl BO3IEUCTBUS
HapyLuTeNeH;

—  TPUHIMIBI KPUNITOAHAIIN3A;

YmMers:

— aHaJIM3UpPOBATh u
OIICHUBATh YSI3BUMOCTH H
yrpo3bl  UHGOPMAIIMOHHOH
0€30IMacHOCTH 00BEKTA;

— (QopmynupoBaTh
COOTBETCTBYIOIIUEC
TpeOOBaHUS K CHCTEMam




3alIUThl HHGOPMAIHH;

Bnanets:

— 0a30BBIMU HaBBIKAMH
MOCTPOCHUS U YIPABJICHHUS
CHCTEM 3aIUTHI
uH(popMaLuu;

— METOJaMH W CpPEICTBaAMHU
BBISIBJICHUS yrpo3
0e301acHOCTH
ABTOMATH3UPOBAHHBIM
CHCTEMAM;

4. CTpyKTYypa ¥ coaepkaHue JUCHUILIUHBI

4.1. O0beM y4eOHOI TUCHUIINHBI M BUAbI Y4e0HO padoThl

O0beM yacoB (3a4. ef1.)
Bua yueGHoi padoTs! Ounas Ouno- 3aounas ¢popma
¢popma 3a04Has
dopma
Oo0mas yueoHasi Harpy3ka (Bcero) 144 144
(4 3a4. em) (4 3a4. en)

Oo0s13aTeibHasi KOHTAKTHAs padoTa (Bcero) 54 14
B TOM YHCJIE:
Jlexuu 18 4
CeMHHAPCKHE 3aHATHS - -
[IpakTHyeckue 3aHATHS 36 10
JlaGopaTopHbIie pabOTHI - -
Kypcopas pabota (KypcOBOI MPOEKT) - -
Hpyrue (dopmbI " METOJIBI OpraHu3aIyu - -
0o0pa3oBaTeNbHOTO Tporecca (pacuemuo-zpaguyeckue
pabompl, AHIVIBHYaTbHbIC 3a1aHHSI U M.1.)
CamMocTosiTeJibHasi padoTa CTyJIeHTA (BCero) 90 130
dopma arrecranyu IK3aMeH 9K3aMeH

4.2. Conep:kaHue pa3iejoB TUCHHILIHHBI

Tema 1. BBE/IEHUE B JITUCHUIUIHHY "HH®OPMAIIHOHHAA
BE30IIACHOCTh 5 KOHOMHYECKOH JJEATEJIBHOCTH"

llens W 3agauM NUCUMIUIMHBI, €€ POJb M MECTO B OO0mIell cucreme
MOATOTOBKH crienuanucta. [lonstue napopmanmoHHoi 0e30macHOCTH. BaxHOCTH
U CJIOXHOCTh  mpobseMbl  WHPOPMAIMOHHOW  Oe3omacHocTH.  MecTo
nHOPMAITMOHHONW 0€30MacHOCTH JIKOHOMHYECKHMX CHCTEM B HAIMOHAJIHHOM
O6e3zomacHoctr  cTtpaHbl.  OCHOBHBIE  COCTaBJsIOmME  WH(DOpPMAITMOHHOM
0e30MacHOCTH.

Tema 2. 3AKOHOJATEJIBHAS OCHOBA HH®OPMAIIHOHHOH
BE3OIIACHOCTH

OCHOBHBIC TIOJIOKCHHSI HOpMAaTWMBHOM ©Oa3el P® w® HamMoOHAIBHBIX
CTaHJapTOB B 00JacTH MH(DOPMALIMOHHOW 0€30MacHOCTH U 3alIUThl HHPOPMAIIUH.
CoBpeMEeHHOE COCTOSIHME KOMIBIOTEPHOM MPECTYMHOCTH M OTBETCTBEHHOCTH 3a
HapylleHuss M TpecTymieHuss B cdepe wuHDOpMAUOHHON O0€30MacHOCTH.
Nudopmanmonnas 6€30macHOCTh Ha YPOBHE rOCYIapCTBa U MPEANPUSITHUSL.
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Tema 3. YTPO3bI HH®OPMAIITHOHHOH FE30ITACHOCTH

KinroueBbie acmekTsl W BOmpochkl  (opMupoBanus HUHGOPMAIMOHHON
oe3onacHoctu (Mb) coBpemenHoro mnpennpusatus. YpoBHU H cTpykrypa Ub.
OcHOBHbIE OTpeNeNieHUs] U KpuTepuu kiaccudukanuu yrpo3. OCHOBHBIE YIPO3BI
6e3zonacHoct  UT-undpactpyktypbl coBpemMeHHOro mnpeanpuarus. Kananel
CUJIOBOTO JIECTPYKTUBHOTO BO3/EUCTBUS Ha MH(opMaiuio. TexHuueckne KaHalbl
yTeuku uHGOpMaIMU. YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MH(opMaruu.
Herpanuunonnsle uHOpMalMOHHBIE KaHabl. Bupychl kak o0coObI Kiace
pa3pyLIAOINAX IPOrPAMMHBIX JIEUCTBUM.

Tema 4. [IPOI'PAMMHO-TEXHHYECKHE METO/IbI H CPE/[CTBA
3AITUTBI HH®OPMAIIHH

[IpaBoBBIC, MPOrpPaMMHO-TEXHUYECKHE M OPTraHU3alMOHHO-DPKOHOMUYECKUE
MeToAbl 3amuThl WHopManuu. HampaBneHus pa3BUTHS METOJOB M CPEJICTB
3aIuThl KHPOpMAIU TIpU €€ 00paboTke B MHOOPMAIIMOHHBIX CUCTEMAX.

Metoasl U cpeacTBa pa3rpaHUYCHUS M KOHTPOJS JOCTyna K WHGOPMAIUU.
MatpuuHbplii ¥ MaHJATHBIM TOAXOABl K OpTaHW3alMU Pa3TpPaHUYCHHS TIpaB
noctymna K uaopmanuu. [Ipasa qoctyna B Windows u Linux.

[Tonsitue 06 MaeHTHPUKALIMK TOJIL30BATENA U €ro 0c00eHHOCTH. OCHOBHBIE
IPUHITUIIBI U MeTOAbl ayTeHTHdukanuu. OmaHopa3oBsie naposu. Unentudukamms
U ayTeHTU(DUKALMS C TOMOIIBI0 OMOMETPUYECKUX JaHHBIX. OpraHu3alioHHBIC
TpeOoBanusa. TpeOoBaHus K  JIOKyMeHTHpoBaHuio. [IpoTokonupoBaHume,
TECTUPOBAHKE MPOTrpamMM U 00paboTKa yrpo3.

Metonbl xpanenus naHHbiX. RAID wmaccuBbl. CoxpaHeHHE JaHHBIX Ha
CKpBITHIX pazaenax. lludpoBanue ckpeITOro paszzieina kecTkoro aucka. PesepsHoe
KOITUPOBAHKE: HHKPEMEHTHOE, TudPepeHnnanbHoe, MOTHOE.

CucreMbl peIOTBpAIlICHUs YTEUKH HH(DOPMAIIUU U3 KOPIIOPATUBHON CETH.

Tema 5. KPHIOTOI'PA®UYECKHE MEXAHU3MBI 3AIIIHTHI
HHOOPMALIUHU B HHOOPMAIITHOHHBIX CUCTEMAX

Kpunrorpaduueckas 3aIuTa uHpopMaImm. CuMMeTpUvHbBIC
KpunTocucTeMbl. KpUNTOCHCTEMBI € OTKPBHITHIM Kiro4oM. LludpoBas moamuce.
TpeboBanus k 1udpoBoir mnoxamucu. IIpaBoBBIE acHeKThl HCIOJB30BAHUS
udposoit moanucu. Kpuntocucrema mudpoBanust gaHHBIX RSA.

Tema 6. METO/JAbI KPHIITOITPA®HUYECKOIO 3AKPBITHA
HHOOPMALHUH. ITUDPOBAHUE. KO/THPOBAHHUE

Knaccudukaiuss OCHOBHBIX METOJOB KPUNTOTPAPUUECKOTO 3aKPBITHS
unpopmarmu. lludposanue: [NoncranoBka (3amena). IlepecranoBka (o meTomy
I"amunpTOHA). I'ammupoBanue. AHanuTnyeckue npeoOpa3zoBaHUsI.
KomOuHupoBaHHbIe METOABI IN(DPOBAHMUS.

Tema 7. METO/[bI KOJHPOBAHHUA HH®OPMAILIHH.

CumBosibHOE KoaupoBaHusa. CwmbicioBoe koaupoBanue Meton "Cromka
kaur", Meton CaBuyka, OnHoandaBUTHOE U MHOTOaN()aBUTHOE CMBICIOBOE
KOJIUPOBAHHUE.

Mertop paccedeHusi-pa3HeCEHUs JaHHBIX: MEXaHUUECKOE U CMBICIOBOE.

Tema 8. METO/IbI CJKATHA-PACHHIHPEHHUA HH®OPMAITHU.
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Meron Xaddpmana (epeBo Xaddmana). Apudmerndyeckuid kon. Zip-
Moaudukauus anroputma Jlemnens-3uBa. LZW-monudukanus —anroputma
Jlemniens-3uBa.

Tema 9. YIIPABJIEHUE HH®OPMAIITHOHHOH FE30ITACHOCThIO

Merononoruss ~ pemieHuss  3ajad  yOpaBieHHs — MH(OPMAIMOHHOU
O0e3omacHOCTbIO. MoJenu W METONIbl peaM3alli CHCTEMBbl 0OecredeHUs
MH(OpPMAIIMOHHONW O€30MacCHOCTH. YTPaBJICHUE OOHOBICHUSIMU MPOrPAMMHBIX
CpelncTB. YmpaBieHue KoH(urypauusmu. PasrpaHnyeHue aoctyna K CETEBOMY
o0opyaOBaHUIO. ApPXUTEKTypa yIpaBieHUs HH(DOPMAUMOHHONW O€30MacHOCTHIO.
MOHUTOPHUHT U ayAUT 0€30MaCHOCTH MHPOPMAIIMOHHON CUCTEMBI.

4.3. Jlekuuu
Ne Ha3zBanmue Tembl Oo0bem yacoB
n/n Ounasn OuHo- 3aouHan
¢dopma 3a04Has dopma
dopma
Tema 1. BBenenue B tucuuIimyy 2 0,4
1. "UndopmanronHas 6e30macHOCTb
SKOHOMUYECKOU JESATETLHOCTH
) Tema 2. 3akoHOaTEeIbHAS OCHOBA 2 0,4
' nH(OpPMaIlMOHHON OE301MaCHOCTH
3 Tema 3. Yrpossl uH(GpOPMALIHOHHOM 2 0,4
0€30MacHOCTH
4 Tema 4. [IporpaMMHO-TEXHUYECKHUE METOIbI U 2 0,8
' CpencTBa 3anuThl HHPOPMAIIUH.
Tema 5. Kpunrorpadgudeckre MeXaHH3MbI 2 0,4
5. 3amuThl HHPOpMaIK B HH()OPMAITMOHHBIX
cUCTeMax
6 Tema 6. MeTo el KpunTorpaguIecKkoro 2 0,4
' 3akpeITus nHGopManmu. [llndbpoBanue
7. Tema 7. Meto el KoiupoBaHus HH(PpOpMaIUN 2 0,4
3 Tema 8. MeToibl CKATUSI-PACILIUPEHUS 2 0,4
' nHpopMaruu
9 Tema 9. Ynpasienue naGopMaIioHHOH 2 0,4
' 0€30MacCHOCTHIO
Hroro: 18 4
4.4. IlpakTnyeckme (CeMUHAPCKHUE) 3aHATHSA
Ne Ha3zpanue TeMbl O0beM yacoB
n/n Ounas OuHo- 3aouyHasn
¢opma 3a04HAas ¢popma
dopma
1. RSA-mudposanue 4 1
2. [TepecranoBka (o Meroay ['amunbToHa). 2 1
3. CamMmupoBaHue. 4 1
4, Mertop "Cronka kaur". Meron CaBuyka. 4 1
5 Meron Xadpdmana ([epero Xaddpmana). 4 1
' ApudmeTnueckuii Koa.
6. Meton paccedeHHs-pa3HEeCEeHUs JaHHBIX 4 1
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7 Zip-momudukamus  anroputMa Jlemnens-3uBa. 4 1
' LZW-momudukarus anropurma Jlemnens-3uBa.
8. [TaponpHas 3ammra JOKYMEHTOB. Pacuer 2 1
CTOMKOCTH IapoJst
9. OnextpoHHas H(POBast NOAMHCH 4 1
10. Amnanus PHUCKOB MH(POPMAIMOHHOM 4 1
6e3onmacHoctn. CORAS
Hroro: 36 10
4.6. CamocTosiTe/ibHAsI pad0Ta CTYIEHTOB
Ne Ha3paHue TeMbI Bupn CPC O0bem yacoB
n/n Ounas Ouno- | 3aounas
¢popma 3a049HAas ¢popma
dopma
1. | RSA-mm¢ppoBanue CaMOCTOSITEIILHOE 5 10
A3y4YEHUE TEMBI
AU CHUITIIMHBI
2. | IlepecTanoBKa (110 METOY | CAMOCTOATENLHOE 5 8
I'amuibTOHA). M3YYCHUE TEMBI
AU CHUITIINHBI
3. | l'ammupoBaHwue. CaMOCTOSITEIILHOE 5 8
A3y4YEHUE TEMBI
AU CHUITIIINHBI
4. Meron "Cronka kHur". CaMOCTOSITENBHOE 5 8
Metona CaBuyka. H3YUICHHE TEMBI
UCILIUTIIINHBI
5. | Merog Xaddmana CaMOCTOSATENBHOE 5 8
(HdepeBo Xaddmana). U3YYCHUC TEMBI
ApubMeTHYECKUIA KOJI. AUCHUIITTAHB
6. | Metox pacceueHus- CaMOCTOSITENIBHOE 5 12
pa3HeceHus TaHHbIX HU3Yy9CHHUC TCMbI
MUCLIATLINHBI
7. Zip-moaudukanms CaMOCTOSITEIBHOE 5 8
anroputma Jlemnensa-3uBa. | U3yICHUE TEMbI
LZW-momuduxarys AUCHUIIIMHbI
anroputMma Jlemmnensa-3uBa.
8. | IlaponbHas 3amura CaMOCTOSITEBHOE 5 8
JIOKYMEHTOB. Pacuer H3y1CHHE TEMBI
CTOMKOCTH MapoJIs AUCHUIITTAHBL
9. | DnexTpoHHas HudppoBas CaMOCTOSATENBHOE 4 8
IIOJIIHUCH HU3Yy4YCHHUE TEMbI
MUCLUTUINHBI
10. | Ananu3 puckoB CaMOCTOSITEIILHOE 10 16
nH(OPMAIIMOHHOU U3Y4CHUC TEMBI
6e3onmacHoct. CORAS AUCHUILTMHBI
11. | IloaroroBka K [ToBTOp 36 36
3a4eTy/IK3aMeHy TEOPETUYECKOTO
MaTepuabl.
Hroro: 90 130




4.7. KypcoBble padoThl/mpoeKkThl mo aucuumiude «Mudopmannonnas
0€30MaCHOCTh IKOHOMHMYECKOM 1eATeTIbHOCTH» He NPeANnoJaralTcs y4eOHbIM
IIAHOM.

5. O0pa3oBaTe/ibHbIE€ TEXHOJIOTUHU

[IpenogaBanuie AUCHUILUIMHBI BEIETCS C NMPUMEHEHHUEM CIEAYIOIMHNX BUIOB
00pa3oBaTEIbHBIX TEXHOJIOTHUH: OOBICHUTEIHLHO-UTIOCTPATUBHOTO OOYy4ECHUS
(TEeXHOJOTHS TOAACPKUBAIOIIETO OOYUYEHHMS, TEXHOJIOTHSI MPOBEACHUS Y4eOHOM
TUCKycCUM), WH(OPMALMOHHBIX TEXHOJIOTUN (MpPE3eHTAllMOHHBIE MaTepHUabl),
Pa3BUBAIOIIMX U MHHOBAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUM.

[IpakTrdeckue 3aHATUS MPOBOISATCA C HCIOJIB30BAaHUEM pa3BUBAIOIIUX,
npOOJEMHBIX, TPOEKTHHIX, WH()OPMAIMOHHBIX (KCIOIB30BAaHUE DJIEKTPOHHBIX
00pa3oBaTeIbHBIX pPEeCYpcOB  (PJIEKTPOHHBIM  KOHCIEKT) 00pa3oBaTeIbHBIX
TE€XHOJIOTHM.

6. YueOHo-MeTOAMUIECKOE " uHpopMalHOHHOE o0ecnieyeHue
AUCHUTITHHBI:
a) OCHOBHAas JMTeparTypa:

1. Maiiopoa, E. B. OpranuzanmoHHoe U MNpaBoBoe oOecredyeHue
nH(dopManMoHHoM Oe3omacHOCTH : YueOHoe nocoodue / E. B. Maitoposa, A. M.
[Tonerenwsko. — Cankrt-IletepOypr : Cankr-IlerepOyprckuii rocy1apcTBEHHBIH
skoHoMuueckuii yaupepcuteT, 2020. — 87 ¢. — ISBN 978-5-7310-5332-7. —
EDN CRFFYY. — URL )
https://www.elibrary.ru/download/elibrary 46174849 62120187.pdf

2. Cyxocrar, B. B. Undopmanronnas 6e3onacHocTs : YdyeOHoe nocooue / B. B.
Cyxoctar. — Cankrt-Iletepoypr : Cankrt-IlerepOyprckuii rocygapcTBEHHBIN
skoHOMHUeckuii yHupepcuteT, 2021. — 98 ¢. — ISBN 978-5-7310-5584-0. —
EDN THDMKU. — URL :
https://www.elibrary.ru/download/elibrary 48073406_35238015.pdf

3. HudopmanuonHas 0e30macHOCTh : YdeOHOe mocoOue MpeaHa3Ha4YeHO s
ocBoeHUS AUCIUIUIMH MHpopManmonHas 0e30MacHOCTh, 3amuTa HHPOpMaIuu
JUIsE  OOydalomUXCsi 10 HaNpaBlICHUAM TOATOTOBKH MHpoOpMannoHHbIE
cucteMbl U TexHonoruu, Ilpuxnamnas undopmatuka / B. W. Jloiiko, C. B.
JlanteB, B. H. JlanteB, I'. A. ApmmunoB. — Kpacnomap : KyOanckuit
rOCYJapCTBEHHbIA arpapHbiii yHuBepcuteT umenu W.T. TpyOununa, 2020. —
332 ¢. — ISBN 978-5-907346-50-5. — EDN FWFFBG. — URL
https://www.elibrary.ru/download/elibrary 45486035 _15164620.PDF

4. bao6enko, JI. K. Kpunrorpadudeckas 3ammra nHOOpMAIUU: CUMMETPUIHOE
mudpoanue : yaebHoe nocobue / JI. K. babenko, E. A. Mmykosa ; FOXKHBIHN
®EJIEPAJIBHBII YHUBEPCUTET. — Taranpor : M3marembctBo FOskHOTO
denepanpHoro yaupepcutera, 2015. — 219 ¢. — EDN VIUWIP. — URL :
https://www.elibrary.ru/download/elibrary 25353132 85779244.pdf



https://www.elibrary.ru/download/elibrary_46174849_62120187.pdf
https://www.elibrary.ru/download/elibrary_48073406_35238015.pdf
https://www.elibrary.ru/download/elibrary_45486035_15164620.PDF
https://www.elibrary.ru/download/elibrary_25353132_85779244.pdf

0) AOIOJIHUTE/IbHAS JIUTEpaTypa:

. I'py3nesa, JI. M. NudopmaiimonHas 6€30MacHOCTh : Y4eOHO-METOANYECKOE
nocodue / JI. M. I'py3neBa ; Poccuiickuii yauBepcutet Tpancnopra (MUNUT). —
Mocksa : U3znarensckuii [lom "Axagemus EctecrBoznanusa", 2020. — 121 c. —
ISBN 978-5-91327-662-9. — DOI 10.17513/np.432. — EDN ZYAAJZ. — URL
- https://www.elibrary.ru/download/elibrary 44668615_93844582.pdf

. [InatonoB, A. A. HudpopmaumonHas Oe3omacHOCTh : YueOHoe mocooue
[Dnextponnslii pecypc] / A. A. IlmaronoB. — Bonrorpaa : Bonrorpaackuii
rOCYJapCTBEHHBI ApXUTEKTYPHO-CTPOUTENBHBIN yHUBEpcUTeT, 2016. — 69 c. —
ISBN  978-5-98276-822-3. - EDN  YIGINP. — URL
https://www.elibrary.ru/download/elibrary 28892005_89625832.pdf

. Tepenaunckuii, [1. B. Undopmanmonnas 0e3omnacHocTs : yuebHoe nocodue / I1.

B. Tepenanckuii, U. A. Tapacora, T. C. ®ponoBa. — Bonarorpan
Bonarorpaackuii rocy1apcTBeHHbIM TEXHUYECKUM yHUBepcuTeT, 2015. — 96 c. —
ISBN  978-5-9948-2004-9. - EDN VFYWNT. — URL

https://www.elibrary.ru/download/elibrary 25223083_76817147.pdf

. Makapenko, C. U. Hudopmammonnass 6e30macHOCTb: yueOHOe mocobue :
yueOHnoe nocooue / C. . Maxkapenko. — CtaBponosib, 2009. — 372 c. — EDN
QIRWUL. — URL
https://www.elibrary. ru/download/ellbrary 19407202 _92560555.pdf

. BacunwseBa, . H. Ynpasnenue napopmaiiuoHHON 0€30MaCHOCTBIO : yUeOHOe
nocobue / WM. H. BacunweBa ; Cankt-IlerepOyprckuii rocynapCTBEHHBIN
skoHoMuueckuii yHuBepcuteT. — Cankt-IletepOypr : Cankt-IletepOyprekuit
rOCyIapCTBEHHBIN »KOHOMHUYecKui yHuBepcureT, 2014. — 82 c. — EDN
TCMFPV. — URL )
https://www.elibrary.ru/download/elibrary 22687480_14258248.pdf

. Bacunwena, 1. H. YnpaBnenue puckamu nadopmaimonHoi 6ezomacHocta / 1.

H. Bacunbena. —  Camnkr-IlerepOypr : Cankr-IleTepOyprekuii
rOCYJapCTBEHHBIM dSKOHOMHYECKUM yHUBepcuteT, 2016. — 177 ¢. — ISBN 978-
5-7310-3817-1. — EDN ZQUEHR. — URL

https://www.elibrary.ru/download/elibrary 30470044 25031716.pdf

. MaiiopoBa, E. B. OprasamzanmonHoe u T1paBoBoe oOecreueHue
nH(popMaIoHHON 6e3omacHocTH : YuebHoe nocobue / E. B. Maiioposa, A. M.
[Tonerenvko. — Cankt-IletepOypr : Cankt-IleTepOyprckuii ToCcynapcTBEHHBIN
skoHOoMHUeckuit yauBepcureT, 2020. — 87 c¢. — ISBN 978-5-7310-5332-7. —
EDN CRFFYY. — URL :
https://www.elibrary.ru/download/elibrary 46174849 62120187.pdf

3akoH PO ot 21.07.1993 N 5485-1 (pea. ot 08.03.2015) "O rocynapcTBeHHO
Taline"

®denepanbHbii 3akoH OT 27.07.2006 N 149-®3 (pen. ot 19.12.2016) "O6
uHpopManu, THHOPMALIMOHHBIX TEXHOJIOTHUAX U O 3amuTe nHGopmauuun"
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https://www.elibrary.ru/download/elibrary_44668615_93844582.pdf
https://www.elibrary.ru/download/elibrary_28892005_89625832.pdf
https://www.elibrary.ru/download/elibrary_25223083_76817147.pdf
https://www.elibrary.ru/download/elibrary_19407202_92560555.pdf
https://www.elibrary.ru/download/elibrary_22687480_14258248.pdf
https://www.elibrary.ru/download/elibrary_30470044_25031716.pdf
https://www.elibrary.ru/download/elibrary_46174849_62120187.pdf

B) MeTOAUYeCKHEe PeKOMEHIAlUN:

1. Koncmekr nekuumii mo aucuuiuimHe «OOecniedeHrue HaJaeKHOCTH U
0€e30MacHOCTH HKOHOMHUYECKUX HMH(POPMALMOHHBIX CHCTEM» JUIsl CTYACHTOB
Hamnpasiienust noarotoBku 38.03.05 — busnec-undopmaruka (AHEBHOU U 3a04YHOMU
dbopm obOyuenus) / Coct.: A.I'. BoponoBa. — Jlyranck: u3a-so JIHY um. B. [lans,
2018. - 102 c.

2. Meroanueckue yKa3aHUsi K MPAKTHUYECKUM 3aHIATHSAM MO JHUCLUILIMHE
«O0ecrieyeHne HaJEeKHOCTU U 0€30MaCHOCTH KOHOMHMUYECKUX MH(POPMALMOHHBIX
CUCTEM» JUIsl CTyAEHTOB HampasiieHus noarotoBku 38.03.05 — busnec-
uHdopmatuka (qHEeBHOW W 3a0uHOM (opm oOyuenus) / Coct.: A.I'. Boponosa. —
JIyranck: n3n-so: JIHY um. B. [lansg, 2018. — 77 c.

3. Meroanueckue ykazaHusi K MPAKTHUYECKUM 3aHATHSAM MO JUCLUILIUHE
«MadopmaninonHas 0€30MacCHOCTb» JUIsl CTYJIEHTOB HAaNpaBiICHUS MOJATOTOBKH
38.03.04 TI'ocynapcTBeHHOE W MYHMIIUIIAIBHOE YINpaBlieHUE (THEBHOM W 3a0YHOMN
dbopm obyuenus) / Coct.: A.I'. Boponora. — Jlyranck: u3a-so: JII'Y um. B. lans,
2023. - 113 c.

r) UHuTepHeT-pecypcs:

MunucrepctBo oOpazoBanuss u Hayku Poccuiickoit ®enepanum  —
http://MmuHOOpHaYKH.pD/

OenepanbHas ciyx0a 1o Ham3opy B chepe oOpazoBaHHS U HAYKH —
http://obrnadzor.gov.ru/

[lopran ®enepanbHBIX TOCYAAPCTBEHHBIX 00pA30BATEIBHBIX CTaHAAPTOB
BBICIIIETO 0Opa3oBanus — http://fgosvo.ru

denepanbhblii mopran «Poccuiickoe obpasoanue» — http://www.edu.ru/

Nudopmarmonnas cucrema «EamHoe OkHO nocTyna K 00pa3oBaTelbHBIM
pecypcamy» — http://window.edu.ru/

denepanbHbli  HEHTPp HHPOPMAIIMOHHO-00PA30BaTEIIBbHBIX PECYpCOB —
http://fcior.edu.ru/

CnopaBouno-tipaBoBasg  cucteMa  «Koncymprant mmoc». - URL:
http://base.consultant.ru

Hayunas snekrponHas 6ubnauoreka. - URL: http://elibrary.ru/

DJIeKTPOHHbIE OMOJIMOTEYHbIE CHCTEMBI M PeCypPChI

DIEeKTPOHHO-OMOIMOTCUHAS cucreMa «StudMed.ru» -
https://www.studmed.ru

NupopmannoHHbIH pecypc OnOJIMOTEeKH o0pa3oBaTeJIbHOM
OpraHM3anun

Hayunas 6ubnnorexa nmenu A. H. Konsiera — http://biblio.dahluniver.ru/

7. MaTepuajbHO-TEXHUYECKOE U NMporpaMMHoe o0ecrieyeHue
AUCHUIIUHBI
OcBoenune nucuuiuinabl « MHPopMarmonHas 6e30MacHOCTh SKOHOMHYECKOM
NEATENBHOCT)  MPEIINOJaraeT HMCHOJb30BAHUE AaKAJAEMHUUYECKUX ayIdUTOPHH,
COOTBETCTBYIOIIMX JICMCTBYIOIIMM CAHUTAPHBIM M NPOTHUBONOKAPHBIM IpaBUIaM
Y HOpMaM.
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http://минобрнауки.рф/
http://obrnadzor.gov.ru/
http://fgosvo.ru/
http://www.edu.ru/
http://window.edu.ru/
http://fcior.edu.ru/
http://base.consultant.ru/
https://www.studmed.ru/

IIpouee: pabouee MecTo IpemnojaBaTeis, OCHAIIEHHOE KOMIIBIOTEPOM C
NOCTYIIOM B MHTEpHET.
[IporpammHoOe obecnieueHue:

DyHKIHOHAJIBLHOE
Ha3HAYeHHUe

BecniiaTrHoe
MpOorpaMMHoOe
o0ecmeueHue

CceblLIKH

OdwucHbIif MakeT

Libre Office 6.3.1

https://www.libreoffice.org/

https://ru.wikipedia.org/wiki/LibreOffice

OmneparuoHHast https://ubuntu.com/

cncTema UBUNTU 19.04 https://ru.wikipedia.org/wiki/Ubuntu
Bpayzep Firefox Mozilla http://www.mozilla.org/ru/firefox/fx
Bpaysep Opera http://www.opera.com

T1o4YTOBBIN KIIMEHT

Mozilla Thunderbird

http://www.mozilla.org/ru/thunderbird

DailsT-MeHEeHKED

Far Manager

http://www.farmanager.com/download.php

ApxuBaTop 7Zip http://www.7-zip.org/

I'paduraecieii GIMP (GNU Image Etmfx"‘f""""'q'/m.p'or‘“/ e e
eaKTop Manipulation Program) tp://gimp.ru/viewpage.phpzpage_| =8
P http://ru.wikipedia.org/wiki/GIMP
Penakrop PDF PDFCreator http://www.pdfforge.org/pdfcreator
Aynuoruteiiep VLC http://www.videolan.org/vic/
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https://www.libreoffice.org/
https://ru.wikipedia.org/wiki/LibreOffice
https://ubuntu.com/
https://ru.wikipedia.org/wiki/Ubuntu
http://www.mozilla.org/ru/firefox/fx
http://www.opera.com/
http://www.mozilla.org/ru/thunderbird
http://www.farmanager.com/download.php
http://www.7-zip.org/
http://www.gimp.org/
http://gimp.ru/viewpage.php?page_id=8
http://ru.wikipedia.org/wiki/GIMP
http://www.pdfforge.org/pdfcreator
http://www.videolan.org/vlc/

8. OneHoO4YHBbIE CPeICTBA MO TUCUUILIUHE

IHacnopt

(oHIA OLIEHOYHBIX CPEACTB MO0 Y4eOHO! TUCHUIINHE
«ndopmannonHast 6€30MaCHOCTh SKOHOMHUYECKOHN AESTETLHOCTH

[lepeyeHb KOMIIETEHUUH (PJIEMEHTOB KOMIETEHIUH), (HOpMUPYEMBIX B
pe3yabTaTe OCBOCHUS yueOHON JUCIUILTUHBI (MOIYJIS) WU MIPAKTUKU

Ne | Kog ®opmymupoBka | MHIukatopsl KonTponupyemble | Dtambl
1/ | KOHTPOJHMPYEM | KOHTPOIMPYEMO | TOCTHIKCHUH TEMBI dbopmupoBaH
n | oi 71 KOMITETEeHIIMH (110 | yueOHOM us
KOMIETECHIIUH | KOMIICTCHIIHH peanmuzyeMoit JVICTIATUTHHBI, (cemectp
JUCLUILINHE) MIPaKTUKHU W3YYEHUS)
1 | OIIK-6 Crnocoben OIIK-6.1. Tewma 4. 6
HCIIOJIb30BaTh Hemonctpupyer | IIporpammuo-
COBPEMEHHBIE 3HaHUE TEXHUYECKHE
nH(OpMaLlMOHH | UHPOPMAIIMOHH | METOJbI U
bI€ TEXHOJIOTUH ¥ | BIX TEXHOJOTHH | CPEICTBA 3alIUTHI
MpOrpaMMHBIE U TPOTPAMMHBIX | HH(GOPMAIIHH.
CpeacTBa npu | cpeacts, B ToM | Tema 5. 6
perieHun quUCIIe Kpunrorpadguueck
Mpo(ecCHOHANIbH | OTEYECTBEHHOTO | M€ MEXaHHM3MBI
bIX 3aJ1a4 IIPOU3BO/ICTBA, 3aIUTHI
MPUMEHSIEMbIX uH(popMauu B
NPEINPUATHAMH | HHGOPMAIIHOHHBIX
TUISE pELIeHHs | cucTeMax
3aj1a4 Tema 6. Meropl 6
obecrieueHUsI KpHUITorpaduueck
SKOHOMHUYECKOH | Oro 3aKphITHUS
0e30MacHOCTH Ha | uH(GOPMALIMH.
COBPEMEHHOM [Mudposanue
JTamne
OIIK-6.2. Tema 7. MeTo bl 6
Bribupaer u
KOJMPOBaHUS
MPUMEHSIET HHAOPMAIIH
COBPEMEHHBIE
nH(pOpMaIMOHH
bl€ TEXHOJIOTUH U
pOrpaMMHBIE
cpexcTBa s Tema 8. MeToasl 6
pelieHus coKaTus-
npodeccronanpy | PACHITMPCHUA
BIX 3a7a4 uH(popmaluu
SKOHOMHUYECKOMN
0€3011aCHOCTH
XO3SIMCTBYIOLLIET
0 cyOBbekTa
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2. | OIIK-7 Crniocoben OIIK-7.1. 3naer | Tema 1. Beenenue 6
MOHUMATh U NOHUMAET | B JUCUUIUINHY
TIPUHLIUATIBI IIPUHIUTIBI "Uudopmannonna
paboThI paboThI u | 51 6e301macHOCTh"
COBPEMEHHBIX BO3MOYKHOCTH Tema 2. 6
MH(POPMALIMOHHBI | COBPEMEHHBIX 3aKkoHOIaTeIbHAS
X TEXHOJOTHHA W | HHPOPMALMOHH | OCHOBA
UCIIOJIb30BAaTh HUX | BIX TEXHOJIOTHMH, | HHOOPMAITMOHHON
ULt peleHus | mperHa3Ha4YeHHbI | 6€30IaCHOCTH
3a5a4 x jana pemeHus | Tema 3. Yrpo3ssl 6
npodecCHoHabH | 33134 UH(POPMALMOHHOM
OM IeATENBLHOCTH | 00ecTeueHust 0€30IMaCHOCTH
SKOHOMHYECKON
0e30macHOCTH
OIIK-7.2.
Hcnons3yer Tema 4. 6
COBpPEMEHHEBIE Iporpavmso-
HHQOPMAIMOKH | poypiuecire
BIE  TEXHONOTHM | /oo
AU PCIICHUA | e neTBa 3auThI
3afad nHpopMaIuu.
npo¢eCCHOHAIIbH
OHl NeITeNbHOCTH
Tema 9. 6
VYnpasnenue
nH(pOopMaITMOHHOM
0€30MacHOCThIO
IToxa3aTenn u KPUTEPpHUH OLICHUBAHUA KOMHCTCHHHﬁ, OIMMCaHue IIKaJl
OLlCHUBAHUA
Ne | Kon WNnnukatopsl Ilepedenn KonTtponupyemsl | HaumenoBanu
1/ | KOHTPOJIUPYEMO | ITOCTHKEHUH| TIIaHUPYEMBbIX € TeMbl y4eOHOH € OLIEHOYHOTO
n | i KOMOETCHIIMH | KOMIIETECHIU| Pe3yabTaTOB TUCITUTUIAHBI CpencTBa
u (1o
peanuszyemoi
JCIIUTINHE
1. | OIIK-6 OIIK-6.1 3HaTh: Tewma 4-8 YcTHbII
OIIK-6.2 OCHOBHBIE o1poc,
UHCTPYMEHTAJIbHbIE 3ajaHug (1o
cpeacTBa 3aLUThI BapHaHTaM)
UHpOpMaLUn
YMETh!
obecrieunBaThb
IpaMOTHBIA  TOJ00p
IpOTrpaMMHO-
anmapaTHbIX "
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POTrPaMMHBIX
Cpe/CTB JUTS
oOecrieueHust
HEO00X0IMMOTO
YPOBHSI 3aIIHATEI
UHpOpMAIINH;

BJIAJICTh:
HaBbIKaMU
IPUMEHEHUS
IITaTHBIX CPEJICTB
3alUTHI
uH(pOpMaLUN;
HaBbIKAMU  PELICHUS
3aa4 KpUNTOAHAIN3a
U MHUPpoBaHUs.

OIIK-7

OIlK-7.1
OIlIK-7.2

3HATh
OCHOBHBIE CTaHIAPTHI
B 001acTu
nHpOpMaLMOHHON
0€e30I1aCHOCTH;
OCHOBHBIE
MTOJIOXKEHHUS
3aKOHOJIaTeILCTBA B
00JIaCTH 3aIUTHI
nHpopmaruu;
BO3MOYKHEIS
YSI3BUMOCTH U YTPO3bI
BO3JICUCTBUA
HapyIIUTENEH;
TIPUHITATIBI
KpHUIITOAHAIN3a

yMETh
aHAJTM3UPOBATh u
OIICHUBATh
YSI3BUMOCTH U YTPO3bI
nH(pOpMaIMOHHOM
0e30MacHOCTH
00BEKTA;
dbopmynupoBath
COOTBETCTBYIOLIHE
TpeGoBaHuUs K
CUCTEeMaM  3allHTHI
UHpOpMaLINH;

BJIAJICTh:
0a30BbBIMH HaBBIKAMHU
HOCTPOCHUS u
yIIpaBJIEHUS]  CHCTEM
3aIIUThI
uHpOpMaINH;

Tema 1-4,
Tema 9

YcrHbiit
o1mpoc,
3aJlaHus
BapUaHTaM)

(o
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METOJaMHU nu
cpeacTBaMu
BBISIBIICHUS yIpo3
0e30macHOCTH
aBTOMaTI/I?)I/IpOBaHHBI
M CHCTEMAM;

DoHABbI OLICHOYHBIX CPeACTB N0 aucuuminne «Muadopmaunonnas
0€30MaACHOCTH DKOHOMHUYECKOM 1eITeJIbHOCTH

Bonpocsk! Uist 00CyK/IeHUs HA PAKTHYECKHUX H CEMUHAPCKUX 3aHATHSIX
(ycTHBIIT onipoc)

[TonsiTue nHGOpPMAIITMOHHON OE30MMaCHOCTH.

Bunel 3anumiaemoii nuadopmanuu.

Tunbl aTak 1 yrpos.

Brenraue uctouHUKM yrpo3

BHyTpeHHre UCTOYHHMKH YTPO3

Kananel yreuku nadopmanuu.

CrangapTsl HHGOPMAITMOHHON O€30MaCHOCTH.

OcHoBHBIE METOBI 0OOEcTieueHnss UHPOPMAIIMOHHOM 0€30MacCHOCTH.

. [IpyHIUTIBI TOCTPOCHUS 3AIIMUILIEHHBIX CUCTEM.

10 CuMMeTpUYHbIE KPUIITOCUCTEMBI.

11. AccumeTpuyHbIE KPUIITOCUCTEMBI.

12.RSA mudpopanue

13.ITepecranoBka (1o Meroay I'aMHIIBTOHA).

14.T'amMmupoBaHue.

15. AHanuTHYecKre npeoopa3oBaHus.

16.Meton "Cronka kaur". Meton CaBuyka.

17.Meton pacceueHUsI-pa3HECEHUS TaHHBIX

18.Meton Xaddmana ([lepero Xaddmana).

19. ApudmeTndeckuii KoJI.

20.Zip-momudukanus anropurMa Jlemrens-3uBa.

21.LZW-moaudukarnus anroputma Jlemmens-3uBa.

22 Ilpodummaktika 3apakeHus Bupycamu. [loMCK W ynajgeHWE IIMHUOHCKUX H
PEKJIaMHBIX MOJYJIEN

23.Kpunrorpaduueckrie METOIbI 3aIIHTHI.

24.Tlpotokonsl  ayreHTHu(ukanuu.  CraboCTH  MAPONBHBIX  MPOTOKOJIOB
ayreHTu(uKanuu. Bumasl atak u yrpo3 s IpOTOKOJIOB ayTeHTU(DUKAITUH.

25.1IpoTokomnbl AnmekTpoHHON moanucu. OOme MOHATHS W onpeseneHus. Bumb
aTakK M yrpo3 JJid MPOTOKOJIOB JIEKTPOHHOU MOANUCH

26.2mexkTpoHHas 1udpoBasi MOANNCH.

27.ApxutekTtypa cuctembl 6e3omacaoctu OC.

28.Ympasnenue nHGHOPMAMOHHON O€30TTaCHOCTH.

©CoNoOk~kwWNE
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Kpurepun u mikana oieHMBaHuUs MO0 OLEHOYHOMY CPEACTBY «YCTHBIA OIIPOC»

Ixama OlICHUBAHUS
(uHTEpBaN OAIIOB)

Kpurepuii onenuBanus

5

OTBeT mpencTaBiieH Ha BEICOKOM YPOBHE (CTY/ACHT B MOJTHOM 00beMe
OCBETHJI pacCMaTpUBaeMyro MpoOJIeMaTUKy, IpPUBEN apryMEHThl B
NOJIb3y CBOMX CYKICHHH, BIaJeeT NPOQPHUIBHBIM TOHITHHHBIM
(KaTeropuajgbHbBIM) anapaToM U T.I1.)

OTBeT npe/cTaBlieH Ha CPEHEM YPOBHE (CTYAEHT B LIEJIOM OCBETUI
paccMaTpuBaeMyro MpoOJeMaTHKy, MPHUBENT apryMEHTHl B IMOJIb3Y
CBOMX CYXJECHUM, JOMYCTUB HEKOTOPbIE HETOYHOCTH U T.II.)

OTBer mpencTaBieH Ha HU3KOM YpOBHE (CTYHAEHT JIOMYCTHII
CYLIECTBEHHbIE HETOYHOCTH, M3JIOKWJI MaTepuan ¢ OUIMOKaMH, He
BJIaJICET B JIOCTATOYHOM CTENEHU NPOPMIBHBIM KaTE€ropHUabHBIM
anmnapaToMm U T.I1.)

OTBeT mnpencTaBieH Ha HEYAOBJIETBOPUTEILHOM YPOBHE WM HE
MpeACTaBICH (CTYACHT HE TOTOB, HE BBITIOJIHIII 33/IaHUE U T.I1.)

KontposbHasi padora (mo Bapuanram)

KOHTpOJ'IBHa}I pa60Ta BKJIIOYACT BBLIITOJIHCHUC BaIIaHI/Iﬁ II0 BapHUaHTaM H
COACPKUT TCMATHUYCCKUC Pa3aCiibl COIJIACHO TIICPCYHIO IIPAKTHYCCKHX pa60T
pa6oqel71 ImporpaMmbl JUCHUILJIMHBI. Pemienus TUNOBBIX MMpUMCPOB IIPUBOIUTCS B
MCTOANYCCKHUX YKA3aHUAX K ITPAKTUYCCKUM 3aHATUAM 110 JUCHHITIIINHC.

BapuaHnT UHAMBUIYAIBHOTO 3aJjaHU KOHTPOJIBHOU pg60TBl no Teme: "ObPATUMOE
XOR HIM®POBAHUE TEKCTA CO CIIYUAMHOU TAMMOUN"

[Momyynth WCXOQHOE COOOIIEHHE, KOTOpOe ObUIO 3amu@poBaHO MPU  MOMOIIU
obpatumoro XOR mmdpoBanus.

I'amma = 1234567890123456789

wCoNoUk~wNE

3akoaupoBanHoe coobmienue: mA3BEDBUYOCII
3akoaupoBanHoe coobmienue: ebIOIOTTOIXCASPYIIDY
3aKkoAMpPOBaHHOE COOOIIECHHE:! uTKB3LBIIDbITK
3akoaupoBanHoe coobmenue: pUDbBIPDKXYBI'O
3akoaupoBanHoe coobmenue: bTUCYBIIIIIM
3akonupoBanHoe coodmienne: MBI BATIL]
3akonuposanHoe coobuienue: bl bTCEBITKCHC
3akonupoBanHoe coobuienne: abBXKPBbUIOPUBBIIT
3akonupoBanHoe coobuienne: BIUELBIOII]

10. 3akoaupoBanHoe coobuienue: wBIBP3XXBII]

11. 3akoaupoBanHoe cooduienue: A3 BEBUYKCHC

12. 3akoaupoBanHoe coodmienue: BOIOUYDTXCX

13. 3akoampoBanHoe coobuienue: BIUILIIIPPIIOY TIObP
14. 3akoaupoBanHoe coobuienue: abIOXKPCANUTCAIT

15. 3axoauposannoe coobmienue: sIbIOXEIIBAD AT B3 b
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16. 3akoaupoBannoe coodmienue: cIIIPHbEIOED

17. 3axomupoBannoe coodmenue: Y CHY bXIIIIT
18. 3akomupoBannoe coobmenue: rTYXKIIBIDIIBICIHI
19. 3axoxupoBanHoe coobmenue: bibSIbIMUEIN

20. 3akogupoBanHoe coobmenue: cAYADICANUTCAIL

Kputepun u 1mikama oOLIEHMBaHUS IO OLEHOYHOMY CPEACTBY <«3adaHus (1o
BapUaHTaM )»

[kaia OLICHUBAHUS Kpurepuii onenuBanus
(nHTEpBaAN OAIIOB)

) 3a/1aHue BBINOJIHEHO Ha BHICOKOM YPOBHE (TPaBUIIbHBIE OTBETHI
nauel Ha 90-100% BompocoB/3aaq)

4 3aaHue BBINOJIHEHO Ha CPETHEM YPOBHE (IIpaBHJIbHBIE OTBETHI JAHbI
Ha 75-89% BompocoB/3aaay)

3 3aaHue BBINOJIHEHO Ha HU3KOM YpOBHE (TMPaBUIIbHBIE OTBETHI 1aHbI
Ha 50-74% BompocoB/3aaaq)

2 3aaHne BBITOJIHEHO HAa HEYJOBIECTBOPUTEIHHOM YPOBHE
(mpaBuUIIbHBIE OTBETHI 1aHbl MeHee YeM Ha 50%)

TecTnl

Kommnerenmus OITK-6: CnocoOeH ucnoib30BaTh COBpEMEHHBIE HHPOPMAIIMOHHBIE TEXHOJIOTHH
Y IPOrpaMMHBIE CPE/ICTBA MPU PEIICHUU TPO(EeCcCHOHAIbHBIX 3a/1a4

3ajanus 3aKpbHITOrO TUIIA

1. CocrosiHue 3alMIIeHHOCTH HAMOHAIBHBIX HHTEPECOB CTPaHbl B HH(OOPMAIIMOHHOM chepe
OT BHYTPEHHHX U BHEIIHUX YIPO3 ITO:
a) HUudopmanmonnasi 6e30nacHOCTb
b) BbeszomacHocThb
€) HammonansHas 6€301acHOCTH
d) 3Bammra uHbOpMAIHH

2. Bcs HakorieHHast vHpOpManus 00 OKpYKarolel Hac IeHCTBUTEIBHOCTH,
3a(MKCUPOBAaHHAsI HA MAaTEPUATILHBIX HOCUTEISIX WK B JIF000H Ipyroit popme,
obecrieynBarolas ee rnepeaady BO BpeMEHH U MPOCTPAHCTBE MEXILY pa3IMuHbIMU
HOTPEOUTENSIMH JJIsI PEILICHUS HAYYHBIX, IPOU3BOJCTBEHHBIX, YIIPABICHUCCKUX U IPYTUX
3aj1a4
a) Uudpopmaunuonnbie pecypcenbl
b) Wudopmannonuas cucrema
c) Hudopmarmonnas chepa
d) MubopmanuoHHbIe yCIyru
e) MubopmanroHHbIe TPOAYKTHI

3. Hudopmarus He sBistoiasics o0IIeI0CTyITHON, KOTOpasi CTABUT JIULL, 00J1aJat0IuX €10 B
CHJTY CBOETO CIIY’K€OHOTO TI0JI0KEeHHUS B IPEUMYILIECTBEHHOE MOJIOKEHHUE 110 CPABHEHUIO C
JIPYTUMH 00bEKTaMHU.
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a) cuyxeOHas nHpOpMAIHs

b) kommepueckas TaitHa

C) OaHKOBCKas TaiiHa

d) xondpuaenuuanbHas undopmanus

4. Co3pmaHue U UCIIOJIb30BaHUE CPEJCTB OTIACHOTO BO3ICHUCTBUS HA MH(POPMAIIMOHHBIE ChEphI
JIPYruX CTpaH MHpa U HApyHICHHE HOPMAIBHOTO (DYHKIIMOHUPOBAHUS HH(OPMAIIMOHHBIX U
TCIICKOMMYHHUKAIIMOHHBIX CUCTEM I3TO....

a)
b)

c)

uHopManHOHHAA BOiHA
MH(POPMAIIMOHHOE OPYKHUE
MH(GOPMAITMOHHOE MPEBOCXOACTBO

5. HHpopManmoHHO ynops0ueHHasi COBOKYITHOCTb JOKYMEHTOB U MH(OPMALIMOHHBIX
TEXHOJIOT Ui, peain3yroiasi ”HPOPMaIMOHHBIE ITPOLIECCHI

a)
b)
c)
d)
e)

NudopmanrionHbie pecypcsl
HNudpopmanmnonHas cucrema
Nudopmanrionnas chepa
Nudopmanronssie ycayru
NudopmanronHbie TPOAYKTHI

6. AnmapaTHO-TIpOTpaMMHBIE CpEACTBa KPUNTOrpadhuIecKoi 3amunThl HHPOpPMaITUH
BBITIOJIHSAIOT (DYHKIUH:

a) ayTeHTU(PUKALMIO MOJIb30BaTEsl, Pa3rpaHUYEeHNe 0CTyNna K HH(popMaIuu,
olecreyeHne HeJOCTHOCTH HH(POPMAIMH U ee 3AIIUThI OT YHHYTOKEeHU,
mmdpoBaHue U JIEKTPOHHYIO HUPPOBYIO NOINMUCH;

b) opraHn30BBIBAIOT peaTu3aIMI0 TOJUTHKH 0€301MacHOCTH HH(OpPMAITUK Ha dTare
skcrutyaranuu KC;

C) IPOBEPSIOT Ha OTCYTCTBHE 3aKJIAIOK TPUOOPOB, YCTPOMCTB.

7. Bo3MoxHbIE KaHaJIbl YTEUKUA WH(DOPMALINHU 0 KJIacCU(UKALIUU Pa3IeIsioT:

a) YeJIOBEK, JTMHUS CBA3M;
b) koMmMmyTaIOHHOE 000pYIOBaHKE, YSIOBEK.
C) 4YeJI0BEK, ANNapaTypa, mporpaMmmas

8. ACI/IMMeTpI/ILIHaH KPHUIITOCUCTEMA ITPEATIOJIAaracT UCII0JIb30BaHUEC

a) cUCTeMBbI pa3rpaHUYeHHUs IOCTYIIA;
b) ABYX KII0Ye€it OTKPHITOrO U JJUYHOIO (CEKPETHOI0);
C) IEPEHOCHBIX HOCUTEJIEH JIJIsi XpaHCHHs CEKPETHON HHPOPMAIIHH.

9. Ilox KOMIIBKOTCPHBIM BUPYCOM IOHUMACTCH:

a) mporpamMma UMeroIas JA0CTyI K (ailiaMm cucTeMbl, U UMEIOIas BO3MOXKHOCTb
paboTaTh C MPOLECCAMU CUCTEMBI;

b) aBroHoMHO dpyHKIHOHMPYOLIas POrpaMMa, 006,1a/1a101IAasI CIIOCOOHOCTHIO K
CaMOCTOSITEJIbHOMY BHEJPEHHIO B TeJIa IPYTUX NPOrpamMM U NMOCJIeAYIoIeMy
CaMOBOCIIPOM3BEICHUIO M CAMOPACNIPOCTPAHEHUIO B MH(pOpManHOHHO-
BBIYHCJIUTEIBHBIX CETAX M OTACJbHBIX DBM;

C) mporpamMma He UMerollast JOCTyN K (aiiaM CUCTeMBbI, U He UMEOIIasi BO3MOXHOCTb
paboTaTh C MPOLECCaMU CHCTEMBI.

10. HapexxHOCTh 3auThl HHQOPMAIMK B KOMIIBIOTEPHOM CUCTEME OTIpeIeIIeTCs:

a) KOHKpPETHBIM IlepevHeM u cBoiicTBamu QyHkuii KC;
b) ucnons3zyembimMu B pyHkiusax KC metonamu;
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11.

12.

13.

14.

15.

16.

17.

18.

¢) BapuaHThI a) U b)

K rpymnmne xaHanoB yredku HH(GOpMaIu, B KOTOPOil OCHOBHBIM CPEACTBOM SIBIISICTCS
YEJIOBEK, OTHOCATCS CIEAYIOUIUE YTCUKH:

a) pacuungpoBka nporpaMmoii 3ammpposanHoil nHGopmanuu;

b) HECAaHKIIMOHUPOBAHHBIN AOCTYII IPOTPaMMBbI K HH(POpMAITUH;

C) KONMPOBaHUE TPOTrPaMMO HHPOPMALIUU C HOCUTEIIEH.

Araxoit Ha KC Ha3pIBaloT:
a) BO3MOXKHOCTb BO3HUKHOBEHUS Ha KakoM-JIn0o 3tane xu3HeHHoro nukia KC takoro ee
COCTOSIHHUS, IIPH KOTOPOM CO3JIaK0TCS YCIOBHS ISl pealln3aluu yrpo3 0e30MacHOCTH
nHpopmanuy;
b) cobbITHE MK AelicTBHE, KOTOPOE MOKET BbI3BaTh M3MeHeHue ¢pyHkunonnposanus KC,
CBSI3aHHOE C HapyLICHUEM 3alllUIIEHHOCTH 00pabaThiBaeMOM B HeWl MH(OpMaLINK;
¢) AelicTBHUe, NPpEeANPUHUMAEMOe HApYLIMTeJeM, KOTOpoe 3aKJII0UYaeTcsl B ONCKe H
HCIO0JIL30BAHMYU TOW MJIM HHOM YS3BMMOCTH.

ABTOpHU3aIusa— 3T0:
a) npeaocTaBJieHUEM MOJTHOMOYHIA;
b) moarBepKaeHNE TIOITTUHHOCTH;
¢) mudpoBasi OIMUCH.

MannaTHBIH METOJT OCHOBBIBAETCS Ha:
a) MHOTOYPOBHEBOM MO/1eJIM 3alIUThI;
b) ucrnoyib30BaHNE MATPHI] TOCTYIIA;
¢) kpunTorpaduyecKoM peoOpa3oBaHUH.

Hcnonb3oBanue annmapaTHBIX CPECTB CHUMAET MpodiieMy:
a) obecmevyeHNsI MEJIOCTHOCTH CHCTEMBI;
b) pasrpanuueHue npas NOJb30BaTENEH U OOCITYKMBAIOIIETO IEPCOHANa M0 AOCTYIY K
pecypcam KC B cooTBeTCTBUU C (PYHKIIMOHAIBHBIMHU 00S3aHHOCTSIMU JIOJIKHOCTHBIX JIULL;
C) MCIIOJIb30BAHMSI CTPOTO OMPEEIEHHOTO MHOYKECTBA IIPOTPAMM.

K rpynne xananoB yreuku nHGOpMalLUU, B KOTOPO OCHOBHBIM CPEJICTBOM SIBIISIETCS
anmnaparypa, OTHOCSITCS CJEAYIOIINE YTeUKU:
a) xuIIeHue Hocureneit uupopmaruy (MarHUTHBIX IUCKOB, JUCKET, JICHT) ;
b) konrpoBaHue porpamMmoit HHGOPMAIIMK ¢ HOCHTENIEH
C) noakJw4yeHue K [II9BM cnennanbHo pa3padoTaHHBIX ANINIAPATHBIX CPEACTB,
ofecre4ynBaIOIIKX IOCTYN K MHGOpPMALUK;

K rpymnne kaHanaoB yreuku HH(GOpMaIUU B KOTOPOil OCHOBHBIM CPEACTBOM SIBIISICTCS
[IPpOrpaMMa, OTHOCATCS CIEAYIOIIUE YTEYKHU:
2) HeCAHKIIMOHMPOBAHHBIN JOCTYI NPOrpamMMbl K HHGopManum;
b) xumenue Hocurene nHpopmManuu(MarHUTHBIX TUCKOB, TUCKET, JIEHT);
C) UCHOJIb30BAHUE CIIELUAIBHBIX TEXHUUYECKUX CPEJICTB JUIS ITepexBara
IEKTPOMArHUTHBIX U3Iy4eHUH TEXHUUYECKUX cpeacTs [IOBM.

Kakast u3 ¢pyHKIMI He BXOJUT B IPOIIECC YIPaBICHUS KIIOYaMu?
a) reHepanus KIoYei;
b) pacnpenenenue KiIroueH.
C) mepeajpecanusi KJIK04ei;
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19. Pe3uneHTHBIE BUPYCHI 3TO:
a) BUPYChI, KOTOPbIE BBINOIHAIOTCS TOJIBKO B MOMEHT 3aIlyCKa 3apakKeHHOM IpOorpamMMBbl;
b) Bupychl, KoTOpBIE MOC/Ie AKTHBU3AIUH OCTOSTHHO HAXOASTCS B ONEPaTHBHOI
NaMATH KOMIILIOTEPAa M KOHTPOJIMPYIOT JOCTYII K €ro pecypcam;
C) BUPYCBHI, 3apa)Karolue MPOrpaMMbl, XPaHSIINECs B CHCTEMHBIX 00JIACTSIX TUCKOB.

20. K HenpeHaMepeHHBIM yrpo3aM OTHOCSTCS:
a) ommOku B paspadorke nporpamMmmubix cpeacts KC;
b) HecankunoHupoBaHHbIi g0cTyM K pecypcam KC co cropons! nosib3oBateneit KC u
ITOCTOPOHHUX JIUI], YIIEpO OT KOTOPOTO ONPEAEsAeTCs MOIYy4EHHBIMU HApyLIUTEIEM
MTOJTHOMOYHSIMH;
C) yrpo3a HapyIieHus KOHPHUIESHIINATBLHOCTH, T.€. YTE€UKH HHPOPMALIUU OT PAHUIEHHOTO
noctyna, xpansmerics B KC wiu nepegaBaemoit ot ogaont KC k npyroii.

21. 151 mpoBeACHUS MPOLIEAYP UACHTH(PHUKAINN U ayTeHTU(DUKAIINH MTOTH30BATEIS
HE00X0AUMO:
a) HaJIM4Me COOTBETCTBYIOILIETr0 CyObeKTa (MOIYIsl) ayTeHTU(DUKALINY;
b) Hannuue ayreHTUUIUPYIOLIET0 00BEKTa, XPAHSILIEr0 YHUKAIbHYI0 HHPOPMAIHUIO;
¢) oTBeThI a) U b)

22. Kakoit u3 GyHKIIMOHAIBHBIX OJIOKOB JIOJDKHA COJIEPKATh CUCTEMa pa3rpaHHueHHsI TOCTyIa
K UH(pOpMaIuu:
a) 010k Kpunrorpaguyeckoro npeodpazosanus HHGOPMaLUK NP ee XPAHEHUH H
nepeaaye;
b) 6710k KOHTPOJISI Cpe/bl pa3MEIICHHMS;
¢) O6JI0K KOHTPOJISL CPEIbl BBHITTOTHCHHUS.

23. K cpeacTBaM akTHBHOM 3alTUTHI OTHOCSITCSI:
a) HCKa’KeHHbIEe MPOrpaMMbl (IPOrpaMMbl BUPYChl, HCKAKeHUEe PYHKIMH) ;
b) 3aka3zHOE MPOEKTHPOBAHHKE,
C) crienuaibHas anmaparypa.

24. K yMBIIIIJIEHHBIM yIPO3aM OTHOCSATCS:
a) Bo3jelcTBue Ha ammaparsbie cpefcTBa KC dusnueckux mosiei Ipyrux 3JeKTPOHHBIX
yCTPOUCTB(MPHU HECOOTIOICHUH YCIOBUN UX IEKTPOMArHUTHOM COBMECTUMOCTH) U JIp.
b) omnbku mons3oBareneit KC.
C) HeCAHKIMOHUPOBaHHbIe JielicTBUA 00cayxuBawiero nepconana KC (nanpumep,
ocsiadseHHe MOJIUTHKH 0€30MACHOCTH A/IMUHUCTPATOPOM, OTBEYAKOIINM 32
o0ezomacuocth KC);

25. buomerpuueckas uaeHTH(GUKALNSA U ayTeHTU(PUKALNS [T0JIb30BATENS 3TO:
a) cxeMa MJIeHTU(UKALMHU TIO3BOJISIONIAs YBEIMUUTh YUCIIO aKKpeIUTALNH,
BBITIOJIHSEMBIX 32 OJMH IIUKJI, 1 TEM CaMbIM YMEHBIIUTD JIUTEIBHOCTH IpoLiecca
UACHTUDUKALIHN;
b) nnenTHPUKANNS MTOTEHIMAIBLHOTO MOJIH30BATEJISl IIyTeM H3MePEeHHUsl
(pM3H0I0rMYeCKUX TAPAMETPOB M XapaKTePUCTHK YeJ10BeKa, 0CO0eHHOCTell ero
NOBe/IeHUs;
C) cxeMa MJICHTU(DMKALMHU C HyJeBOU nepeayeil 3HaHU.

26. KocBeHHBIMU KaHATAMH YT€UKU HA3BIBAIOT:
a) KaHaJIbl, He CBSI3aHHbIE ¢ (PU3NYECKHM JOCTYNIOM K djaemMeHTam KC;
b) kaHanel, cBsI3aHHBIE ¢ PUINIECKUM JOCTYNOM K dnemeHTam KC;
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C) KaHaJlbl, CBsI3aHHbIE C U3MeHeHHe 1eMeHTOB KC u ee cTpyKTyphl.

27. 1511 4ero ucrnoib3yercs mpoueaypa “pykonoxaTvs’:
a) Ui pactpeeNeHus KIFoYeld MeX Ty OUIMHHBIMU TTapTHEPAMU;
b) nuist B3aMMHOI POBEPKH NMOATUHHOCTH;
C) Uit 6€30MaCHOTO MCIIOJIb30BAHHS MHTEIUICKTYaIbHBIX KapT.

28. Moudukanms KiIov4a— 3T0
a) reHepHPOBAHHE HOBOI0 KJII04YA M3 MpPeIbIAylIero 3HAYeHUs KJI04a ¢ IOMOIIbIO
OJTHOCTOPOHHEH (0OJHOHANIPABJICHHOH) QYHKIMH;
b) renepupoBaHue HOBOTO KJII04a U3 MOCIEAYIOLIETr0 3HAUYCHHS KIIF04a C [IOMOIIbIO
OJIHOCTOPOHHEHN (0 JTHOHAIIPAaBIEHHOM) QyHKINY;
C) FEHEPHPOBAHNE HOBOTO KIIF0Ya U3 IPEABIAYILIET0 3HAUE€HUs KJI0Ya ¢ IOMOIIbIO
JIBYCTOPOHHEN(IBYHANPABICHHON) () YHKIIMH.

29. TpaH3UTHBIE BUPYCHI ITO:
a) BUPYCHI, KOTOPBIE TOCTIE aKTUBU3AIMH MTOCTOSTHHO HAXOAATCS B ONIEPATUBHOMN IMTaMSTH
KOMITBIOTEpA U KOHTPOJIMPYIOT JOCTYI K €r0 pecypcam;
b) BupychI, KOTOpBIE BHINOJIHIKTCS TOJHLKO B MOMEHT 3aIyCKa 3apaKeHHOi
NMPOrpaMMbI;
C) BHPYCHI, 3apa)KaroIIue MPOrPaMMBbI, XPAHSIIHECS B CHCTEMHBIX 00JIACTSIX JIUCKOB.

30. [Tox opranm3zanueii Jo0CTyna K pecypcam IMOHUMAETCs
a) XpaHeHus1 aTpUOyTOB CUCTEMBI 3aIIUTHI, MOJIEPKKH KPUNTOTpadhuIeCKOro 3aKphITHS
nHpopManuu, 06paboTKH COOEB M OTKA30B M HEKOTOPBIE JIPYTHUE;
b) nmpenoTBpalieHre HECAHKIIMOHUPOBAHHOTO TIEPEX0/1a T0JIb30BATEIbCKUX MPOIIECCOB B
MIPUBUJIETUPOBAHHOE COCTOSHUE.
C) BeChb KOMILJIEKC Mep, KOTOPbIil BbINOJIHSIETCS B npouecce sxcrmiyaranun KC niis
NpeI0TBPAaLlleHUs HeCAHKIIMOHUPOBAHHOIO BO3/1elicTBHS HA TeXHUYECKHeE U
NpOrpaMMHBbIe CPe/ICTBA, a TAK:Ke HA HH(POPMAIIUIO;

31. Texuuueckre MEpPONPUATHS HAIPABJICHBDI:
a) Ha UCIOJIb30BaHUE CHEIHAIbHBIX TEXHUUYECKUX CPEJCTB AJIs IepexBaTa
3JIEKTPOMArHUTHBIX U3Ty4eHUI TeXxHu4Yeckux cpeacts [19BM;
b) Ha 3ammTy KIroueii mudpoBaHUs U AIEKTPOHHON udpoBoit moamucu( DL u
HEU3MEHHOCTH anroputma mudpoBanus u LTI
C) HA HeJoNMylIeHUEe BbIX0/1a HH(POPMATHBHOIO CUTHAJIA 32 Mpe/iesibl
KOHTPOJIUPYEMOii TePPUTOPHUH € MOMOIIHIO CePTH(PUIMPOBAHHBIX TEXHHYECKHUX
CPe/ICTB 3aILIUTHI;

32. Bupycoi-mytantsl (MtE-Bupycsr) 3to
a) BUPYChI, COlep:Kalue B cede aaropuTMsl mudpoBanusi, odecnevynBaronue
pasjim4uMe pa3HbIX KONMI BHPYCAa;
b) Bupychl, nbITarolrecs ObITh HEBUIUMBIMUA HA OCHOBE KOHTPOJIS JJOCTYNA K
3apaKCHHBIM DJIEMEHTaM JIaHHBIX;
C) BUPYCBHI, 3apa)arolye MporpaMmMbl, XpaHSIIUECcs B CHCTEMHBIX 00JIACTSIX TUCKOB.

33. KakuM 13 nepevncieHHbIX CIoco00B HE peaiu3yeTcs pacnpeaeieHue KIroueil Mexay
10JIb30BATEISAMU KOMIIBIOTEPHOM CETH:
a) JIOKYMEHTHPOBaHHeE AJITOPUTMOB o0ecriedyeHusl 3alMThl HHOpManuu;
b) ncroap30BaHUEM OJHOTO MM HECKOJIBKUX LIEHTPOB pacIpelesieH s KIII0Yei;
C) MPSIMBIM OOMEHOM CEaHCOBBIMHU KITIOUaMH MEXJy IOJIb30BaTEISIMHU CETH.
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34. AxTUBHBIE CTIOCOOBI 3aIUTHI HH(OPMAIIMY TIPU €€ YTEUKE Yepe3 CeTh AIEKTPOMUTAHHUS
HalpaBJICHHbIC Ha:
a) co3JaHNe MACKMPYIOLIEro 1myma;
b) nepexBara napopmanuy;
C) MMHUMHM3ALIMIO MTApa3UTHBIX cBsi3el BHyTpu [IDBM.

35. MexaHu3M 3amnpoca-oTBeTa UCTIOJIb3YeTCs IS
a) NPOBePKH MOJJIHUHHOCTH;
b) mmdpoBanus;
C) PEruCTpaIMy BPEMEHH Ul KQKJ0r0 COOOLICHNSI.

3agaHusA OTKPHITOr0 THIA
1. TIpomomxkure dpazy: " [locmenoBaTenbHOCTh CUMBOJIOB, HEAOCTYITHAS IS TIOCTOPOHHHUX,
MpeHa3HaYeHHast 1715 UACHTU(UKALMY U ayTeHTU(PUKAUU CYyObEKTOB U 0OBEKTOB MEXTY
coboii - 370..." (mapoJib)

2. HWudopmarms MoKeT ObITh 3alIMIICHA O3 almapaTHbIX U MPOrPAMMHBIX CPEJICTB 3aIUThI C
HIOMOIIIBIO npeoOpa3oBaHMil. 3aMHUIIATE OTBET:
(kpunTorpadpuyecknx/kpunrtorpadun)

3. CuMBOJIBI IH(PYEMOTO TEKCTA MOCIIEIOBATENBHO CKITAIBIBAIOTCS C CHMBOJIAMH HEKOTOPOH
CIIEIMATBLHOM TOCIIEI0BATEIBHOCTH, 3TO METO,T
(raMmMupoBaHHsI/TAMMHPOBaHHeE)

4. Tlomy4uTh UCXOIHOE COOOIICHUE, KOTOPOE ObLIO 3anu(pPOBaHO.
Jlst g poBaHus cCOOOIIEeHHS ObLT MPUMEHEH KOMOWHUPOBAHHBIHN TIOIXOI:
1) IlepecranoBka (mo meroxy I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6patumoe XOR mudposanue, 1234567890123456789
3akoaupoBanHoe coobmenue: YIadXbITUnXImoiinn

CJI0BO: YmpaBJleHME

5. Tlomy4unTh UCXOTHOE COOOIIECHHE, KOTOPOE ObLIO 3anu(pPOBaHO.
Jlst g poBanus cOOOIIEeHHs ObLT MPUMEHEH KOMOMHUPOBAHHBIHN TI0IXOI:
1) [lepecranoBka (o metony ['amunsTona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mudposanue, 1234567890123456789
3akoaupoBanHoe coobmienue: SAlIoIIIIBAIPb®nbliinb

Cy1oBO: DKOHOMMYECKUM

6. Ilomyuuth HcxoHOE COOOIIEHHE, KOTOPOE OBLIO 3aIuPOBAHO.
Jnia mmudpoBanus cooOIIeHus ObUT IPUMEHEH KOMOMHUPOBAHHBIN MOIXO/T;
1) [lepecranoBka (o merony 'amunsTona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmpposanue, 1234567890123456789
3akoaupoBanHoe cooduienue: bApIlIIBIAUMallllmotinn

Cnoso: lMHbpopmaumsa

7. TlomyuuTth UCX0aHOE COOOIIEHHE, KOTOpOE OBLIO 3amn(ppOBaHO.
Jnis mmudpoBanus cooOIIeHus ObUT IPUMEHEH KOMOMHHPOBAHHBIN TOIXO/T;
1) [lepecranoBka (o merony 'amunsrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mudposanue, 1234567890123456789
3akoaupoBanHoe coobuenue: I' ToDIOxbaBAndiinY
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CrnoBo: BaumraCucrem

8. TlomyunTth HCXOHOE COOOIICHHE, KOTOPOE OBLIO 3amupPOBaHO.
Jlns mudpoBaHus cooOIIeH s ObLT IPUMEHEH KOMOWHUPOBAHHBIH 1OJIXOI:
1) IlepecranoBka (o meroxy I'amuneToHa), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoanue, 1234567890123456789
3akoaupoBanHoe coobmenue: YTroll[P3LLbaMI ot

CryioBo: HamexHOCTb

9. Tlomy4wTh HCXOJIHOE COOOIICHHE, KOTOPOE OBLIO 3amU(POBAHO.
Jnst mmdpoBaHus cOOOIIEHNUs OB MPUMEHEH KOMOMHUPOBAHHBIN TTOIXO/I:
1) IlepecranoBka (mo meroxy I'amunsToHa), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mudpposanue, 1234567890123456789
3akoaupoBanHoe coobmienue: AballEbIYM nXIlnoiimn

Crnopo: lnpporaHMe

10. [MToyunTh UCXOAHOE COOOIIEHUE, KOTOpOE ObLTO 3amudpoBaHo.
Jlia mmdpoBanus cooOieHns ObUT IPUMEHEH KOMOMHUPOBAHHBIN MOIXO/;
1) [epecranoBka (mo metoxy I'amunsToHa), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mudpposanue, 1234567890123456789
3akoaupoBarHoe coobmienue: ['TIstbIITIOI XX PbInblitnA

CyioBo: UMaeHTUbOUKALUSA

11. TlomyuuTh UCXOAHOE COOOIIEHNE, KOTOPOE OBLIO 3amu(poBaHo.
Jlst g poBanus cooOmeHus ObUT MPUMEHEH KOMOWHUPOBAHHBIN TIOIXOT:
1) IlepecranoBka (o meroay I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mudposanue, 1234567890123456789
3akoaupoBanHoe coobmenne: bby)KPBAKCBIIHE#ul]

CjioBO: AyTeHTUOMKaUMS

12. TlomyuuTh UCXOIHOE COOOIIEHNE, KOTOPOE OBLIO 3amu(poBaHo.
Jlst g poBaHus COOOIIEHHS ObLT MPUMEHEH KOMOMHUPOBAHHBIN TIOIXOI:
1) IlepecranoBka (o meroay I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6patumoe XOR mudposanue, 1234567890123456789
3akoaupoBanHoe coobmienue: bbmberXKYbIablAnoiinK

Crnoso: JloruHIlapoJsib

13. TlomyuuTh HCXOHOE COOOIIEHUE, KOTOPOE OBLIO 3amu(poOBaHoO.
Jnia mmmdpoBanus cooOiIeHus ObUT IPUMEHEH KOMOMHUPOBAHHBIN MOIXO/T;
1) [lepecranoBka (o metony ['amunsTona), 5-2-1-6-4-8-7-3;
2) O6parumoe XOR mudposanue, 1234567890123456789
3akoaupoBanHoe coobmienue: ['TIo/ A TJIbMmiB S

CyioBO: 3JeKTpoHHBIIKITIOU

14. Tlomy4uThs UCXOTHOE COOOIIEHHE, KOTOPOE ObLIO 3aIN(pPOBAHO.
Jns mmdpoBaHust coOOIIEeHUs Ol MPUMEHEH KOMOMHUPOBAHHBIN MOIAXO/I:
1) [lepecranoBka (o merony 'amunsTona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmpposanue, 1234567890123456789
3akoaupoBanHoe coobmenue: [I{UBA3bANABCroitnn

Cnoso: Ceprudmxat

15. TomyuuTs UCXOAHOE COOOIIEHUE, KOTOpOe ObLIO 3amudpoBaHo.
Jnis mmudpoBanus cooOIIeHus ObUT IPUMEHEH KOMOMHHPOBAHHBIN MOIXO/T;
1) [lepecranoBka (o merony ['amunsTona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mupposanue, 1234567890123456789
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3akoaupoBannoe coobmenue: [T JADIIIalINmoiub

CiioBO: BJIOKMPOBIIMK

16. IToxyunTh UCXOAHOE COOOIIEHUE, KOTOpOE ObLIO 3amudpoBaHo.

Jnst mmdpoBaHus coOOIEeHUs ObLI MPUMEHEH KOMOMHUPOBAHHBIN MOAXO/I;:
1) IlepecranoBka (1o meroxy I'amunsToHa), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoanue, 1234567890123456789
3akoaupoBanHoe coobuienue: ['THDOIUrbablIInCiiunlll

CroBo: 3BammTadaniion

17. Tloy4uTh UCXOAHOE COOOIIEHUE, KOTOpOE ObLTO 3amudpoBaHo.

Jlnia mmdpoBanus cooO1ieHns ObUT IPUMEHEH KOMOMHUPOBAHHBIN MOIXO/;
1) IlepecranoBka (mo meroxy I'amunsToHa), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mudpposanue, 1234567890123456789
3akoaupoBanHoe coobiienne: bOyOXbIEYall|Knoitnn

CrnoBo: AnnapaTHBI

18.

19.

20.

21.

22.

23.

24,

25.

[ToanenbHble COOOIIEHUS OT UMEHH O0AHKOB WM (PMHAHCOBBIX KOMITAHUH, II€JIbI0 KOTOPBIX
sBisieTcss  cOOp  JIOTMHOB, TApoJied W TNUH-KOJOB  TIOJB30BaTeleld  Ha3bIBaeTCS
(pummHr)
OnuHOYHAs aTakW, B KOTOPOM MOIICHHUKH HANaJaloT C IEJIbI0 BHI3BATh MEPErpy3Ky
MOJICUCTEMBI CEpBHUCA, IyTEM OTMPAaBKH MaKCHMAJIILHOTO KOJIMYeCTBa TpaduKa >XepTBe.
(DoS-araka)
Ha kakoM ypoBHE OJTaJOHHOW CEMUYPOBHEBOM MOJENIN MOXKET OBITh pearTn30BaHO
TYHHEIUpoOBaHue? (ceToBOM/CETEBOM YPOBHE)
[IpodeccronanbHble B3IOMIIUKHA 3alIUThl KOMIBIOTEPHBIX MPOrpaMM U  CO3JaTeNd
KOMITbIOTEPHBIX BUPYCOB (xakepbl)
[Ipouecc Bxoma B cucTeMy, KOTOPBIM COCTOMT M3 HECKOJIbKMX IIaroB M TpeOyeT oOT
MoJIb30BaTeNsl  yKasarh Oonpiie  MHpOpMAINH, a He  TOJbKO  Mapojb
(MHOTOCTYNeHuYaTast ayreHTuukanus/ MFA)
3anuparoriee yCTpOMCTBO, KOTOpoe paboTaeT ¢ TMOMOIIBIO 3JIEKTPUYECKOTO TOKa
(3JIEKTPOHHBII 3aMOK)
[IpoTokoi1, KOTOPHBIN 0OecIeYnBaET LENOCTHOCTh U KOH(PHUASHIUATBHOCTh JAHHBIX MPH HX
neperaye MeXAy CalToM U YCTPOICTBOM I0JIb30BATENs (https /
HyperText Transfer Protocol Secure)
Texnonorust BUpTyanu3aludd JAHHBIX, KOTOpas oOOBEAMHSET HECKOJIbKO JUCKOB B
JOTUYECKUI  dAJIIEMEHT JUisi U30BITOYHOCTH W TOBBIIIEHUS  POU3BOJUTEIBHOCTH
(RAID / RAID-maccuB/ W30bITOYHBIIE MAaCCHB He3aBHCHMbBIX

JANCKOB)

26. OcHOBHas cocTaBJisonas WHGOPMAMOHHON 0e30MacHOCTH, 00eCIeYrBaroIIas 3aluTy
Ba)XHOW MH(OPMAIMU OT HECAaHKIIMOHMPOBAHHOTO JOCTYyNa K MHPOPMAIMU Ha3bIBACTCS

(xoHpHUAEHIHATLHOCTD)

27.OcHOBHas  cocTaBisgomas HMHGOPMAIMOHHOM  Oe3omacHocTH, obOecneunBaromias
BO3MOJKHOCTh PabOThl ¢ MHpOpMaLKMEl U 3a IpUeMIIeMOe BpeMsl MOIYyYUTh TpeOyeMyro
MH(GOPMAIMOHHYIO YCIIYTY Ha3blBaeTcs (mocTymHOCTB)

28. OcHOBHass  cocTaBisfomas HMHGOPMAIMOHHOM  Oe3omacHocTH, obOecneunBaromias
HEU3MEHHOCTH JAaHHBIX MPH BBINOJHEHUH KaKOH-TMOO0 omepanyy HaJl HUIMU Ha3blBaeTCs

(mesocTHOCTD)
29. Eciiu BBl mokujaere pabouee mMecto MeHee yeM Ha 10 MuHYT, Kakoi KoMOHMHaiuei
KJIABUII MO>KHO OJIOKMPOBATH KOMIIBIOTED B oC Windows?
(Win+L)

30. Bun BpemOHOCHBIX MPOrpaMM, CHOCOOHBIX BHEAPATHCS B KOJA JAPYIHX IPOrpamm,
CHCTEMHbIE O0JIACTH MaMSTH, 3arpy30YHbIe CEKTOPBI U PAaCHpPOCTPAHATH CBOU KOIHHU IO
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pazHoOOpa3HBIM KaHalaM CBSI3U

(koMIBbIOTEpHBbIE BHPYCHI /

BHPYCHI)

Ha conmocraBjieHHe W PAaHKUPOBAHUE

a)
6)
B)
r)

XHIIeHHE HHPOpMALIUN
OLIMOKHU MOJIb30BATENS
KOMIBIOTEPHBIE BUPYCHI
OTKa3bl U cOOU anmnaparypsl
¢du3ndecKoe BO3JACHCTBIE Ha

anmaparypy
dbopc-MaxkOpHBIE 0OCTOSITENILCTBA

JOKTOP
CTOPOXK
pEBHU30p
JETEKTOP

Pasmectute BUABI HH(I)OpMaHHOHHOﬁ 0C30ITaCHOCTH OT BCPXHETO K HWJKHEMY YPOBHIO

1. VYcranoBuTe COOTBETCTBUE!

1) npenHaMepeHHbIC YIPO3bI

2) ciy4aiHbIe YTPO3bI

Orser: 1-a3,8,1 2-0,1,¢,

2. YCTaHOBUTE COOTBETCTBUE:

1) AnTHBHpPYC 00€CIeYnBaET MOUCK
BHUPYCOB B OIIEPATUBHOW MaMsTH, Ha
BHEIIHUX HOCHUTEJISX ITyTEM TOJICUEeTa
Y CpaBHEHWUS C 3TAJIOHOM KOHTPOJIBHOM
CYMMBI

2) AHTHBHpYC MPEICTaBIIeT CO00it
HEOOJIBIIYIO PE3UICHTHYIO IIPOrpaMMy,
MIPEeJHA3HAYCHHYIO JUIsl OOHAPYKEHUS
MOJIO3PUTEIIbHBIX JEHCTBUH TTPU
paboTe KOMIBIOTEPA, XapAKTEPHBIX IS
BHUPYCOB

3) AHTHBHUpYC 3alIOMHUHAET UCXOTHOEC
COCTOSIHHE NPOTPaMM, KaTajaoroB U
CHCTEMHBIX 00J1acTel ucKa Korjaa
KOMIIBIOTEP HE 3apa’K€H BUPYCOM, a
3aTeM MEePUOJUUYECKH UIIH 110 KOMaH e
10JIb30BATENs] CPAaBHUBAET TEKYILEe
COCTOSIHUE C UCXO/AHBIM

4) AHTHBUPYC HE TOJIbKO HaXOHUT
3apa’keHHbIE BUpycaMH (paiiibl, HO U
"neunt" UX, T.€. yaanseT u3 ¢aina
TEJIO MPOrpaMMBbl BUPYyca, BO3BpaLlast
(ailsibl B MCXO/IHOE COCTOSIHUE

Ortser: 1-1; 2-0; 3-B; 4-a

3.

KopnopaTtuBHas

[IepconanbHas

I'ocynapcrBennas

1) rocynapcrBeHHas

2) KOpHoOpaTUBHAs,

3) mepcoHanbHasl,

4. YcTaHOBUTE COOTBETCTBHUE!
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1)
2)
3)

OrtBerT:

wn o

OtBerT:

KOJMPOBAaHUE
pacceucHue-pa3HeCeHHE
C)KaTHe-pacluIupeHue

la 2B 30

YcTaHOBUTE COOTBETCTBHE:
craagapt ISO/ITEC 27000
CobiT

ITIL

16 2a 3B

Y CTaHOBUTE COOTBETCTBUE:!
Pazrnamenue rocy1apcTBEHHOM TaHBI
HaKa3bIBaETCA

Pasrnamenue nndopmanum, 10CTyI K
KOTOpOil orpannyeH (eaepaibHbIM
3aKOHOM (32 UCKJIFOUEHUEM CIIy4aeB,
€CJIM pa3riialieHue Takoil uHpopmanuu
BJICYET YTOJIOBHYIO OTBETCTBEHHOCTb),
JIMLOM, TIOJIYYMBILIHUM JIOCTYII K TAKOH
nH(OPMALIUU B CBA3H C UCTIOJHEHUEM
CITY’K€OHBIX WJIH MPO(ecCHOHATBHBIX
00s13aHHOCTEH BII€YET
HenpasomepHsbIii 1oCcTym K
KOMITbIOTEPHON HH(OPMALIUH, €CITU 3TO
JIeSTHUE TTOBJIEKIIO YHUYTOKECHHUE,
O70KMpoBaHKe, MOAU(DUKALIKIO JTNOO
KONUpOBaHKUE UH(POPMALIUH,
HapyueHue padbotsl OBM, cucremsl
OBM uiu ux ceTy, — HaKa3bpIBaeTCs
Coznanue, UCIOJIb30BAHUE U
pacIpoCTpaHEHHE BPEJOHOCHBIX
nporpamMm Juig OBM, 3aBenomo
MIPUBOALIUX K
HECAaHKI[MOHUPOBAHHOMY
YHUYTOXKEHHIO, OJOKHPOBAHMIO,

27

0)

0)

r)

nepexo1 OT 01HON (hOpMBI
npezcTaBiIeHus HHPOpMAIUU K
Ipyroi, 6osee ynoOHOM AJsi XpaHCHHSI,
nepeaayn uin 0opadboTku

3aMEHY 4acTO BCTPEYAIOIINXCS
OJMHAKOBBIX IOCIEA0BATEIBHOCTEN
CHMBOJIOB HEKOTOPBIMHU 3apaHee
BBIOPaHHBIMU CHIMBOJIAMH HITH K€
NOIMEIIMBAaHUE JOTOTHUTEIHHOM
uHpOpMaun

MaCCHB 3alUIIEHHBIX. JaHHBIX
JETTUTCS HA YaCTH, KaXK/1asi U3 KOTOPBIX
B OTJCITFHOCTH HE TIO3BOJISIET PACKPHIThH
COJEpKaHNE 3alIUIIaeMO
uH(popMaun

HpI/IHHI/IHI)I ynpaBneHI/m 158 ay)mTa
MH(OPMALMOHHBIX TEXHOJIOT Ul
CHCTEMa MEHEKMEHTA
nH($OPMALMOHHON 6€3011acCHOCTH
PYKOBOJICTB TIO YIIPaBJIECHUIO, OTIAIKE
U TOCTOSTHHOTO YJIy4YIIeHUsI OW3HEcC-
npomeccoB, cBsA3aHHbIXx ¢ UT

mTpadom B pazmMepe 10 ABYXCOT THICY
pyOelt wim B pazmepe 3apaboTHOM
IJIaThl UM MHOTO JOX0Ja
OCYXJICHHOTO 3a IEePUOJI JI0
BOCEMHAIIATH MECALIEB, JINOO
WCIIPaBUTEILHBIMU pabOTaMu Ha CPOK
JI0 OJTHOTO TO/1a, JIMOO OrpaHUYCHHEM
CBO0OOIBI HA CPOK /IO ABYX JIET, TNOO
NPUHYAUTEIbHBIMHA paboTaMH Ha CPOK
JI0 JIBYX JIET, THUOO JTUIIEHHEM CBOOOIbI
Ha TOT )K€ CPOK

apecToOM Ha CPOK OT YETHIPEX JI0 IIECTH
MeECSILIEB JIMOO JIMIIIEHHEM CBOOOIBI Ha
CPOK JI0 YETBIPEX JIET C JIUIICHUEM
MpaBa 3aHUMATh OMpPE/IeICHHBIE
OJDKHOCTH MJIA 3aHUMAaThCS
OTIPEICNIEHHOM e TENbHOCTHIO Ha CPOK
JI0 TpeX JIEeT

HAJIOXXEHHE aIMUHUCTPATUBHOTO
mTpada Ha TpaKJaHUHA B pa3Mepe OT
MSATUCOT JI0 OJTHOM ThICSYH pyOIeH, a
HAa JIOJDKHOCTHOTO JIMIIA — OT YeThIPex
TBICSY JIO TISITH THICSY pyOIieit
OTpaHHYEHHEM CBOOO/IbI Ha CPOK JI0



OtBerT:

MOAU(PHUKAIIH JTHO0 KOTTUPOBAHUIO
nH(pOpMAaLUK, HAPYIIEHUIO PabOTHI
OBM, cuctemsl OBM unm ux certw, a
PaBHO UC-TIOJIL30BAHUE OO
pacipocTpaHeHHe TaKKX IPOrpaMMm
WJIA MAIIMHHBIX HOCUTENEH C TaKUMU
Mpo-TpaMMaMi — HaKa3bIBAIOTCS

Ortger: 10 2B 3a 4r

YETHIPEX JIET, JIN0O MPUHYAUTEITHHBIMH
paboTaMu Ha CPOK JI0 YETHIPEX JIET,
1100 JTUIIEHUEM CBOOOIBI HA TOT K€
CpOK co mTpadoM B pa3mepe 10
JIBYXCOT ThHICSIY pyOJiell wim B pa3mepe
3apabO0THOM IJIATHI WJIM UHOTO JI0XO0/1a
OCYXKICHHOTO 32 IEPHOJ 110
BOCEMHA/IIIATH MECSIIEB.

7. Pasmectute ypoBHH Mojenu OS| oT HIKHETO Y BEpXHEMY

[IpukiagHON ypOBEHb
®u3n4ecKkuil ypoBeHb
KanaybHblil ypOBEHb,
CeaHCOBBII ypOBEHb
CereBoil ypoBEHb
TpaHCHIOpTHBIN YPOBEHB
[IpencraBuTenbHbIN YPOBEHD

1) ®usuveckuii ypoBeHb
2) KanasbHBIH ypOBEHb,
3) CeteBoii ypoBeHb,
4) TpaHCTIOPTHBINA YPOBEHb
5) CeaHCOBBI YPOBCHb
6) IlpencraBUTENBHBIN YPOBCHD
7) TlpuknamgHoil ypOBEHb
8. VYcraHOBUTE COOTBETCTBUE:
1. ®wusnueckuii ypoBeHb
2. KananbHBIN ypPOBEHB,
3. CereBoil ypOBEHbD,
4. TpaHCHOPTHBIN YPOBEHB
5. CeaHCOBBII YPOBEHD
6. IlpencraBUTENbHBIN YPOBEHB
7. TlpuknagHO# ypOBEHB
8.
1>x 2e 31 4r 58 60 7a
9. VYcraHOBUTE COOTBETCTBHE:
1. KoH}puneHunaabHOCTb
2. JlocTtynmHOCTh
3. IlenoctHOCTH

28

0)

JIOCTYTI K CETEBBIM CITy’KOaM
NpeICTaBJICHUE M KOJUPOBAHUE TAHHBIX
yIIPaBJICHUE CEAHCOM CBSI3U

npsiMasi CBSI3b MEKYy KOHCUHBIMH
MyHKTAaMH U HAJICKHOCTb

OTIpeJIeICHNE MapIIpyTa U JIOTHYecKast
ajipecanus

du3nveckas aapecarus

paboTa co cpeoi nepeiavyn, CHrHaJIaMH
Y JIBOUYHBIMU JIAHHBIMHU

OcHOBHasI COCTaBIISIFOIIAS
MH(GOPMAIMOHHON 0€30MacHOCTH,
obecreynBaromasi HEU3MEHHOCTH JIaHHBIX
MIPU BBITIOJIHEHUH KaKO#-IM00 onepanuu
HaJl HUIMH

OcHOBHasI COCTaBIISIFOIIIAS
UH(GOPMAIMOHHON 0€30MacHOCTH,
obecreuynBaromnias 3auTy BaKHOM
nH(GOpPMAIIMU OT HECAHKIIMOHHUPOBAHHOTO
nocTyna K uHpopmarmm



Ortger: 10 2B 3a

10.

YcTaHOBHUTE COOTBETCTBHUE:
MH(POPMAITMOHHO-CIIPABOYHBIE
CUCTEMBbI
MH(}OPMaIIMOHHO-COBETYIOLINE
CUCTEMBbI
MH(}OPMaIMOHHO-YIIPaBIISIOIINE
CUCTEMBI

Ortser: 1B 20 3a

0)

OcHOBHast COCTaBIISIOIIAS
nH(OPMAITMOHHOK 0€301aCHOCTH,
obecrieunBaroIas BO3MOXHOCTb pabOTHI ¢
uHpOpManrel U 3a IpueMIIeMoe BpeMs
HOJIyYHUTh TPeOyeMyIo HHPOPMAIIMOHHYIO
yeuyry

MpeHa3HAYCHBI JIJIST HAKOTUJICHUS U
aHaJIM3a TaHHBIX, HCOOXOIUMBIX IS
MIPUHSITHSI PEIICHUH B pa3IMIHBIX chepax
NeITeIbHOCTH JII0IEN

BbIpa0aTHIBAIOT UH(OPMALINIO, KOTOpast
MPUHUMAETCS YEJIOBEKOM K CBEJICHUIO U
HE TIpEeBpaIIaeTCsl HEMEIJIEHHO B CEPUIO
KOHKPETHBIX JICUCTBUN. DTU CUCTEMBI
001a/1a10T 60J1ee BBICOKOM CTENEHbIO
WHTEJUICKTA, TaK KaK JJI HUX XapaKTepHa
00paboTKa 3HaHWI, a HE JaHHBIX.
KOMIIBIOTEPHOE MPOTPAMMHOE CPEJICTBO,
MpeHa3HAYECHHOE JJIs XPaHCHUS 1
MIPEABSBIICHUS TI0JIb30BATEIIO
pa3HO00pa3HOU HHPOpPMAITUU
CIIPaBOYHOTO COJIEP KAHUS

Kommnerenmus OITK-7: CnocoGeH noHMMAaTh MPUHIIAITEI PaO0ThI COBPEMEHHBIX
WH(POPMAIIMOHHBIX TEXHOJIOTHIA U HCIIOJB30BATh UX JIISl PEHICHUs 3a1a4 Mpo(ecCHOHANTBHOM
JeSITeTIbHOCTH

3anaHus 3aKpbHITOr0 THIIA

1.

O0xacTe

HAaYyKH W TCEXHUKH,

OXBaThbIBaromias

COBOKYITHOCTb ~ KPUNTOTIpaUUYECKUX,

MIPOrPaMMHO-AIIAPATHBIX, TEXHUYECKUX, TPABOBBIX, OPraHU3AIIMOHHBIX METOI0B U CPEJICTB
obOecrieueHuss Oe3omacHOCTH HMHGOPMANMK TPH ee 00paboTKe, XpaHEHHWH M Teperade ¢
UCIIOJIb30BAHUEM COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHHA:

KommnuiekcHoe odecnieuenne HH(GOPMAIMOHHO 0€30MACHOCTH

a)
b)
c)
d)
e)

be3onacuocts AC

Yrpo3sa 6e3omacHOCTH

ATaka Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY
ITonuTtHka 6€30maCHOCTH

HerepLIBHLIfI HeHeHaHpaBHeHHHﬁ mponecce, nmpearoJiar 1 {81071 IIPUHATUC

COOTBCTCTBYIOIIHNX MCP HA BCCX dTAllaX KU3HCHHOI'O IIUKJIA AC:

a)
b)
c)
d)
€)

[IpuHUMI cUCTEMHOCTH

[IpuHLIHII KOMIUIEKCHOCTH
IIpyHUMN HeNPEePBIBHOM 3aLMTHI
[IpuHIMI pa3yMHON AOCTaTOYHOCTH
[TpuHIIMT THOKOCTH CUCTEMBI
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9.

Bust uHpOpMannoHHo#i 6€30MacHOCTH:

a) IlepconanbHasi, KOPNOPATHBHAS, rOCYIapPCTBEHHAS
b) Kimenrckas, cepBepHasi, ceTeBas

¢) JlokanpHas, riobaibHas, CMEIIaHHAS

K ocHOBHBIM nipuHIIHIIAM 0OectiedeHust HHPOPMAIOHHON 0€30MaCHOCTH OTHOCHUTCSL:
a) DxoHOMHYeCKOii 3PPeKTHBHOCTH CHCTEMBI (6€30MaCHOCTH

b) MuoromiathopMeHHO# peaaTr3alii CUCTEMBI

C) VYcuieHusl 3alIMIIEHHOCTH BCEX 3BCHBEB CUCTEMBI

[Tonutuka 6€30MacHOCTH B cUCTEME (CETH) — 3TO KOMILIEKC:

a) Hopwmbl HHPOPMAIIMOHHOTO TIpaBa, COOII0IaeMbIC B CETH

b) PykoBoacTs, TpeGoBaHuii 00ecrieueHUsI HEOOXOIMMOTO YPOBHS 0€30NACHOCTH
C) WHcTpykuumii, airOPUTMOB MOBEICHHS MOJB30BATENS B CETH

K npaBoBsiM MeTO1aM, 0OECTIEYNBAIOIINM HHPOPMAIIMOHHYIO O€30TTaCHOCTh, OTHOCSTCS:

a) PaspaboTka ammapaTHBIX CPEJCTB 00ECIICUECHHUS MPABOBBIX JaHHBIX

b) PaspaboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX ITPABOBBIX CETAX KYPHAIOB ydeTa
JIEUCTBUI

c) Pa3paboTka M KOHKpeTH3alusi IPABOBbIX HOPMATHBHBIX AKTOB 00ecneYeHust
0e30MacHOCTH

JloxyMeHTUpOBaHHAs HHGOPMAIHSI, JOCTYI K KOTOPOil OrpaHHYMBACTCSI B COOTBETCTBUH C
3aKOHOIATEILCTBOM PD:

a) TIocymapcTBeHHas TaiiHa

b) Kommepueckas TaitHa

c) bankoBckas TaiiHa

d) Koudunenumansuas naGopMaIivs

ITon yrpo3zoii 6e3omacHocty nHdopmaiu B komibsrotepHoit cucteme (KC) moHuMaroT:

a) BO3MOXXHOCTh BO3HUKHOBEHUS Ha KaKOM-JIn0o0 tarne xuzHenHoro nukia KC takoro ee
COCTOSIHUS, IPU KOTOPOM CO3/AI0TCS YCIOBUSA AJIsl pean3aluu yrpo3 06e30macHOCTH
nHpopMmaiuu;

b) coObITHE MM 1elicTBHE, KOTOPOe MOKET BbI3BAaTh U3MeHeHue PYHKIIMOHUPOBAHUS
KC, cBsi3aHHOe ¢ HapylIeHHeM 3alUIIeHHOCTH o0padaTbiBaeMoii B Hell mHGopManum;
C) eHCTBUE, MPEANPUHUMAEMOE HAPYILIUTEIEM, KOTOPOE 3aKITF0YaeTCs B IOUCKE U
WCIIOJIb30BAHUU TOW WJIM UHOM YSI3BUMOCTH.

Nnentuduxanus oObeKTa— 3T0:
a) o1HA U3 PYHKUHMH NOJACHCTEeMbI 3aIIUThI;
b) B3aMHO€ yCTaHOBJICHHE TOITTMHHOCTH 00OBEKTOB, CBA3BIBAIOIINXCS MEXKIY CO00it 1o
JIMHUSIM CBSI3H;
¢) cepa melicTBUI MONIL30BATENS U JOCTYIHBIE eMy pecypcbl KC.

10. Vsa3BUMOCTh HHPOPMALIUT— 3TO:

a) BO3MOKHOCTH BO3HUKHOBEHHSI HA KAKOM-JIM00 3Tane ;ku3HeHHoro nukjiaa KC
TAKOr0 ee COCTOSIHUSL, IPU KOTOPOM CO31aI0TCS YCJIOBHS /sl peajin3alum yrpo3
Oe3onacHocTH HHPOPMALINH;

b) coObITHE MK AelicTBHE, KOTOPOE MOKET BbI3BaTh M3MeHeHue GpyHkimonupoBanus KC,
CBSI3aHHOE C HapyIICHUEM 3allUIIEHHOCTH 00padaThiBaeMOH B Hell HH(OpMAIINK;
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C) 3TO JCICTBUE, TPEANPUHUMAEMOE HAPYLUIUTEIEM, KOTOPOE 3aKIIF0UAETCS B TIOUCKE U
KCMOJIb30BAHUM TOW UM UHOM YSI3BUMOCTH.

11. Yro HE siBisieTcs 3ieMEHTOM CHUCTEMBI oOecrieueHust nHpopMamoHHoi 6e3onacHocTu PO:
a) [Mamarer ®enepanbHOrO COOpaHUS;
b) TlpesuneHr;
€) Opranbl MECTHOTO CaMOYIIPABJICHHS;
d) Oo6mecrBennas Ilanara;
e) Oprasbl UCTIOJIHUTEIILHOW BJIACTH;
f) Coser 6e3omacuocTr?

12. Coznanue, HCMIOTB30BAaHKUE M PACTIPOCTPaHEHHE BPEIOHOCHBIX IporpaMM i1t DBM,
3aBeI0MO MPUBOIAUINX K HECAHKIIHOHUPOBAHHOMY YHUUTOXEHHIO, OJJOKHMPOBAHMUIO,
MoAU(pUKAIIHU TNO0 KOMUPOBAaHUIO HHPOPMAIK, HapyIeHuio padboTel OBM, cucteMbl
OBM unm ux cetu, a paBHO UCIHOJIb30BaHUE TMOO pacpoCTpaHEHUE TaKUX MPOTrpaMM HIIH
MAalIMHHBIX HOCUTEJNEH C TAKMMHU ITPOTrpaMMaMH — MOTYT OCYIIECTBISATHCS

a) TOJBKO C MPSIMBbIM YMbICJIOM
b) 1o HeocTOpOKHOCTH

13. Jlyst 9ero co3maercst CUCTeMa pa3rpaHudCHHs JOCTYIa K HHPOPMAIHH:
a) auis 3amuThl nHpopmauuu ot HCJL;
b) nns ocymectnenus HCIU;
C) ONpeJIeNIeHNUs] MAKCUMAJIbHOTO YPOBHS KOH(MUICHIIMATFHOCTH JOKYMEHTA.

14. TIpouenypy ycTaHOBKH chep ACHCTBHUS MOJIB30BATENS M TOCTYIHBIE eMy pecypcbl KC
Ha3bIBAIOT:
a) ayreHTU(pHUKaICH;
b) aBropu3anueii;
¢) uACHTH(UKALIHSL.

15. UckyccTBEeHHBIE YTPO3bl UCXOS U3 UX MOTHBOB Pa3AelstoTCs Ha:
a) KOCBEHHBIE U HEMOCPEACTBEHHBIE;
b) HecaHKIIMOHUPOBAHHBIC U CAHKI[MOHUPOBAHHBIC.
C) HellpeJHAMEpPEeHHbIe U NpeHaAMepeHHbIe;

16. Ayrentuduxanus — 3T0:
a) MOATBEP KIeHHe MOAJTUHHOCTH;
b) npenocTaBiIeHUEM TTOJJHOMOYHIA;
¢) g poBasi MOJIIHCH.

17. ITpu sKCIuTyaTaluu MEXaHU3MOB ayTeHTH()UKAIIMU OCHOBHBIMH 33]]a4uaMH SIBJISTFOTCSI:
a) resHepanus WM U3roToBJeHHe HAEHTU(PUKATOPOB, UX Y4eT U XpaHeHue,
nepegaya uIeHTUPUKATOPOB MOJIb30BATETI0 U KOHTPOJIb HA/I NPABUJIbHOCTHIO
BBINOJIHeHHS npouenyp ayrenruguxkanuu B KC;
b) pasrpanndeHue mnpas MoJIb30BaTeNEH U 00CTYKHUBAIOIIIETO MTEPCOHANA MO IOCTYITY K
pecypcam KC B cooTBeTCTBUU C PYHKIIMOHATHHBIMHU 00S3aHHOCTSIMH JIOJIKHOCTHBIX JIUIL;
C) peanu3alys MeXaHHu3Ma BUPTYaIbHOM MaMsITH C pa3/IeJIeHHEeM aIpEeCHBIX TPOCTPAHCTB.

18. Opranu3aliMOHHBIMH MEPOIPUATHAMU PEIyCMaTPUBACTCS
a) HCKJII0YeHUe HAXO0K/IeHUsI B MeCTaxX HAJTUYMsA MH(POPMATUBHOI0 CUTHAJIA
3J10YMBILVICHHMKA ¥ KOHTPOJIb 32 €ro AeCTBHAMM U NepelBUKeHHEM;
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b) uckiroueHne 3HAYUTEIHHON YaCTH 3arPy30YHBIX MOYJIEeH U3 chephl UX
JOCATaeMOCTH;

C) UCKJIIOUEHUE HECAHKIIMOHUPOBAHHOTO J10cTyna K pecypcaM [I9BM u xpansummcs B
HEHW IporpaMMaM U JaHHBIM.

19. N30bupaTenbHas MOJUTHKA OE30ITACHOCTH MTOAPA3YMEBAET, UTO:
a) mpaBa J0cTyna cy0beKTa K 00beKTY CHCTeMBbI ONpee/IsI0TCS HA OCHOBAHUH
HEKOTOPOro BHEIIHero (Mo OTHOIIEHMIO K cUcTeMe) NpaBuJia (CBOCTBO
H30MpaTeIbHOCTH);
b) Bce CyOBEKTHI U 0OBEKTHI CUCTEMBI JIOJDKHBI OBITH OJHO3HAYHO WICHTU(HUIIPOBAHEI,
C) KaXJI0MY OOBEKTY CHCTEMBI IIPUCBOEHA METKA KPUTUIHOCTH, OTIPEIEIISIOIast
[IEHHOCTH COJIepIKaIeiicsl B HeM HH(OpMAITHH.

20. B 4eM 3axirodaeTcs MpaBWiIO pa3rpaHUUYCHUS TOCTyTIA
a) JIMI0 J0NyCKaeTcs K padoTe ¢ JOKYMEHTOM TOJIbKO B TOM cjIy4ae, ecid YPOBEeHb
AOIMYyCcKa Cy0ObeKTa A0CTYNa paBeH HJIU Bblllle YPOBHS KOH(PUIEHIINATBHOCTH
AOKYMEHTAa, a B Ha0ope KaTeropuii, NpMCcBOCHHBIX JAHHOMY CYObEKTY 10CTYIA,
cojiepskaTcs Bce KaTeropuM, onpejaeaeHHbIe 11 JaHHOT0 JOKYMEHTAa;
b) nuiio gomyckaercs K paboTe ¢ JOKYMEHTOM TOJILKO B TOM CITydae, €Clid YpOBEHb
JIOTTyCcKa CyObeKTa JIOCTyIa HIKE YPOBHS KOHOUACHIINAILHOCTH JOKYMEHTA, a B Habope
KaTeropHid, MPUCBOECHHBIX JAHHOMY CYOBEKTY JOCTYIIa, COJIEpIKATCS BCE KaTeTOPHUH,
OTIpe/ieNIeHHbIE Ul JAaHHOTO JJOKYMEHTAa;
C) JIUIO JIOTMyCKaeTcs K paboTe ¢ JOKYMEHTOM TOJILKO B TOM CIIydae, €Clii YPOBEHb
JOTycKa CyOBheKTa JOCTYIa HUXKE YPOBHSA KOHPHUACHIIMATHPHOCTH JOKYMEHTa, a B Habope
KaTeropui, MpUCBOCHHBIX JAHHOMY CYOBEKTY J0CTYIa, HE COJIEP>KATCs BCE KaTErOPHH,
oTpeJieNieHHbIE I JAHHOTO JOKYMEHTA.

21. T[lomHOMOYHAs TIOJIUTHKA O€30TTACHOCTH MOAPa3yMEBAET, UTo:
a) KaXKI0MY CYObeKTY CHCTEMbI IPUCBOEH YPOBEHb MPO3PAYHOCTH (security
clearance), onpeaeJs O MAKCUMAJIbHOE 3HAYEHNE METKU KPUTHYHOCTH
00bEKTOB, K KOTOPbIM CY0OBEKT HMeeT I0CTYII;
b) Bce cyOBEKTBI U 0OBEKTHI CUCTEMBI JOJHKHBI OBITh HACHTU(PHUITUPOBAHBI;
C) MmpaBa J0CTyIa CyObeKTa K 00bEKTY CUCTEMbI ONPEAEISIOTCS Ha OCHOBAaHUU
HEKOTOPOTO BHEIIHEro(Io0 OTHOIIEHUIO K CHCTEME) MpaBuia (CBOHCTBO
M30MPaTETHLHOCTH).

22. YI3BUMOCTH HHPOPMAITUH— 3TO:
d) HEU3MEHHOCTh HH(POPMAIINH B YCIOBUAX €€ CIIYYaiiHOTO M(HIIK) MpeaHaMEePEHHOTO
WCKaXEHUS WIH Pa3pyLICHUs.
b) BO3MOKHOCTHL BO3HHKHOBEHHS HA KAKOM-JIN00 dTane :ku3HeHHoro uukiaa KC
TAKOro0 ee COCTOSIHUS, IPU KOTOPOM CO31AI0TCS YCJIOBHS VISl peajin3alum yrpo3
Oe3onacHoCTH HHPOPMALINH;
C) Ha0Op AOKYMEHTHPOBAHHBIX HOPM, MPABUJI U MPAKTUYECKUX MPUEMOB,
PETYIHUPYIOIIUX YIpaBIEHUE, 3alIUTY U pactpesesienne HHHOopMaIui OrpaHuYeHHOTO
JOCTYyNa;

23. JlocToBepHast BBIYMCIIUTENbHAS 06a3a- 3TO:
a) aKTUBHBIA KOMIIOHEHT CHCTEMbI, KOTOPBI MOKET SIBUTHCS MPUYUHON TIOTOKA
uHpOpMaIUU OT 00bEKTa K O0BEKTY WM U3MEHEHHS COCTOSIHUS CUCTEMBI;

32



b) a6cTpakTHOE NMOHSATHE, 0003HAYAIOIIIEE TOJTHOCTHIO 3AIUINIEHHBII MeXaHU3M
BbIYHMCJIHUTEJIbHON CHCTeMbI (BKJIIOUYAS aNlNapaTHbIe U MIPOrPaMMHbIe CPeICTBA),
OTBEYAIOIIMI 32 MOIEPKKY peaTu3alui NOJUTHKU 0€30aCHOCTH;

C) MaCCUBHBIN KOMIOHEHT CUCTEMbI, XPaHSIIUHA, TPUHUMAIOIIUNA UITH TIEPEIatoIInii
nH(pOpMaIIHIO.

24. Kakoif MeTo1 MOXKET MPOTHUBOICHCTBOBATD AU3aCCEMOINPOBAHHIO

a) mudposanue;
b) x3unpoBanue;
C) U3y4EHHUE.

25. Metopl, 3aTpYAHSIONINE CYNTHIBAHIE CKOITMPOBAHHOW MH(POPMAIIMU OCHOBBIBAIOTCS HA

a) npuaaHnu ocodeHHOCTel nmpoueccy 3anucu HHPOpMaNu, KOTOpPbIe He
NMO3BOJISIIOT CYUTHIBATH MOJYYEHHYIO KONHMIO HA IPYTUX HAKOMUTEJISAX, He
Bxoasimux B 3ammmaemyro KC;

b) pazrpaHnueHuM npaB NOJIb30BaTENEN U 0OCITYKMBAIOIIETO ITEPCOHaNA MO JOCTYIY K
pecypcam KC B cooTBeTCTBHY ¢ (PYHKITMOHAITBHBIMU O0SI3aHHOCTSMHU JTOJDKHOCTHBIX JIHII;
C) MCIIOJIb30BAHMSI JOTIOJTHUTEIbHBIX MPOTPAMMHBIX WJIH allapaTHO-MPOTrPAMMHBIX
CPEICTB.

26. TpostHCKHE ITPOTPaMMEI 3TO:

a) mporpaMmBbl, cojJiepKalire B cede anropuTMel nppoBaHus, o0ecreuuBaroIIe
pasnuuue pa3HbIX KOMHUA BUPYCa;

b) nporpammbI KoTOpBIE COEPKAT CKPBHITHIE MOCAEI0BATEIHLHOCTH KOMAH/I
(MoayJin), BHITOJIHAKOLIHE IeliCTBHS, HAHOCSIIHE Bpe/l M0Jb30BaTeJIsIM;

C) MPOTrpaMMbl KOTOPBIE TIOCIIC aKTHBU3AIMH ITOCTOSTHHO HAXOSATCS B OTIEPATUBHOM
MaMsITH KOMIIBIOTEPA U KOHTPOJUPYIOT IOCTYIT K €T0 pecypcam.

27. YKaXHTe 1apoJib, KOTOPBIM OTBEYaeT TPEOOBAHHUAM CIIOKHOCTH ITAPOJIs M HE SBJISACTCS
CJIa0BIM.

a)
b)
c)
d)
e)

YaStudent100%
Password_111
84c3M#@KkH$& 1
#IXE@
Qwer_1234567890

28. YKakuTe BO3MOKHBIE MCTOJbI BOCCTAHOBJICHHA IIAPOJIA B IIPOI'paMMax BKPBITHUSA Haponeﬁ

a)
b)
c)
d)

Ilepe6op no macke
ATaka 1o cJoBapio
IIpsimoii mepedop

[To anekTpoHHOM mouTe

29. llns gero ciyxat cetd VPN (ykakute npaBuIbHBINA OTBET)?

a)
b)

c)
d)

AJIs1 o0ecreveHust COeJUHEHHsI TPEX BUIOB: y3eJI-y3ell, y3eJI-CeTh H CeTh-CeTh (B
3aBHCHMOCTH OT IPUMEHSIEMBIX IIPOTOKOJIOB)

AJ1s1 o0ecreveHus CeTeBbIX COeTMHEHMI MMOBEPX APYroil ceTu (Hanmpumep,
HNuTepner)

JUIsL yyqIeHust 0€30MacHOCTH JIOKAJIbHOW CeTH

JUIsL yBEITMUYEHHSI OBICTPOACHCTBHS JIOKAJIBHOM CETH
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30. Kak Ha3pIBaeTcs MOJIENb Pa3rpaHUUEHUs TOCTYIIA K 3alIMIIIaeMoi nH(popMaIuy,
IIPUBEJICHHAs HA PUCYHKE.

3anuch .
Cy6uexT ¢ BuICOKUM > O6veKT ¢ BLICOKUM
YyPOBHEM AOCTYNA yrexue YPOBHEM CEKPETHOCTH
N
8 2 S R
= T - - -
c ;‘-‘ c 7]
z - ? T
K D
X K
Y
3anuce
ODBEKT C HU3KUM 3 CyObeKT C HU3KUM
YPOBHEM CEKPETHOCTH YTeHHue yposHem gocryna

a) Moaean Besta-Jlanaay.abl
b) Moaens ®ocrepa-Crroapra
€) Monuens bokca-J/[)xeHkunHCca

31. Cxema Kako¥ MOJICIN YIIPABIICHUS JOCTYIIOM MPECTABJICHA HA PUCYHKE?

Il

H a

©
@D
N
© o
==

a) JMCKPEIHOHHAs MOJIEb yIIPaBICHUS,

b) manpaTHasi Moaesb ynpaBiieHust;

C) poJsieBast MOJICIb YIIPABIICHHUS;

d) ympaBieHue JOCTYIIOM Ha OCHOBE MPaBUIT

32. Cxema Kakoi MOJIENIU YIpaBJIeHUs JOCTYIIOM IPEACTaBlIeHa Ha PUCYHKe?
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User Role Permission (OBS x OPS)

A Administrator System Settings (OBS)
[ [ Select (OPS]
. .'§ <1 Greais (OPS)

Update (OPS)
Delete (OPS)

User (OBS)

Select (OPS)

\USY_ Create (OPS)

NE Update (OPS)
Delete (OPS)
Password Reset (OPS)

a) JIUCKPEIMOHHAS MOJIE/b YIIPaBICHUS;

b) MaHmaTHas MOJETb YIIPaBJICHUS;
C) poJieBasi MOJeJIb YIIPaBJIeHHS;

d) ympaBienue 10CTYyIIOM Ha OCHOBE MTPABHII

33. Cxema Kakoi MOJIeNTN YIIPaBJICHUS JTOCTYIIOM TIPE/ICTaBICHA Ha PUCYHKE?

Access Control
Policy

Subject
Access Control
Mechanism

Subject Attributes

Environment
Conditions

Object

Object Attributes

a) AUCKPCHUOHHAA MOACIIb YIIPABJICHUS

b) ManmatHasi MOJEINb YIIpaBJICHHS,
C) poJeBas MOJEIb YIPABICHUS,

d) ynmpaBieHme 10CTYnOM Ha OCHOBE MPABUJI

34. Cxema Kakoi MOJIENIU YIpaBJIeHUs JOCTYIIOM IPEACTaBlIeHa Ha PUCYHKe?

a) IUCKpenHOHHAasl MOJIe]b YIPaBJIeHNSsI;

b) MaHJaTHas MOJCJIb YITPABJICHUA,
C) poJieBad MOJICJIb YIIPAaBJICHUS,

d) YIIpaBJICHHUEC JOCTYIIOM Ha OCHOBC ITPaBUJI
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35. Kakue nmpaBa npezocTaBieHbl K 00beKTy rpymme "xo3suHa" -fw-r--r--
a) TOJBKO YTCHHE
b) ToaBKO 3amKCH
C) 4YTeHHe W 3aNHCh

36. Kakue mpaBa mpenocTaBieHbl K 00bEKTy rpyme "Bce ocTainbHbie" -IW-I--I--
a) TOJbKO YTEeHHE
b) Tonbko 3amuch
C) YTEHHUE U 3aIUCh

37. Kako#t MeToJ1 CO3/TaHuUs pe3epPBHBIX KOTUI MPECTAaBICH HA PUCYHKE?

15" NoONHbIA 2°" NoNHbIA 3" NoNHbIA
63Kkan 63Kan 63Kan

MNcToUHMK
AaHHbIX

a) IMosHoe pe3epBHOE KONMUPOBaHHUE
b) HukpeMeHTHOE pe3epBHOE KOMTUPOBAHHE
¢) uddepeHnnanbHoe pe3epBHOEC KOMTUPOBAHKE

38. Kakoit MmeTo1 co3anus pe3epBHBIX KOTIUI MPEICTaBIEH HA PUCYHKE?

o G PesepBHoe xpaHunuule

MHKDEMEHTANBHBIA  MHKPEMEHTANBHBIA HMHKDEMEHTANLHbIA
63Kkan 6G3Kan 63kan

ve

BropHuk Cpepa YeTeepr MaTHuMua

NcTouHuK

AaHHbBIX

a) TlonHoe pe3epBHOE KOMUPOBAHUE
b) NukpemeHTHOE pe3epBHOE KONIHPOBaHHE
c) HuddepenuanbHoe pe3epBHOE KOMTHPOBAHUE

39. Kakoit MmeTo]1 co31aHus pe3epBHBIX KOMUI MpeCcTaBlIeH Ha pUCYHKe?
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PezepBHoe xpaHUnuLe

NonHbIA G3kan
AvbdepeHumansHeid aupdepeHumansHeIR
G3axan 63kan

AuddepeHumancHeR
Gakan

--
B

BTopHuk Cpepa Yeteepr MatHuua

McTOYHUMK
OaHHbIX

a) IlosHoe pe3epBHOE KOTIMPOBAHUE
b) MHkpeMeHTHOE pe3epBHOE KOMPOBAHUE
C) HduddepeHnnaibHoe pe3epBHOE KONHPOBAHHE

40. HanboJiee BaXHBIM [IPH PEATU3AIMHA 3AIUTHBIX MEP MOJUTHKH 0€30ITaCHOCTH SABIISETCS:
a) AyauT, aHauM3 3aTpar Ha IPOBEIAECHHUE 3allIUTHBIX MEP
b) Ayaut, ananm3 ysi3BUMOCTE#, pUCK-CUTyalHii
C) Ayaut, aHau3 OE30MaCHOCTH

3ajaHus OTKPHITOrO THUIIA
1. CocrossHue 3aIWIIEHHOCTH J>KU3HEHHO BAXKHBIX WHTEPECOB JIMYHOCTH, OOIIECTBA,

rocyfaapctBa B uHpopmaimonHoi cepe (cpene) (undopManmoHHan
0e30MmacHoOCTD)

2. MakcuMaJIbHBII CPOK JIMILEHHS CBOOOIBI 32 HE3aKOHHOE TI0JTy4EHHE U PasrIIalllcHUuE
CBEJICHUH, COCTABJISIONINX KOMMEPYECKYIO TaitHy (JIeT) (5 ner/5)

3. Meroa cnenmanbHOro npeodpazoBanusi UHGOPMAIHH, C LENbIO 3aIIUTHL OT 03HAKOMJICHHS U
MOAU(PHUKAIUN TOCTOPOHHUM JIMLIOM (xpunrorpadusn)

4. Kaxas TeXHOJOTHUs IOCTPOCHHS CeTel N300pa)KeHa Ha PUCYHKE HIUKE.
(VPN/BUpTyaBHBIX ceTeid).

Odwuc dpunuana

Buanec-napriep

Iassuit odwc



5. Kakoii KoMIIIeKC MPOrpaMMHO-aNIapaTHBIX CPEJICTB, OCYIIECTBISIONIUI
MHGOPMAIMOHHYIO 3aIUTY OJJHON YaCTH KOMIBIOTEPHON CETH OT JPYroi ImyTeM aHaju3a,
MPOXOSIIEro MeX 1y HUMH Tpaduka n300pakeH Ha pucyHKe? (daiiepBoa
/opanaMay3p/mMeKceTeBOoil IKPaH)

WAN

Firewall

6. Cxema Kakoro MeTo/a 3aKpBITHS HHPOPMAIUH MPEJICTABICHA HA PUCYHKE?
(CummeTpuyHOe M (ppoBaHHE/CHMMETPUIHOTO)

A A N
Emsisoft ) o Fe’ wp | ARELT o Fe’ p  Emsisoft
0

Rocks[2] 0 V2+s= 0 Rocks[2]
T@Y/Jh
OTKpbITbIN TEKCT Anroputm LLndpotekct Anroputm OTKpbITbI TEKCT
wudpoBaHus wudpoBaHus
LIII |IIJ
06Kt KNy

7. Cxema Kakoro MeTo/[a 3aKpBITHs HH()OPMAIIMH ITPEICTABICHA Ha PUCYHKE?
(acummeTpuuHOe K (pPOBaHNE/ACCHMETPHUYHOIO)

N AN A
Emsisoft i OO i AK#4L i OO i Emsisoft

Rocks o %ZY;?; 0 Rocks

OTKpbITbIN TEKCT Anroputm LLindpotekct Anroputm OTKpbITbIN TEKCT
WwmnhpoBaHus wuhpoBaHus
OTKpbITbI KNOY 3aKpbITblil KNOY

8. Cxema Kakoro MeToja 3aKpbIThsl HH()OPMAIIUK MTPEACTaBICHA Ha PUCYHKE?
(3aexTponHasi uupposas noanucs/ L)
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10.

11.

12.

13.

14.

15.

Xew

Cepn
AanHble, NOANHCAHHbIE b

INEKTPOHHOMN UnPPOBOI

=y a

Moannce Noanucs

9. Kak HazpIBaeTcs crioco0 mepenavn Wi XpaHeHus: HHQOPMAIHH ITyTeM COKPBITHS CaMOTO

(akTa TaKO# Mepeaaun/XpaHeHusl, pe3yIbTaT, KOTOPOTO MPEACTABICH Ha PUCYHKe?
(Creranorpadus)
OpuriHaneHoe naobpaxedne  MogudunpoBaHHOE WaobpaweHwe

30HbI, B KOTOPLIX
M3IMEHEH
BUHAPHBIA Koa
NHMKCEN0E

[IpencraBnenne HHGOPMALIUU B BHJIC YCIOBHBIX CUTHAJIOB C IIEJIbI0 aBTOMATU3AIIUH €€
XpaHeHwus1, 00pabOTKH, Iepeaadu u T.1. (xoaupoBaHme).

[Iponomkute dhpaszy: "AIMHUHACTPATUBHAS U 3aKOHOJATEIbHAS MEpa, COOTBETCTBYIOIIAs
Mepe OTBETCTBEHHOCTH JIMIIA 32 MMOTEPI0 KOHKPETHOM CEKPETHOM MH(pOpMAIIHH,
periaMeHTUPYOLIAsICS CIEIHATbHBIM JOKYMEHTOM C YUETOM TOCYAapCTBEHHBIX M BOCHHO -
CTpATETUYECKUX, KOMMEPYECKUX MIIH YACTHBIX HHTEPECOB - 3TO..." 3allUIINTE OTBET:
(YpoBeHb CeKpeTHOCTH)

[ToTeHnMansHO BO3MOXKHOE COOBITHE, ICHCTBUE, TIPOLIECC WITH SBJICHUE, KOTOPOE MOXKET
MPUYUHHTG YIIepO YbUX-HUOY/b TAHHBIX, HA3bIBACTCS (yrpo3sa)
Joctyn k nHGOpManuy B HapyIeHHe JODKHOCTHBIX MOTHOMOYNH COTPYIHHKA, JOCTYIT K
3aKpBITOH JUIsl MyOJIMYHOTO JOCTYINa HH(OPMAIIUU CO CTOPOHBI JIHII, HE HMEFOIIIX
paspereHus Ha JOCTYII K 3TOH HHPOpPMAIIMK Ha3bIBACTCS
(HeCaHKIHOHMPOBAHHBIM IOCTYIIOM)

Merto mapoisi ¥ ero MoIU(HKAIUS, METOI BOIIPOC-OTBET, METO] CEKPETHOTO aJrOPHTMA -
9TO METOJIbI (ayTeHTH(HUKATHN)

COBOKYITHOCTh JIOKYMEHTHPOBAHHBIX MPABUJ, MPOIEAYP, MPAKTUYCCKUX TMPHUEMOB HWIIH
PYKOBOJSIIIMX TPUHOMIOB B oOmactu Oe3omacHOCTH  HMH(MOPMALUH, KOTOPBIMHU
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16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

217.

28.

29.

30.

PYKOBOJICTBYETCS opraHu3anus B CBOEH JEeSITEIbHOCTH Ha3bIBACTCSI
(moTMTHKOW 6€30MaCHOCTH)

Jluno, meITaromieecs  MOCPEACTBOM — MCIIOJIB30BAHUS ~ HECOBEPLLIEHCTBA  IIPABOBBIX,
OpPraHU3allMOHHBIX ~WJIM  TEXHWYECKUX CpEACTB obOecneueHHs  MHGPOPMALMOHHOM
0€30MaCHOCTH OKa3aTh HEMPAaBOMEPHOE M HECAaHKIMOHMPOBAaHHOE BO3JCHCTBHE Ha
(MOMy4MuTh, HW3MEHMTHh WM OTPAaHUYUTHh B JIOCTYNE 3alUIIAEMyI0 HH(POpPMAIUIO)
MHGOPMAIIHIO OPTaHU3AIUH (3710yMBILILIEHHUK)

JleiicTBle HEKOTOPOro CyOBEKTa KOMIBIOTEPHON CHUCTEMBbI (I10JIb30BATENs, MPOrPaMMBI,
mpouecca u T.[.), UCHOJIb3YIOIIET0 YS3BUMOCTh KOMIBIOTEPHONH CHUCTEMBI JJIsl JOCTHXKEHUS
Hesed, BBIXOJSIIUX 3a IMpelelibl aBTOPU3ALMH JTAHHOTO CYOBEKTa B KOMIIBIOTEPHOM
cHcTEME. (aTaka)

CocTosiHME 3aIIMIIEHHOCTH JKM3HEHHO BaXKHBIX WHTEPECOB JIMYHOCTH, OOIIecTBa U

rocyzapcTBa OT BHyTPEHHHUX U BHEIIHUX YIPO3 — 3TO (6e30macHOCTD)
Cenennst 0 (akTax, COOBITHAX M OOCTOSTENbCTBAX KU3HU TPAXKIAHWHA, TO3BOJISIOIINE
UJEHTU(DUIIUPOBATH €r0 TUIHOCTh (mepcoHabHbBIE JaHHBIE)

Cucrema IITaTHBIX OPraHoB YIPaBICHUS M  OPraHU3alMOHHBIX  (OPMHUPOBAHUH,
MpelHa3HaYeHHbIX s oOecnedeHus  Oe3omacHOCTH  MHGOpMaUM  HPEAIpUATHS
(cory:x0a 0e30macHOCTH)

CKOJIBKO TEKCTOBOM HH(pOpMAIMM MOKET OBITh CKpPBITO METOJaMH CTeraHorpaguu B
LBETHOH oTorpaduu, caenaHHol 3-X MeranukcelbHON KaMepoit MOOMIIbHOTO Tenedona?
CKOJIBKO TEKCTOBOM HH(pOpMAIMM MOKET OBITh CKpPBITO METOJaMH CTeraHorpaguu B
1BeTHOI Qororpaduu Gopmara bmp, caeraHHON MeranuKcelbHOW KaMepoil MOOUIIBHOTO
tenedoHa?

CKOJIBKO TEKCTOBOW HMH(OPMAIIMK MOXKET OBITh CKPBITO MeTojgamMu creraHorpadum B 30
ceKkyHaax MoHO-3By4aHus Ha [1K my3pikanbHOTO hparmMenTa B popmare wav?

CKOJIBKO TEKCTOBOW HMH(OPMAIIMK MOXKET OBITh CKPBITO MeTojgamu creraHorpadgum B 30
cekyHaax crepeo-3Byqanus Ha [1K my3bikanbsHOTO pparmenta B popmarte wav?

CKOJIBKO TEKCTOBOW HWH(MOPMAIMH MOXKET OBITh CKPHITO MeToAamMu creraHorpaduu B 1
CTpaHMIIE TEKCTOBOTO (haiiyia Ha PYCCKOM SI3BIKE?

CKOJbKO TEKCTOBOM HH(GOpPMAIMU MOXET OBbITh CKpPHITO MeToJamMu cTeraHorpadguu B 1
CTPaHMIIE TEKCTOBOTO (haiija Ha aHTJIUHCKOM SI3bIKE?

CKOJIBKO TEKCTOBOM MH(OPMAIIMH MOXET OBITh CKpBITO MeToaamu creraHorpaduu B 100-
MHUHYTHOM (uibMe, 3anmucanioM Ha DVD-nuck B ctangapre SECAM?

CKOJIBKO TEKCTOBOM MH(pOPMAIIMH MOXET OBITh CKPBITO MeToaamH creraHorpaduu B 100-
MHUHYTHOM (uibMe, 3anmucanioM Ha DVD-nuck B ctangapre NTSC?

PaGotHuk 00s13aH He pasriamarb KOMMEPYECKYI0 TallHy MOCIie MpeKpalleHus: TPya0BOTO
JOTOBOpa B TEYEHHE __ JIeT WU CpOKa, MPEIyCMOTPEHHOTO COTJIAIIEHUEM MEXIy
COTPYOHHKOM U paboToiareseM, 3aKIIOYEHHBIM B IEPHOJ CpPOKa ACUCTBUS TPYIAOBOIO
norosopa. (3 Jer)

HemnpaBoMepHBIii AOCTYIT K KOMIBIOTEPHOW HH(DOpPMAIMM, €CIH 3TO JESHUE TMOBIEKIO
YHUUTO-)KEHUE, ONOKUpOBaHHE, MoauUKaluio JHUO0 KOMHpoBaHHE HH(POpPMAINH,
HapymeHue pabotsl OBM, cucrembr OBM umm ux ceTH, — Haka3bIBaeTCs

(mrpadom)

Ha conocraBiieHne W1y paH:KMPOBaHHe

1. Pacnonoxute ypoBHU oOecrnieueHus: nHGopMalnoHHOH O6e3omacHocT B PD ot BhICIIero K
Husniemy: 1) mporpaMMHO-anmapaTHbii; 2) aIMUHUCTPATUBHBIN (OpraHU3aIllMOHHBIH); 3)
3aKOHO/IATENbHO-TIPaBOBO;

OTBeT:

1) 3akoHOAATEIHLHO-TIPABOBOM;
2) aIMUHUCTPATUBHBIN (OPTaHU3AIIMOHHBIN);
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3) nmporpaMMHO-anmapaTHbIA

2. Pacnonoxurte 10 NOPSAKY dTanbl GOPMHUPOBAHUS HIIEKTPOHHON H(PPOBOI MOAIUCH:

a) ®dopmupoBaHUE TOIMHCH
b) T'eneparust KIIFOUEBOM AP
c) IIpoBepka (BepuduKaims) MOAMUCH

OtseT
1. T'enepanus KiI04YeBOM Mapsbl
2. ®opmupoBaHHE TOIHCH
3. TIpoBepka (BepuduKkanus) moamucu

3. VYcraHoBUTE COOTBETCTBUE:

=l &

Caem o

ol |lgt=g

2O

Q] ==
1. !

User Role Permission (OBS x OPS)

L

Administrator System Settings (OBS)

[seeiors ]

ge-

User (OBS)

Access Control
Policy

Environment
Conditions

Object

Subject
Access Control
Mechanism

3 Subject Attributes

Object Attributes
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a) MaHJaTHas MOJEIb
yIIpaBIICHUS;

0) ympaBlieHHE TOCTYIIOM Ha
OCHOBE IpaBuUJI

B) poJIieBast MOJIETh
yIpaBJIeHUS;



OtseT: 1-A; 2-B; 3-b

4. YCTaHOBUTE COOTBETCTBUE:

3

McTouHmMK
OAaHHbIX

1" nonHbIA 2% NONHbIA 3" NoNHbIN
63Kkan 63Kan 63kan

P! TankHelin P

McTouHmk
AaHHBIX

Gakan Gakan

Yetsepr MaTHuua

Pe3epBHoe xpaHunuiLe

AndbepeHumansHeli 63xan 63kan

@
ST

McTouHuk
AaHHBIX

Otser: 1-A; 2-B; 3-b

5. YcraHoBUTE COOTBETCTBUE:

1.

3TO KOMIUIEKC MEPOTIPUSTHH, HCKITIOYAIOIINX
WJIN OCJIA0JISFOINX BO3ZMOYXKHOCTD
HEKOHTPOJIMPYEMOTO BBIXO1a
KOHPUACHITUATHHOW HH(POPMAIIUU 32
Ipeaesbl KOHTPOJIUPYEMOH 30HbI 32 CUET
ANIEKTPOMArHUTHBIX MOJIEH TOOOYHOTO
XapakTepa v HaBOJOK

3TO KOMILIEKC MEPOTIPHATHH, HCKIIOYAIOIINX
WM YMEHBIIAIOMIUX BO3MOKHOCTh
HEKOHTPOJIHMPYEMOTO BBIXO1a
KOH(UIEHIIMATbHON HHPOPMAIIH 32
IpeJesbl KOHTPOJIUPYEMOil 30HbI B BUIE
MIPOU3BOICTBEHHBIX WJIM POMBIIIJIEHHBIX
OTXOJIOB

3TO KOMITJIEKC MEPOIIPUATHH, HCKITIOUAIOIINX
WM YMEHBIIAIOUINX BO3MOXHOCTb BbIX0/1a
KOH(UISHIIMATbHOW HHPOPMAITUH 3a
peenbl KOHTPOJIUPYEMOM 30HBI 32 CUeT
aKyCTUYECKUX IoJIeH

9TO KOMIIJIICKC MepOHpHHTHﬁ, HUCKIIIOYaronnux
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BropHuk Cpena Yetsepr MaTtHuua

o
(]
(«

a) TMOJHOE PE3epBHOE
KOIIMPOBAaHUE

0) muddepeHEATEHOE
pe3epBHOE KOMTUPOBAHHE

B) HMHKPEMEHTHOE
pe3epBHOE KOMTUPOBAHHE

3amuTa UHQOpPMAIH OT YTEUKH
[0 aKyCTUYECKOMY KaHally
3amuTa UHQOPMAIK OT YTEUKH
M0 BU3yaJbHO-ONTHYECKOMY
KaHay

3amuTa HHPOpMAaIH OT YTEUKH
0 3JIEKTPOMArHUTHHIM KaHallaM
3amuTa HHPOpMAaIH OT YTEUKH
[0 MaTepHallbHO-
BEIIECTBEHHOMY KaHaTy



WJIM YMEHBIIAIOMIUX BO3MOXKHOCTh BBIXO/1a
KoHuIeHIMATEHO M HHpOpMauy 32
Ipeiebl KOHTPOJIUPYEMO 30HBI 3a CUET
pacrpoCcTpaHeHus: CBETOBOM SHEPTUU

OtseT: 1-B; 2-I'"; 3-A:4-b

6. YcraHoBUTE COOTBETCTBUE:

1.
2.

CHMMeTpHUYHBIE KPUIITOCUCTEMBI
AccuMeTpu4Hble KPUIITOCHCTEMBI

OrtserT: 1-a,B; 2-0

7. YCTaHOBUTE COOTBETCTBUE:

1.

2.

HayKa 0 CKpPBITOH mepeaayue HHPOopMaIuu
IyTeM COXpaHCHHsI B TaliHe caMoro (pakra
nepeaadn

HayKa, CKPBIBAIOIAsl COJIEPKIMOE
CEKPETHOTO COOOIIEeHUS

OrtBer: 1-0; 2-a

8. VYcraHoBuTE COOTBETCTBUE:

1.

Cpe/CTBa, B KOTOPBIX MPOTPaMMHbBIE
(MUKpOTIpOTpaMMHBIC) U allllapaTHBIC YaCTH
MOJTHOCTBIO B3aUMOCBSI3aHbI U HEpa3IeTNMbI

AJIEKTPOHHBIC, JICKTPOMEXaHHUECKUE U
NpyTHe YCTPOMCTBA, HEMOCPEACTBEHHO
BCTPOCHHBIC B OJIOKH aBTOMAaTH3UPOBAHHOM
MH()OPMAIMOHHON CUCTEMBI WITH
0(OPMIICHHBIC B BHJIC CAMOCTOSTEIIbHBIX
YCTPOMCTB M COTPSATAIONINECS C STUMH
Onoxamu

Cpe/CTBa 3alIUThI C TIOMOIIBIO
npeoOpazoBaHus HHGOPMAIMH (HaIpuMep,
mudpoBaHUs)

CpezcTBa NpeAHa3HAaYeHbI /Il BHIIOJIHEHUS
JIOTUYECKUX U MHTEJUICKTYaIbHBIX (QYHKIIHMI
3aLIUTHI U BKIIIOYAIOTCS JINOO B COCTaB
IIPOrpaMMHOTO 0OecreueHUs
aBTOMATH3UPOBAHHOM MH(OPMAIIMOHHOMN
CHCTEMBI, JINOO B COCTAB CPEJICTB,
KOMIIJIEKCOB M CHCTEM alIapaTypbl
KOHTPOJIAL.

NpeJHa3HaueHbI 751 BHELIIHEH OXpaHbl
TEPPUTOPUN 0OBEKTOB, 3ALIUTHI
KOMIIOHEHTOB aBTOMAaTU3HPOBaHHOMN
MH(POPMAIMOHHOM CUCTEMBbI IPEANIPUATHUS U
pean3yroTcsl B BUJI€ aBTOHOMHBIX YCTPOMCTB
U CUCTEM
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a)
0)

a)
0)

0)
B)

r)
1)

I'OCT
RSA

AES

KpunTorpadus
creranorpagus

anmapaTHO-TPOTrPaMMHbBIE
CpeZCTBa 3alIUThHI

amrmaparHbIe CPECTBA 3alIUTHI
Kpunrorpaduaeckue cpeacTna
3aIIUTHI

POTPaMMHBIE CPEJICTBA 3alUTHI
(du3nvecKre CpeicTBa 3aIIUTHI



OrtserT: 1-a; 2-0; 3-B; 4-1; 5-11

9. VYcraHoBUTE COOTBETCTBUE:

1.

BU/J] KOMITBIOTEPHOTO BUpYca, (YHKIINH, a) 4YepBb
peanu3yemMbie MPOrpaMMoOi, HO HE 0) normyeckas 6omba
OIIMCaHHBIE B IOKyMEHTalMu. YeloBex, B) TPOSIHCKUI KOHb
3HAKOIIHN 3Ty (QYHKIIHIO, MOXKET 3aCTaBUTh

paboTtarb

y4acTOK IIPOrpaMMbl, KOTOPBIH peannu3yer
HEKOTOpbIE JEHCTBUS NPU HACTYIUIEHUN
OTIPeIeIEHHBIX YCIOBUM. DTHUM YCIOBUEM
MOKET ObITh, HAIPUMED, HACTYIUICHHE
KaKOM-TO J1aThl WJIM MOSBJIEHHUE KAKOTO-TO
MMEHH (aitna

IporpaMmMa, BHeApsieMasi B CUCTEMY, YacTO
3JI0HAMEPEHHO, U IPEPHIBAIOIAs X0
00paboTku nH(MOPMAIUHU B CUCTEME, HE
HCKaXkaeT (ailyibl JaHHBIX, OCTaBasCh
HEOOHapYKEHHBIM, U 3aTEM
CaMOYHHUTOXKAaeTcs

OrtserT: 1-B; 2-0; 3-a;

10. YcraHOBHUTE COOTBETCTBHUE:

1.

MPOIIECC U3YUEHUS XapaKTEPUCTHK U CIA0BIX a) OLEHKa PHCKa
CTOPOH CUCTEMBI, TPOBOIUMBIN C 0) aHanu3 pucka
HCI0JIb30BAHNEM BEPOSTHOCTHBIX PacuéToB,

C LIeJIbIO OTIIPEICNICHUS 0’KUIaeMOro yiepoa

B CJIy4ae BOSHHUKHOBEHUS HEOIAronpUsATHBIX

coObITHi. OnpeeNieHun CTeIICHH

MIPUEMJIEMOCTH TOTO WJIM MHOTO PHUCKA B

paboTe cucTeMbl

METO/1 aHaJIu3a Yrpo3 U clabblX CTOPOH,

W3BECTHBIX U MPEIINOJIaraeMbIX,

MTO3BOJISIFOIIMIA OTIPEJICNIUTh pa3Mep

0’KHJaeMoro yiiep0a u CTeleHb ero

MIPUEMIIEMOCTH U1 pabOThI CUCTEMBI.

OrtBer: 1-0; 2-a;

OuneHo4YHbIE CpeACTBA IJISl MPOMEKYTOYHOM aTTecTalMu (IK3aMEH)

IIpumep 3x3aMeHANMOHHOIO OMJIeTa
3K3AMEHAL[I/IOHHBH\/JI BUJIET No

Teopernyeckas 4acTh
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Tecm

1) llox yrposoii Ge3onmacHocTr HHpoOpManuu B KomnbioTepHol cucteme (KC)

IIOHUMAIOT:

a) BO3MOKHOCTh BO3HHKHOBEHUSI HA KaKOM-JIMOO 3Tare *)U3HEHHOIO LUKJIa
KC Takoro ee cocTosiHMs, TpU KOTOPOM CO3JAIOTCS YCJIOBUA JJIS
peanuszanuu yrpo3 6€30macHOCTH HHGOpMaIuy;

b) coObiTHe WM JAEWCTBHE, KOTOPOE MOXKET BbI3BATh HW3MEHEHHE
¢yukumonuposanust KC, cBA3aHHOE ¢ HapylIeHHEM 3alllUIIEHHOCTH
oOpabaTbiBaeMol B Hel HH(pOpMauy;

C) nelcTBHEe, MPEANPUHUMAEMOE HapYIIUTEIEM, KOTOpPOE 3aKIIouaeTcs B
MOMCKE U UCTIOJBb30BAHUM TOW MJIM MHON YSI3BUMOCTH.

2) Unentudukaims o0beKkTa— 3T0:

a) ogHa U3 PYHKIMIA MOJACUCTEMbI 3aIIUTHI;

b) B3auMHOE YCTAaHOBJIEHHE TMOJIMHHOCTA OOBEKTOB, CBSA3BIBAIOIINXCS
MeXx 1y coOOOM 1O TMHUSIM CBSI3U;

¢) cepa nercTBUl MONIB30BATENS U TOCTYyNHbBIE eMy pecypchl KC.

3) [nis gero co3maercsi cucTeMa pa3rpaHuyeHus 0CTyna K HHGOpMAaIIiH:

4)

a) s 3anutel nHGopmatuu ot HCJI;
b) mnsa ocymectenenus HC/{U;
C) ompeieNieHuss MaKCUMaJIbHOTO YPOBHS KOH(PUACHIINATBLHOCTH JOKYMEHTA.

AnmapaTHO-TIpOTpaMMHBIE  CPEJICTBA  KPHUMNTOTPaQUUECKON  3alluThl

uH(OPMAIIUK BBIMOJHIIOT (DYHKITUH:

a) ayTeHTH(UKALMUIO  T[OJb30BaTEeNsl, pa3TpaHUYCHHE  JOCTyma K
uHbopMaInuu, oOecrieueHne MEeJOCTHOCTH WHGOPMAIMK W €€ 3allUThl OT
YHUYTOKECHHUS, MU(PPOBAHKE U AIEKTPOHHYIO U(DPOBYIO MOAMNCE;

b) opraHu30BHIBAIOT peaTU3AINI0 TOJUTHKHA 0€30IIaCHOCTH HH(POPMAIIUK Ha
stane 3kcrutyaranuu KC;

C) MPOBEPSIIOT HA OTCYTCTBUE 3aKJIaJIOK IPUOOPOB, YCTPOUCTB.

5) Bo3aMoHBIE KaHAIBI YTEUKH HHPOPMAIIHH 110 KJIACCU(DUKAITNHN Pa3aeIIsIoT:

a) 4eJOBEK, JIMHUS CBA3H;
b) KoMMyTarEOHHOE 000PYIOBAHKE, YCITOBEK;
C) 4eJIOBEK, amnmaparypa, mporpamMmma.

6) AcuMMeTpUYHasi KpUITOCUCTEMA MIPEI0IAraeT UCIOIb30BaHUE

d) CUCTEMBI pa3rpaHUdYeHus OCTYMa;
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b) nBYX KJIFOUEH OTKPBITOTO M JMYHOTO (CEKPETHOTO) ;
C) MEPEHOCHBIX HOCUTENEH I XpAHEHHsI CEKPETHOM MH(OpMaLIUU.

7) Ilon KOMIBIOTEPHBIM BUPYCOM MOHUMAETCS:

a) mporpaMMa HMeromias JoCTyn K QaijgamM CUCTEMBbl, M HMeIouas
BO3MOKHOCTh pab0OTaTh C MPOLECCAMU CUCTEMBI;

b) ABTOHOMHO (GyHKIIMOHUPYIOIIAs porpamma, oOmnajarorast
CIIOCOOHOCTBIO K CAMOCTOSATENbHOMY BHEAPEHUIO B TEJa JPYTUX MPOrpaMm
U TOCIEAYIOUEMY CAMOBOCIPOMU3BENCHUIO M CAMOPACHPOCTPAHEHHUIO B
MH(GOPMAIIMOHHO-BBIYUCIUTENBHBIX CETAX U OTAENbHBIX DBM;

C) mporpaMMa He uMerolas IOCTyl K (aiiaamM CUCTEMbI, U HE UMEIoIas
BO3MOKHOCTh pab0TaTh € MPOLIECCAMH CUCTEMBI.

[IpakTnueckoe 3ananne

[TomyunTh UCX0aHOE COOOIIEHHE, KOTOPOE OBLIO 3amu(poBaHo.

Jnst mudpoBanus cooOuIeHUsT ObLT TPUMEHEH KOMOMHUPOBAHHBIN MOIXO/:
1) I[TepectranoBka (1o meroay I'ammibrona), 5-2-1-6-4-8-7-3;

2) O6patumoe XOR mmdposanue, 1234567890123456789
3akoaupoBanHoe cooduienue: SlIoIIIIBAIPb®nbliinb

Kputepun u mikana OLIEHUBAHMS IO OIIEHOYHOMY CPEACTBY IPOMEKYTOUYHBIH
KOHTPOJIb («IK3aMEH)

Ixana orleHUBaHUA Kputepuii onennuBaHust
(mHTEpBaAN OAIIOB)
OTINYHO (5) CryzneHT riay0oKo U B MOJHOM 00BEME BIAJIEET MPOrPaMMHBIM

MaTepuagoM. ['paMOTHO, WCUEpNbIBAIONIE U JIOTUYHO €ro
u3NaraeT B yCTHOM wiu mucbkMeHHOU (opme. [Ipu sTom 3HaeT
PEKOMEHIOBAHHYIO JINTEPATYPY, MPOSIBISIET TBOPUESCKUN TOIXO
B OTBETAaX Ha BOMPOCHI M MPABUJIBHO OOOCHOBBIBAECT MPUHSTHIC
pellleHrs, XOpOIIO BIAAEeT YMEHHUSIMH U HaBBIKAMH IPHU
BBITIOJTHEHUH MTPAKTUYECKHX 3a]1au.

xopo1o (4) CryzneHT 3HaeT MporpaMMHBI MaTepuali, TPaMOTHO M IO CYTH
U3JaraeT €ro B YCTHOM WM NUCbMEHHOW (opme, AomycKas
HE3HAUUTENIbHbIe HETOYHOCTH B YTBEPXKJICHMSAX, TPAKTOBKaX,
OTIPEJEIICHUSAX U KaTETOPUAX MJIM HE3HAYUTEIBHOE KOJMYECTBO
omn6Ook. Ilpm 3TOM Biazeer HEOOXOIUMBIMU YMEHUSMH H
HaBBIKAMU NPU BBINOJHEHUH MPAKTHUYECKUX 3a]au.

ynosieTBopuTenbHO (3) | CTyIeHT 3HaeT TOJIbKO OCHOBHOM MPOrpaMMHBIN MaTepHa,
JIOITyCKAaeT HETOYHOCTHU, HEJOCTATOUHO YETKHE (POPMYITHPOBKH,
HENOCJIEA0BATENbHOCTD B OTBETAX, U3JIaraéMbIX B YCTHOM WIIN
nucbMeHHOM ¢opme. [Tpu 7TOM HETOCTATOUYHO BIAICET
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YMCHHUAMU U HABBIKAMU IIPU BBITIOJIHCHUHN NPAKTUYCCKUX 3a/iad.
Jomyckaet 1o 30% ommbOK B M3JIaraéMbIX OTBETAX.

HEYJIOBJIETBOPUTEIILHO (2)

CryneHT He 3HAaeT 3HAYUTENBbHOM 4YacTH IPOrpPaMMHOIO
marepuana. [Ipu 3TomM gomyckaeT mMpUHIMIHAIBHBIE OIIMOKH B
JI0Ka3aTelIbCTBaX, B TPAKTOBKE NOHATUI U KaTErOpUH, IIPOSBIISIET
HU3KYIO KYJIbTYPY 3HaHHW, HE BJIAJICET OCHOBHBIMU YMEHUSMU U
HaBbIKAMU IIpH BBINOJIHEHUU MpaKTHUeCKuX 3anad. CTyaeHT
OTKAa3bIBAECTCSI OT OTBETOB Ha JOIOJIHUTEIBHBIE BOIIPOCHI
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JInct n3MeHeHu U JOTIOJTHEHUI

Ne Buns! nononxenui u JlaTa 1 HOMep ITPOTOKOIA IToanucs (c
W3MEHEHUN 3acemanus Kagenpol pacmugpoBKOii)
wn (xadenp), Ha KOTOpoM ObLTH |  3aBeAyroHIero Kadeapoit
paccMOTpeHBI ¥ 0I00peHbI | (3aBEayIOMIMX Kadeapamu)

HU3MCHCHUA U JOIIOJIHCHU S
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