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KoMmieKkT 011eHOYHBIX MATEPHUAJIOB 0 TUCHUIJINHE
«3amura uHGpopManumw»

3ajanns 3aKPBITOTO THIA

3aaHus 3aKPHITOT0 THIIA HA BBIOOP NMPABWIBHOIO OTBETA

1. Boibepute oH NpaBUIbHBIA OTBET

Kakne ocHOBHBIE Yrpo3bl MOTYT OBITH CBSI3aHBI C TEXHUYECKOW 3alUTON
uHpopMaIuu?

A) Bupycbl 1 Bp€IOHOCHBIE IPOTPaMMBbI

b) ®usnueckoe nmoBpexaeHne 000pyI0BaHUS

B) HecankunoHupoBaHHBIN JOCTYM K JaHHBIM

I') Bce nepeuncnenHoe Bbie

[IpaBuinbHbIi oTBET: I’

KomnereHnuu (MHAMKATOPHI):

2. BoibepuTe oMH MTpaBUIIbHBIN OTBET

Yo Takoe ypOBEHB LIEJIOCTHOCTH JAaHHBIX ?

A) CnocoOHOCTh AAHHBIX OBITH IOCTYIMHBIMH TOJBKO JJII aBTOPU30BAaHHBIX
I10JIB30BaTEICH

b) CmocoOHOCTh MaHHBIX OCTaBAaThCS HEM3MEHHBIMH M OBITh 3aIUIICHHBIMU
OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHUSI

B) CnocoOHOCTB JaHHBIX OBITH JOCTOBEPHBIMU U TOUHBIMU

I') CiocoOGHOCTh JaHHBIX OBITH COXPAHEHHBIMU U JOCTYIHBIMH B ciiy4yae cOos
CUCTEMBI

[IpaBunbHEIM OTBET: b

KomrmiereHumu (MHIUKATOPHI):

3. BriGepuTte oauH nMpaBUIbHBIN OTBET

Yro Takoe aHTUBHPYCHOE MpOTrpaMMHOe obecrieueHue?

A) IlporpammHoe obecrieueHne Il 3alUThl CUCTEM OT BUPYCOB

b) [Iporpammuoe obecnieuenue i mudpoBaHUs JaHHBIX

B) [IporpammHuoe obecriedeHue it KOHTPOJISI T0CTyma

I') [IporpammHoe obOecrieueHue A ayTeHTU(DUKAIUU TT0JIb30BaTeNeH
[IpaBunbHBIM OTBET: A

Komnerenuuu (MHIMKATOPHI):

4. BeiOepuTe OANH MPABUIIbHBINA OTBET
Kro siBnsiercst perynsitopom B 00jacTH OO€CIICUCHHUS] TEXHUYECKOM 3alllUTh
uHdOopMaIu B
Poccuiickoit ®enepaunn?
A) ®enepanpHast CIyx)0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
2
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2)

3)

4)

b) ®enepanbhas cimyxba 6€30macHOCTH

B) MunucrepcTBo 060pOHBI

I') MunuCTEpPCTBO CBS3M U MaCCOBBIX KOMMYHUKAITHI

[IpaBunbHbIN OTBET: I’
Komnerennuu (MHAMKATOPHI):

SaIlaHl/Iﬂ 3aKPLITOI'0 TUIIA HA YCTAHOBJICHUE COOTBETCTBUA

1. ConocraBbTe Ha3BaHUS IPOrPaMM U H300PAKEHHUS.

IIporpamma
Antivir

DrWeb

Nod 32

Avast

[IpaBusbHBIN OTBET:
1 2
b r

Komnerenuuu (MHAUKATOPHI):

2. YcTaHOBUTE MPAaBUIBHOE

N3o6pakenue
A)
b)
B)
)

3 4

A B

COOTBETCTBUE. Kakaomy diIleMEHTy JIeBOTO

CTOJ'I6I_Ia COOTBCTCTBYCT TOJIBKO OAWH 3JICMCHT ITPaBOI0 CTOJ'I6I_Ia.

1)

2)

TepmuH
TposiH

DalIIOBBIN BUPYC

A)

b)

Onpenenenue
KOMIIBIOTEPHBI BUPYC, KOTOPBIN
VIS CBOETO Pa3MHOKEHHS

UCTIOJBb3yeT (HalIOBYIO CHUCTEMY,
BHEIPSSICH B HCIOJHSEMBIC
daiinsl mpakTudecku ao00it OC
BPEIOHOCHAs nporpamma,
KOTOpast MacCKUPYeTCs oJ
neransHOe [10



3) Makposupyc

4) 3arpy304Hblil BUPYC

IIpaBuIBbHBIN OTBET:
1 2
b A

KomniereHnuu (MHAMKATOPHI):

3. VYcraHoBuTte IIPpaBHUJIBHOC

B)

I)

COOTBCTCTBHUC.

KOMITbIOTEPHBIN BUPYC,
NOOABIAOIIMKA CBOM KOO B
MaKpOCHI TS CO3JIaHusA
JIOKYMEHTOB, ANIEKTPOHHBIX
TaOIUI] U APYTUX (aiaIoB JaHHBIX
BHUPYC, KOTOPBIN nopaxaer
3arpy304HbId  CEKTOp KECTKOIO
JIACKa WJIY TJIABHYIO 3arpy304HYIO
3alHUCh )KECTKOIO THCKa

Ka)KI[OMy QJICMCHTY JICBOI'O

CTOH6]_Ia COOTBCTCTBYCT TOJIBKO OAMWH 2JICMCHT IIPABOI'0O CTOJ'I6IIa.

Tepmun
1) @usnueckas 3amura

2) Kpunrorpadpudeckas 3ammura

3) KommbloTepHas 3amura

4) KOpuauyeckas 3amura

[IpaBusbHBIN OTBET:
1 2
I A

A)

b)

B)

)

Onpenenenue
METOJ]  3aIUTHl  WHOOpMAIIIH,
OCHOBAHHBIM Ha MPEeOOpa30BaAHHH
JAHHBIX B KOJ Pa3JIMYHOTO BHUIA,
yTOOBl ~ MH(OPMALMIO  HEJb3s
OBLJIO TIPOYUTATh, MPOCTYIIATH
0e3 pacmudpoBKH.
3TO MEpBI 0€301acHOCTH,
NpUMEHSIeMbIE N1 3allUThI
BBIYHCIIUTEIFHBIX YCTPOMCTB, a
TAKKE KOMITBIOTEPHBIX CETEU
3TO KOMILJIEKC Mep,
HANPABJICHHBIX HA 3allUTy TPaB,
CBOOOJT M 3aKOHHBIX HMHTEPECOB
GU3NYECKUX U IOPUIUICCKUX JINIT
B Pa3TUIHBIX MIPaBOBBIX
CUTYaITHASIX
KOMIUIEKC MEp W CPEHCTB,
HAlpaBJICHHBIX Ha o0ecreYeHue

0e30MacHOCTH (bu3nUecKoro
COCTOSIHUS 0OBEKTOB, JINIL,
3aIUTHI uHbopMau oT

HECAaHKLIIMOHUPOBAHHOIO JIOCTYIIA,
BPEIOHOCHBIX JEUCTBUU U IPYTUX

yrpo3

3
b

ws JIFN



Komnerenuuu (MHAUKATOPHI):

4. VYcraHoBUTE NPABWIBHOE COOTBETCTBHE. KaxaoMy »dIIEMEHTY JIEBOTO
CTOJIOIA COOTBETCTBYET TOJBKO OJIMH JIEMEHT MPaBOTO CTOJIOA.
Tepmun Omnpenenenue

1) KonbuneHnuaibsHOCTb A)  cocrosiHuE, npu KOTOPOM
uHpopmanust  auO0  ocrTaércs
HEU3MEHHOW, MO0 W3MEHCHUS
OCYIICCTBIIIIOTCS  TOJBKO TEMH,
KTO MMEET Ha 3TO MPaBO

2) 3amuiieHHOCTb b) cnocobGHOCTB CUCTEMBbI
IIPEIOCTABIISATh TaHHBIC W YCIyTH
B J1000€ BpEeMs, HE3aBUCUMO OT
BHEITHUX (paKTOPOB

3) LlenocTHOCTH B) cnocoOHocTh MIPOTUBOCTOSITh
yrpo3am, 3amura (U3n4ecKkoro u
JYIIEBHOTO 3/T0POBbS

4) JocTymHOCTb ') HeoOXomMMOCTh TIPENOTBPAIICHUS
pasmianieHus, yTeuku Kakou-amuoo
uHbOpMaIUH

[IpaBUIBbHBIN OTBET:
1 2 3 4
r B A b

KomnereHnuu (MHAMKATOPHI):

3ajaHus  3aKpbLITOr0  THUNA  HA  YCTAHOBJIEHHE  MNPABUJIbLHOM
M0CJIeI0BATEJIbHOCTH

1. YcraHoBHTE MPaBUWIbHYIO MOCIEI0BATEILHOCTh 3TAMNOB CO3/IAHUS MMOTUTUKH
MH(OPMAIIMOHHON O€30MacHOCTH:

A) PazpaboTtka npaBui U IpoLeayp

b) OGyuenue coTpynHHKOB

B) Ananu3 puckos

I') BHenpenue u MOHUTOPUHT

[IpaBunbnsiii otBeT: B, A, b, I’

Komnierenuuu (MHAMKATOPHI):

2. YcraHOBUTE MOPABUIBHYIO  MOCJEIOBATEIbHOCTh  ACHCTBUM  IpHU
pearupoBaHuY Ha UHITUACHT HHPOPMAIIMOHHOM 0€3011aCHOCTH:

A) BoccranoBnenue paboTocmnocoOHOCTH

b) N3ounsiius 3aTpOHYTHIX CUCTEM

B) Ananu3 u ouieHka yrpo3sl.

I') OGHapyxeHue nHIUAEHTa



[TpaBunbHbil oTBeT: [, B, b, A
Komnerennuu (MHAUKATOPHI):

3. VYcraHoBUTE MNPaBWIBHYIO TMOCJIENIOBATEIbHOCTh JTAllOB IIM(PPOBAHUS
JTAHHBIX:

A) Ilpumenenue mm@poBaHus K JaHHBIM.

b) Xpanenue u ynpasieHue KIrouaMmu

B) I'eneparus kimroueil.

I') Bei6op anroputma mudpoBaHus

[TpaBunbHbIl oTBeT: I, B, A, b

Komnerenuuu (MHAUKATOPHI):

4. YcTaHOBUTE MPaBWIBHYIO MOCIEI0BATEIBHOCTD IIAroB JJisi 0OECIEUCHUS
PE3€pBHOTO KOIIMPOBAHUS JaHHBIX

A) Be16op MeToj1a pe3epBHOTO KOTUPOBAHUS

b) Hacrpoiika pacrircanusi KOnupoBaHUs

B) IIpoBepka 11e10CTHOCTH PE3EPBHBIX KOMHUM.

I') Onpenenenue KpUTUYECKU BAKHBIX TAHHBIX.

IIpaBunbubiii otBeT: I, A, b, B

KomnereHnuu (MHAMKATOPHI):

3aganus OTKPLITOI'0 THIIA

3a)1amm OTKPBLITOI0 THIIA HA TOIIOJTHEHHUE

1. HanumuTe nponyiieHHoe ¢a0Bo (CI0BOCOYETAHUE).

[Tponiecc mpeacTaBiaeHus UHPOPMALIMU B BUAE, YIOOHOM JJisl €€ XpaHCHUS U
nepenaqu - 3To

[IpaBuIIbHBIN OTBET: KOAUPOBAHMUE.

KomneTenmuu (MHIUKATOPHI):

2. Kak Ha3bIBaeTCs HayKa O CO3/IaHUU O€30MAaCHBIX METO/IOB CBSI3U, O CO3IaHUH
CTOUKHMX (YCTOWYMBBIX K B3JIOMY) IIM(PPOB (TAHHOMHUCH).

[IpaBunbHBIN OTBET: KpUnTorpadus.

KommnereHnuuu (MHIUKATOPHI):

3. Hanummre npomnyIiieHHoe ¢oBO (CIIOBOCOYETAHNUE).
3HakoBasi CHUCTeMa TMPEJACTaBICHUS U mepenadyd uHGOpMalMu - 3TO

[IpaBuiIbHBIN OTBET: A3BIK.
Komnierenuuu (MHAMKATOPHI):

4. TTonHbili HAOOP CUMBOJIOB, UCIIOJIB3YEMBbIH /I KOMPOBAHUS, HA3BIBAIOT:
[IpaBunbHBIN OTBET: an(aBHT.



Komnerenuuu (MHAUKATOPHI):

5. Hanummre nponyiieHHoe CI0BO (CIOBOCOUYETAHUE).

MaccupoBaHHasi OTIpaBKa MAKETOB JAHHBIX HAa Y3JIbI CETH MPEANPHUSATHSA, C
LEJIbI0 UX MEPErPy3KU U BBIBEACHUS U3 CTPOS 3TO

[IpaBunbHbIM oTBEeT: DOS araka.

Komnierennuu (MHAUKATOPHI):

3aIlaHl/Iﬂ OTKPLITOT0 TUIIA ¢ KPATKUM CBOﬁOIlHLIM OTBETOM

1. JTaitTe OTBET Ha BOIPOC.

1. Kakue oCHOBHBIE IPUHUMIIBI JIEKAT B OCHOBE 3aIlUThl HH(OPMALIHH?
[IpaBunpHbIi 0TBET: KOHGUAEHINATBHOCTB, . HETOCTHOCTD, IOCTYITHOCTb
Komnierenuuu (MHAUKATOPHI):

2. JlaliTe OTBET Ha BOMPOC.

Kakue MeTonbl HCHONB3YIOTCS JJIsl MPEAOTBPaIEHUs] HECAHKIIMOHUPOBAHHOTO
JIOCTYyIIA K JAHHBIM?

IIpaBunbHblii  oTBeT:  IIpaBOBBIE,  OpraHU3alMOHHBIE,  TEXHUYECKHE,
amnraparHbie, MPOTrpaMMHEIE.

KomniereHnuu (MHAMKATOPHI):

3. JlaiiTe OTBET Ha BOMPOC

Kak Ha3pIBaeTCsi MOILIEHHUYECTBO, LETBI0O KOTOPOTO SIBISIETCS MOIy4YEHUE
JOCTYyIa K KOH(UIEHIUAIbHBIM JaHHBIM OJIb30BaTeNen?

[IpaBunpHbIii  oTBeT:  @uummHr/ MeTog  couuanbHOM — WMHXKEHEpHUH/
KubepmoliieHHnYecTBO

KomrmiereHuuu (MHIUKATOPHI):

4. JlaiiTe OTBET Ha BOIPOC

Kakue Mepsl moMoraroT 3aiuTUTh JaHHBIE OT (PUIITMHTOBBIX aTak?

[IpaBunBHBIM OTBET: oOyueHue COTPYAHUKOB/ UCIIOJIb30BaHHE
aHTU(QUITUHTOBBIX (UIBTPOB/ TMpPOBEpKa TMOMIMHHOCTA CaANTOB/ HCIOIH30BAHUE
bunsTpOB

Komnereniuu (MHIUKATOPHI):

5. JlaWiTe oTBET HA BOIIPOC

Kakue TeXHONOorum uCnoab3yoTes 1uisl Inu(poBaHus JaHHBIX ?

[IpaBunbubiii  otBeT: AES/RSA/DES/MeTonsl  koaupoBaHus/ aarOpUTMBbI
Kpunrorpadpuu.

KommnereHnuuu (MHIUKATOPHI):

3aaHuA OTKPBHITOrO THIA ¢ PA3BEPHYTHIM OTBETOM
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1. 3ammgpoBarh TEKCT, UCHONB3Yd AJITOPUTM HA OCHOBE 3aJadud 00 YKIIaJaKe
paHua:
[IpuBecTH pacCIMPEHHOE PEIICHUE.
Bpewms BeimonHenus — 60 MuH.
OxuaeMblid pe3yJIbTar:
ConeprkaresibHasi TOCTAHOBKA 33/1a4H.
JIaHO MHO>KECTBO IIPEAMETOB PA3JIUYHOIO BECA.
[Tonnsiil Bec paBen 270, a nmociieq0BaTeIbHOCT BECOB MPEAMETOB paBHa {2, 3, 6,
13, 27, 52, 105, 210}. Camebiii 6ombmioit Bec — 210. On mensiie 270, mo3atomy
npenmer Becom 210 kmanyt B panen. Berumraror 210 u3 270 u momywaror 60.
Crnenyromuii HauOOJBIIUK Bec MocieaoBaTeabHOCTH paBeH 105. On 6ombmre 60,
nosToMy mnpeameT BecoM 105 B panen He kinanayT. Cleayromuil cambli TSKEIbIA
npeamet uMmeeT Bec 52. OH menpe 60, mo3TOMY IpEAMET BECOM 52 TaKKe KIAIyT B
paHel. AHAJIOTMYHO MPOXOAAT MPOLENYPY YKIAJAKHU B paHEIl IPEIMEThI BECOM 6 u 2.
B pesynbrare monubiii Bec ymenbminTcs A0 0. Ecim Obl 3TOT panen Obul Obl
UCIOJb30BaH JUIs AeU(POBaHUs, TO OTKPBITHIA TEKCT, MOJYYECHHbI U3 3HAUYEHUs
mdprexcta 270, 6611 661 paBen 10100101,.
[Tpumep pemmdpoBaHus Ha OCHOBE 337]a4M 00 YKJIaJKe paHla

[udporpamma 3aKphITHIi OTKpBITBIN TEKCT
(HepacmpenesieHHbIN BeC paHIa, S) (Bec HpKeJ;LIh(/)[teITa, M) (OuHaApHBIM MHOKUTEIb, b;)
270 210 1
60 105 0
60 52 1
8 27 0
8 13 0
8 6 1
2 3 0
2 2 1

OTKpBITBIN KJTIOY TPEACTaBIseT cOO0M HE CBEPXBO3PACTAIOIIYI0 (HOPMaIbHYIO)
nocienoBaTesbHOCTh. OH (pOpMUpPYETCS HA OCHOBE 3aKPBITOTO KII0YA U, KaK MPUHSATO
CUMTATh, HE MO3BOJISET JETKO PEeIIUTh 3a7auy 00 ykiaake paHua. s ero noimyyeHus
BCE 3HAUEHHUSI 3aKPHITOTO KJIKOYa YMHOXKAIOTCS HA YUCJIO M MO0 MOIYIIO N. 3HaYeHHUe
MOJYJISI N IOJDKHO  OBITH  OOJBIIE CYMMBI BCEX YHCENT TOCJEI0BAaTEeIbHOCTH
(manpumep, n = 420 [2+3+6+13+27+52+105+210 = 418]). MHOXUTENb M JAOTKEH
OBITHh B3aUMHO MPOCTHIM YHCJIOM C MoayjeM n (Hampumep, m = 31). Pesynbrar
MOCTPOCHHSI HOPMAJILHOM TOCIIEI0BATEIHHOCTH (OTKPBITOTO KITFOUa) MPEACTABICH B
cIenyronieit Tabmurre.

[Ipumep nmomyyeHus: OTKPBITOrO KJIH04a



3aKpbIThIN KJH0Y, d; 21316 |13]|27]52(105{210

OTKpBITBIN KITHOY,
¢; = (di*m) mod n = (d;*31) mod 420

Jlnis 3ammdpoBaHus OTKPBITHIN TEKCT CHa4aia mpeodpasyeTcsi B OMHAPHBIN BUI U
pa3buBaeTcst Ha OJIOKH, TI0 pa3MepaM PaBHBIC YHCITY AJIEMEHTOB MOCIEI0BATEIbHOCTH
(kmroua). 3arem, cuyuTasg, YTO €IMHULA YKa3blBAET Ha NPHUCYTCTBHUE 3JIEMEHTA
MOCJIEIOBAaTEIbHOCTA B PAHIIE, & HOJb — HA €r0 OTCYTCTBHE, BBIYUCISIOTCS MOJIHBIC
BECA PAHLIEB — IO OTHOMY PaHIly JJIs KaKJI0T0 OJ0Ka OTKPBITOIO TEKCTA.

B kadectBe mnpumepa Bo3bMeM OTKpbIThIH TekcT «ABPAMOBY», cuMBOIBI
KOTOPOIO MpEACTaBUM B OMHAPHOM BHUJE B COOTBETCTBUU C KOAMpOBKOM Windows
1251. Pesyaprar 3ammu@poBaHus C MOMOIIBIO OTKPHITOTO Kiroda € = {62, 93, 186,
403,417, 352,315, 210} npencrapieH B CleayroIei Tabmauiie.

[Tpumep 3ammdpoBanus

62193(186|403|417|352(315|210

OTKpBITBIN TEKCT [Inpporpamma
CumBon| Bin-kon Cyna pecos (Bec panua), C
A 1100 0000 62+93 155
b 1100 0001 62+93+210 365
P 1101 0000 62+93+403 558
A 1100 0000 62+93 155
M |1100 1100| 62+93+417+352 924
O 1100 1110|62+93+417+352+315 1239
B 1100 0010 62+93+315 470

ITpaBunbHbIi oTBeT: 155, 365, 558,155,924, 1239, 470
KommneTenmuu (MHIUKATOPHI): . ...

2. 3ammgpoBarh TEKCT, UCIIONb3Ys anropuT™M RSA:

[IpuBecTr pacCIMPEHHOE PELICHUE.

Bpewms Boimonnenus — 60 MuH.

OxunaeMblid pe3yJIbTar:

[udposanue:

BriGupaem npoctele uncna:

p=3,qg=11

Boruucngem monynen =p-q =3-11 = 33

Beruucnsiem ¢yukiuio Diiepa ot moayiast n @ @(N)=(p—-1)(q—-1) =

= 2-10 = 20.

4. BeiOupaeM OTKPBITYIO SKCTIOHEHTY €=7

5. OmnpenensieM 3aKpBITYIO SKCIIOHEHTY d: d * e = 1(m0d<p(N)) =d=3

Bbynem mmdposats coobuienne RSA, mycts OykBe A coorBercTBYeT Hudpa 1,
B-2,C-3wuTn., Toraga:



R=18; S=19; A=1;
Ortkperthiii kim0 (e, n) = (7,33)
C, = (18")mod33 =6
C, = (19”)mod33 = 13
C; =(1")mod33 =1
[TpaBuibHBIM OTBET: 6,13,1
KomnereHumu (MHAUKATOPHI): ....

10



IRCHEPTHOE JAKAONEHIE

[Mpeacrannennnit Gona ouerounsx cpeacrs (aanee ~ ®OC) no aucumnanse
«Sanmra HHGOPMALMKMY COUTBETCTEYET TPpedomiuam WIOC BO.

llpeanaracambic GOpMBI # CPEACTBA TEKYUIETO M NPOMEKYTOYNONO KONTPONS
ANCKBATHE LEJAM M 3JAJa9aM  peanHlaumu  ocHosHol  npodeccuonansuolt
obpasosarensHoil  nporpaMusl 1o Hanpawienwo  nogroroskn:  40.04.01
IOpuenpyaesHns,

Ouenounpie  CPeACTBE AN TEKYIUCrO  KOMTPOAS  YCHEBAEMOCTH,
NPOMEKYTOMHON ATTECTALMM NO MIOrAM OCBOCHHMS IMCUMILIMHE NPEACTARICH B
noaHoOM obbeme.

Biibt OUCHOMHBIX CPEJICTR, BRAIOYCHHEIE B NpeacTamteHusi Gol, orsedaoT
ocHoBHEIM npuHumnam Gopmuposanns GOC.

PaspaGorannsiit ¥ NPEACTARICHHBIA AR OKCOCPTHIB QOHA  OLUECHOMHBIX
CPE/ICTE PEKOMEHAYETCA K HCNONLIOBAHHIO B NMPOLIECcce NOArOTOBKH O0YHAIOUNIXCR
110 YK3aHHOMY HANPARICHHIO,

[Npeacenarens yuyeGno-meTonuueckoi

KOMMCCHH HHCTHTYTA KOMITBIOTCPHEIX /7&

CHCTEM H HHQOPMALIHONHBIX TEXHONOIHH Berposa H.H.
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JIuceT u3MeHeHu ¥ 10NMOJTHEHUH

/o

Bunpe! nonosgHenuii n
U3MEHEHUHN

Jlata u HOMep poTOKOIa
3acenaHus Kadeapsl
(xacenp), Ha KOTOpOM OBLIH
pPaccMOTpPEHBI U 0100pEHBI
HU3MCHCHUA U OJOIIOJIHCHUA

IMonnuce
(c pactmdpoBKoii)
3aBeAYIONIETO Kadenpoit
(3aBemyromux kadempamu)
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