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CTpyKTypa u coaep:KaHue JUCHUNINHBI

1. Henu u 3a7a4u AUCHUIUVIMHBI, €€ MECTO B Y4eOHOM mpoluecce

OcHOBHOM  1enbl0  00pa3oBaHUs 1O  JUCHUIUIMHE  «YTpaBieHHE  HMHGPOPMAIIMOHHON
0€30MaCHOCTBIO» SIBJISIFOTCS TOJTY4YEeHUE OO0YYaroIIMMUCS 3HAHUM, YMEHUH W HaBBIKOB, HEOOXOAUMBIX U
JOCTATOYHBIX ISl oOnajgaHusi MpoeccHOHANbHBIMH KOMIETEHIUSIMH JJIsl MOCIEAYIOIEH YCIelHOoMl
OpPraHU3aIMIOHHO-YIIPABICHYECKOM W  KOHCAITMHTOBOW  JEATENBHOCTH B  cdepe  ymnpaBieHUs
nH(popMannoHHo# 6e3omacHocThi0 U T-uHbpacTpyKTypsl IpEATPUSITHS.

K 3amauam AMCHMIIIMHBI OTHOCATCS: NPUOOpPETEHHE TEOPETHUECKUX 3HAHWA B 00JIACTH
COBPEMEHHBIX CPEJICTB, METOJOB M TEXHOJIOTHH oOecnieueHus HHQPOPMAIMOHHON 0e30MacHOCTH
MH(POPMALIMOHHBIX CUCTeM; (OPMHUPOBAHUE NPAKTUYECKUX HABBIKOB B OpraHu3anuud paldoT 1o
obecrieueHnI0 HHGOPMAIIMOHHON O€30MaCHOCTH Ha MPEIPUATHSX.

2. Mecto nucuumiaunabl B ctpykrype OOII BO
Hucummumna B1.B.JIB.01.01 "Ymnpasnenue wuH(poOpManuoHHOW 0e30MacHOCThIO" BXOIUT B
BapHaTHBHYIO 4YacTh MPO(ecCHOHATBHOTO IUKJIA AMCUUILIMH MOJITOTOBKU CTYIEHTOB U BbIOHMpaeTcs
JT0OPOBOJIBHO.
Heo0xoauMbpIMU yCITOBUSIMU /1711 OCBOEHUS TUCLUTIIIMHBI SBIISIOTCS:
3HAHUS:
— OCHOBHBIE CTaH/IAPTHI B 00JaCTH HH(OPMAITMOHHON O€301TaCHOCTH;
— OCHOBHBIE MTOJIOKEHHSI 3aKOHOIATEILCTBA B 00JIACTH 3aIUTH HH(OpMAINH;
— CTaHJAapThl, pEerJIaMEHThl U HHCTPYKIUHU YIIPABICHUS CUCTEMON obecredeHusi HUH(PpOpMalMOHHOM
0€30MaCHOCTH MPEIIPUSATHS;
— OCHOBHbBIE MEpBI, HaMpaBJieHHbIE Ha o0ecreueHne NHHOPMAIIMOHHON 0€30MaCHOCTH Ha Pa3InYHbIX
YPOBHSIX JAEATEIBHOCTA COBPEMEHHOTO MPEPHUSTHS;
— TEPCIEeKTUBBI Pa3BUTHS TEXHOJIOTHI oOecriedeHus1 HH(OOPMAITMOHHONW 0€3011aCHOCTH;

VMEHUSL:

— aHaJIM3UPOBATh U BHIOMPAThH aJCKBATHbIE MOJIEIN HHPOPMALIMOHHOM 0€30MacHOCTH;

— HCIIOJIb30BaTh 3HAHUS O COBPEMEHHON MeTozonorun ynpasienus b ais pa3paboTku peanbHbIX
METOA0B (POPMHUPOBAHUSA 3ALTUTHI HH(OPMAITMOHHON HHDPACTPYKTYPHI;

— TMPUMEHSTb METOABI (POPMUPOBAHUS 3AILUTHI HHPOPMALMOHHOW HHPPACTPYKTYPHI IS
¢dbopmupoBanus u npuMeHeHus nonutuk Ub npeanpustus ans 3¢ exruBHOrO yrnpanneHus
nporieccamu, pabotamu U mpoueaypamu ooecneuenus 1b;

—  HCIIOJIb30BAaHHEM COBPEMEHHBIX HHCTPYMEHTAIBHBIX CPE/ICTB aHAJIN3a PUCKOB U Pa3pabOTKH
nonutuku Ub;

HABbIKU

— TPUMEHATh HA MPAKTHUKE MEXIYHapOJHblE M POCCHHCKHE MpPO(EeCCHOHAIbHbIE CTaHIApThI
UH(POPMALMOHHOM 0€30MacHOCTH;

— 0a30BbIMU HaBBbIKaMU IIOCTPOEHUS U YIPABJIECHUS CUCTEM 3allUThl HHPOPMALUY;

— HaBBIKAaMHU pPa3pabOTKU KOHIIEMIUH, MPOrpaMMbl, MOJUTUKH HH(OPMAIIMOHHON O€30MacHOCTH
HpENpUATHS;

— TIPUMEHSTb COBPEMEHHBIE MapaJUrMbl U METOA0JIOTUH, HHCTPYMEHTAIbHbIE CPECTBA peaTu3aIliu
nH(pOpMaIMOHHOW 0€30MaCHOCTHIO;

— opraHuMsauuen u nposenenue ayaura Ub.



4

CopnepkaHre MUCIMIUIMHBI TpEarnosiaraeT Haau4yue 0a30BBIX 3HAHWK B 00JacTH MHGOPMATHKH,
MH()OPMAIIMOHHBIX CUCTEM U TEXHOJIOTUN, MOJECIMPOBAHUS OM3HEC-TIPOIIECCOB, IPABOBOTO 00ECIICYCHHUSI

JCATCIIbHOCTH.

3. TpeGoBaHusi K pe3yJbTaTaM 0CBOCHHUS COJIEP:KAHUS TUCIUIIHHBI

Kox u HaumenoBanue

NuaukaTopbl JOCTUXEHUN

IlepeueHb mIaHUPYEMBIX

KOMIIETEHITHN KOMITCTCHITHH (10 pe3yNbTaToOB
peann3yemMoil TUCIUIUIMHE)
OIIK-3 Cnocoben OIIK-3.1 Crocoben 3HaTh:

aHaAJIM3UPOBATh
po¢eCCHOHATTEHYIO
nH(pOpMaINIO, BELICITATH B
HEeH TIaBHOE,
CTPYKTYpUPOBATH, OPOPMIISTH
Y TIPEJICTABIISITh B BHJIC
AHATTMTUIECKUX 0030POB C

aHaAJIM3UPOBATh
npo¢eCCHOHATTEHYIO
nH(pOpMaINIO, BEICIATE B
HEeH TJ1aBHOE,
CTPYKTYpUPOBATh, OPOPMIISTH
Y TIPEJICTABIISITH B BUJIC
AHATTMTUYECKUX 0030pOB

— OCHOBHBIC CTaHIAPTHI U
3aKOHO/IaTEIIbCTBO B
obnactu nHpOpMaAITMOHHON
0e30IMacHOCTH;

— CTaHJapThI, PErJIaMEHTHI U
UHCTPYKLUU YIIPABICHUS
CHCTEMOM oOecreueHUs

000CHOBAHHBIMU BBIBOJIAMU U UH(POPMALIMOHHOM
PEKOMEHJAlNsIMH; 0e3omacHOCTH
NpEINpUsTHS;

— TEPCIEKTUBBI PA3BUTHS
TEXHOJIOTHI1 o0ecrcUeHuUs
nH(pOpMaAITMOHHOM
0e30I1acHOCTH;

VYMeTh:
- aHaJII/IBI/IpOBaTB nu
BBIOMPATH aJICKBATHBIE

MOJIENN
nH(pOpPMaITMOHHOMN
0e30I1acHOCTH;

— HCIOJBb30BaTh 3HAHUSA O
COBPEMEHHOM
METOJI0JIOTUH
yopasienus Wb miua
pa3paboTKu peaTbHBIX
METOAOB (OPMHUPOBAHUS
3aIUTHI
MH(POPMAIIMOHHOMN
WH(PPACTPYKTYPHI;

Bnaners:

— 0a30BBIMU HaBbIKaMU
MOCTPOCHHUS u
yIpaBiIeHUs CUCTEM
3alIUThl UH(OPMAIIHH;

— HaBBIKAMU  Pa3pabOTKH
KOHIIEMIUH, TPOrPaMMBI,
MOJINTUKU
MH(POPMAIIMOHHOMN
0€30MacHOCTH
MIPEPUSTHS;

4. CTpyKTYypa M coepKaHue U CUMIIIMHbBI




4.1. O0beM y4eOHOI TMCHUNIMHBI U BUIbI Y4eOHOH padoThl

Buna yueOHoii padoThI

O06bem yacoB (3a4. ef1.)

Qunas popma

3aounas popma

OO0mas yueOHasi Harpy3ka (Bcero) 108 108

(3 3au4. en) (3 3au. en)
Oo0s13aTesIbHAsE KOHTAKTHAs padoTa (Bcero) 58 12
B TOM 4HcJIe:
Jlexun 24 6
CeMuHapCKue 3aHATHS -
IIpakTuueckue 3aHATHS 24 6

JlaGopaTopHble pabOoThI -

Kypcogas pabora (KypcoBoOii MPOEKT) -

Hpyrue ¢GopMbl U METOIBI OpraHU3alMM 00pa30BaTEIHLHOTO -
nporiecca (pacuemrno-epagpuueckue pabomol, THANBUTYATbHBIC
3aJIaHMs U M.N.)

CamocTosiTeJibHas padoTa cTyjaeHTa (Bcero) 50 96

(DopMa aTTeCTaluu 3a4€CT 3a4€CT

4.2. Conepxanue pa3ieioB THCHUIIAHBI

Tema 1. BBEJEHHE B JIHCIHITIHHY "VIIPABJIEHHE HH®OPMAI[HOHHOH
BE3OIIACHOCTBIO"

Ilenb u 3a1a4K TUCLMIIIIMHBL, €€ POJIb U MECTO B 001IEl cucTemMe MoAroToBKU Maructpa. [Tonarue
MH(POPMAIIMOHHOI 6e30MacHOCTH. Ba)kHOCTB U CI0XKHOCTH IIPOOIeMbl HHPOPMALIMOHHON 6E€30MaCHOCTH.
Mecto wuHpOpMaMOHHOW OE30MacCHOCTH B HAIMOHAJIBHOW Oe3omacHocTH cTpaHbl. KoHuenmus
uHpopmManMoHHON  Oe3omacHoctn  Poccuiickoit  @eneparun/ OCHOBHBIE  COCTaBIISIOIIUE
nHpopManmonHoit Oe3onmacHocTH. MHdopmarmonHas 0e30MacHOCT, Ha YPOBHE TOCyIapcTBa U
NPEIIPUSATHSL.

Tema 2. 3BAKOHOJATE/IBHASA OCHOBA HH®OPMAI[HOHHOH BE30ITACHOCTH

OCHOBHBIE TIOJOXKEHUST HOpPMAaTUBHOW 0a3pl P® U HalMOHANBHBIX CTaHIAPTOB B 00IAaCTH
nHpopManMoHHOM  Oe30macHOCTH W 3amuThl  uWHOpMaruu.  MeXIyHapoaHbIE  CTaHIAPTHI
UHPOPMAIIMOHHOW 0E30IaCHOCTH U yIpaBiieHHs nHPpopMalmonHoit 6e3onacHocthio (ISO, ITIL, COBIT).
Cepruduxanus I10.

Tema 3. SAINUILIIEHHA S TH®OPMALIMOHHAS CUCTEMA.

[Tonsitne '"3ammmenHas wHGopMarmoHHas cucTema'. [IpUHIUIBI 3alIUTHI: JTOCTYIMHOCTb,
LEJIOCTHOCTh, KOH(UAECHIHATBLHOCTh. OpraHn3almOHHO-PACTIOPSAAUTENbHbIE JOKYMEHTBl B cdepe
nHpopManmonHoit  GezomacHoctu. [lommTuka wHQOpPMAIIMOHHOW  O€30MaCHOCTH. APXHUTEKTypa

Oe3omacHOCTH. YmpasieHue AocTynoM. Pusnueckas 3amuTa. YIpaBieHUEe U3MEHECHUSIMU. YTIpaBIeHUE
KOH(pUTYyparusIMu. YTIpaBieHUE HHITUACHTAMHU. YTIpaBJICHHE TOKyMeHTanuen. PesepsupoBanue.

Tema 4. VIIPABJTEHHUA PUCKAMH HH®OPMAILITHOHHOH BE30ITACHOCTH

Bunpr 3ammmaemoit wHpOpManmuu. YS3BUMOCTH, PHCKH, yrpo3bl. Kiaccudukamms yrpos
nHpOpMaMOHHON Oe3onmacHocTH. Mojenb yrpo3 ¥ Mojens nHpopManuoHHOH Oe3omacHocTH. O630p
MPOTPaMMHBIX MPOAYKTOB JIJIsl OIICHKH WH(pOpMaIrmoHHbIX puckoB. [Iporpammusrit mpoaykT CORAS.

Tema 5. TEXHOJIOI'HH U METO/bl PEATU3AIIUHU Ub. KOMIUIEKCHAA 3AIIIHTA
HH®OPMAITHOHHOH HH®PACTPYKTYPhI

[IpaBoBblE, NPOrpaMMHO-TEXHMUYECKHE W OPraHU3ALMOHHO-DKOHOMHYECKHE METOJbI 3aIlMUThI
unpopmanuu. [laponbuas 3amura.

Kpunrorpadguueckue MeToapl 3alMThl  HH(OPMAIIHH.
UHQPACTPYKTYpPHI OT aTak. AHTUBUPYCHBIE CPEICTBA 3AIUTHI.

OHUII. 3amurta wuHDOPMAIMOHHON
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SIEM-cuctemsr (Security information and event management —«ympaBlieHHE COOBITHSIMU H
MH(POPMAIIMOHHOM 0€30I1aCHOCTBIO).
DLS-cuctemnr (Data Leak Prevention).

3ammrta cetd. MexcereBble 9kpaHbl. VPN-tynnenun. 3ammra ot Dos/DDos  arak.
MOHUTOPUHT U ayIUT O€30MaCHOCTH MH(GOPMAITMOHHON cucTeMbl. [IpoTokonupoBanue.

4.3. Jlekunn
Ne Ha3Banue Tembl O0bem yacoB
n/n Ounas ¢popma 3aounas
dopma
1 Tema 1. BBeagenue B tuctuIiuingy "YpasieHue 2 0,5
' nH(pOpMaIMOHHOM 0€30MacHOCTHIO"
2 Tema 2. 3akoHOgaTeIbHAS OCHOBA MH()OPMAITMOHHON 4 0,5
' 0e30MacHOCTH
3. Tewma 3. ammmenHas THGOPMAITMOHHAS CUCTEMA. 6 2
4 Tewma 4. YrpaBnenus puckamu HHGOPMAITMOHHON 6 2
' 0€3011aCHOCTH
5 Tewma 5. Texnosnoruu u Metobl peanusanuu 1b. 10 1
' KOMILJICKCHAsI 3aIIUTa HHPOPMALMOHHON HHPPACTPYKTYPHI
Hroro: 24 6
4.4. IlpakTHyecKkue (CeMHHAPCKHE) 3aHATHS
Ne Ha3Banue Tembl O0beM yacoB
n/n Ounas gopma 3aounas
dopma
1 CrpykTypa nH(pOpMaIIMOHHON 6€30aCHOCTH COBPEMEHHOTO 2 0,5
pePUITHS
[loaroroBka mpeaBapUTENBLHOTO BapHaHTa KOHLENLNU 2 0,5
5 nH(popmanmoHHoi Oe3omacHocTH Kommanuu. (Pa3zpaborka
' KOPIIOPAaTUBHOU KOHLICIIIIUU UH(POPMALIMOHHOM
06€301acHOCTH)
3. Amnanm3 puckoB nHpopmannonHoi 6e3omacHoct. CORAS 2 0,5
AHanu3 ®  ynpaBJeHME pHUCKaMH  HMH()OPMAIMOHHOU 4 1
4,
6e3omacHoct. [ PUD.
S. [TaponpHas 3amura 2 1
6. DneKTpoHHas U(POBast MOIHUCH. 2 1
7. Bupryanehbie yactHble ceTu. Coznanue VPN TyHHens 4 1
8. [Tonmutrka nadopmarmonHoi 6e3omacaoctu. KOHJIOP 2 1
9 [TocTpoeHne KOMIUIEKCHOM CHUCTeMbl HH()OPMAIIMOHHON 2 1
' 3anmTel. DLS-cucteMbl
10. OrneHKa HaJEXKHOCTH 3alUTHBIX Mexanu3mos b 2 0,5
Hroro: 24 6




4.6. CamocTosiTe/ibHasi paboTa CTYJ1€HTOB

Ne Ha3zBanune Tembl Buag CPC O0LeM yacoB

n/n Ounas popma 3aounas

¢opma

1. CrpykTypa HH(GOPMAITMOHHON BrimotHeHME 3aaHUS IO 6
0€30IaCHOCTH COBPEMEHHOTO BapuanTam. OpopmiieHue 6
IpePUATHS oTyeTa

2. IloaroroBka npenBapuTesbHOrO | BrinmonHenue 3ananus o 8
BapHaHTa KOHLEMIUU Bapuantam. OdopmieHue
MH(POPMAIIMOHHOI 0€301MacHOCTH | OTYeTa
koMmmanuu. (Pazpaborka 8
KOPIIOPAaTUBHOM KOHLIENIUU
MH(pOPMAITMOHHOM
0€30MMacCHOCTH)

3. AHanm3 pucKoB BrimosiHeHME 3a1aHuA 110 10
UH(POPMAIHOHHOM Bapuantam. OdopmiieHne 12
6e3onacHoctu. CORAS oTyeTa

4. AHanu3 u ynpasiieHue puckamu | BeimonHeHue 3aganus o 10
nH(pOpPMAITMOHHOMN BapuantaMm. OdopmieHue 12
6e3onacuoctu. ' PUOD. oTyeTa

5. [TaponpHas 3amura BrinonHenue 3amanus mo 4

BapuantaMm. OpopMicHue 6
oTyeTa

6. OnekTpoHHas nudposas BrimotHeHue 3a1aHus 110 6
MOJIMHUCH. BapuanTtam. OpopmieHue 8

oTyeTa

7. BupryanbHbie yacTHBIE CETH. BrimotHeHME 3aaHUS IO 10
Coznanue VPN tyHHens BapuanTam. OpopmiieHue 12

oTyeTa

8. [TonmuTHka nHMOPMAITMOHHON BrinonHenue 3aganus 1no 12
6e3onacHoctu. KOHJIOP BapuantaMm. OdopmieHue 14

oTyeTa

0. [TocTpoeHne KOMITIIEKCHOM Brinosninenue 3aganus mno 12
cucTeMbl HHGOPMAITHOHHON BapuantaM. OdopmieHue 14
3amuTel. DLS-cucTteMsl oT4ueTra

10. O1eHKa HaZIEKHOCTH 3allIMTHBIX | BEIMOIHEHME 3a0aHu 110 10
MexanuzmoB b Bapuantam. OdopmiecHue 12

oTyeTa

11 [ToaroroBka k 3auety/ax3ameny | [loBTop TeopeTnueckoro

MaTepUabl. 36 40

Hroro: 50 96

4.7. KypcoBble paldoThHI/MPOeKTbl MO JUCHMILVINHE «YINpaBjieHue UWHGOPMAIUOHHOM

0€30MAaCHOCTHIO» He MPeANnoJaralTca y4e0HbIM IJIAHOM.

5. O6pa3oBaTejibHbIE TEXHOJIOTHH
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[IpenoaBaHve MUCIHUILIMHBI BEACTCS C NMPUMEHEHHEM CICIYIOIIUX BHUIOB 00pa30BaTEbHBIX
TEXHOJIOTUH: 00BACHUTEIHHO-MILTIOCTPATUBHOTO 00yUeHUs (TEXHOJIOTUS TMOAIEPKUBAIOIIETO 00yUYeHHUS,
TEXHOJIOTHSl TPOBEJCHUS Y4YEOHOW IMCKYCCHH), WH()OPMAIMOHHBIX TEXHOJOTHH (IIPE3CHTAIIMOHHBIE
MaTepHalbl), pa3BUBAIOIINX U HHHOBALMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHA.

[lpakTudyeckue 3aHATHS TMPOBOAATCS C HCIOJIB30BAaHHEM Pa3BHBAIOIIUX, NPOOJIEMHBIX,
NPOEKTHBIX, HH(POPMALMOHHBIX  (MCIONB30BAaHHUE  DIEKTPOHHBIX  00Pa30BaTENBHBIX  PECYpPCOB
(27IEKTPOHHBIN KOHCIIEKT) 00pa30BaTEIbHBIX TEXHOJIOTHH.

6. YueOHo-MeTOoAMYecKOE U HMH(OPMAIIMOHHOE o0ecTiedeHne JUCIUNINHBI:
a) OCHOBHAsl JINTepaTypa:

1. Bacumbesa, M. H. Ynpasnenue uHpOpMaLUOHHON 6e30MacHOCTBIO : yuebHOe nocobue / M. H.
BacmibeBa ; Cankr-llerepOyprckuii rocyaapCTBEHHBIH 3KOHOMHYECKHH yHHBepcHTeT. — CaHKT-

[TerepOypr : Cankt-IleTepOyprekuii rocyqapcTBEHHBIN SKOHOMUYECKU yHUBEpcHuTeT, 2014, — 82 c.
— EDN TCMFPV. — URL : https://www.elibrary.ru/download/elibrary 22687480 14258248.pdf

2. Bacunbepa, M. H. Yrpasnenue puckamMu MHpoOpMauoHHoN 6ezonmacHoctu / V. H. Bacunbesa. —
Cankr-IletepOypr : Cankr-IleTepOyprckuii TocyaapCcTBEHHBIM SKOHOMUYECKHH yHUBEpcuTeT, 2016.
- 177 ¢. - ISBN 978-5-7310-3817-1. - EDN ZQUEHR. — URL
https://www.elibrary.ru/download/elibrary 30470044 25031716.pdf

3. Maiioposa, E. B. OpranusanoHHoe U NpaBoBoe oOecredeHrne MH()OPMAIMOHHON 6€30MacHOCTH :

Yuebnoe mocobme / E. B. MaiiopoBa, A. M. Ilonerenpko. — Cankt-IletepOypr : CaHkT-
[TeTepOyprckuii rocynapcTBeHHBINH S3KOHOMHYECKHH yHUBepcHuTeT, 2020. — 87 c. — ISBN 978-5-7310-
5332-7. - EDN CRFFYY. — URL

https://www.elibrary.ru/download/elibrary 46174849 62120187.pdf

4. Cyxocrar, B. B. Undopmanuonnas 6e3onacHocTh : YueOHoe nocooue / B. B. Cyxocrar. — CaHKT-
[TerepOypr : Cankt-IleTepOyprekuii rocy1apcTBEHHBIN SKOHOMUYECKU yHUBepcHuTeT, 2021. — 98 c.
- ISBN 978-5-7310-5584-0. - EDN THDMKU. — URL
https://www.elibrary.ru/download/elibrary 48073406 35238015.pdf

0) 10MOJIHUTEIbHAS JIUTEepaTypa:

1. UudopmanmonHass 6e30macHOCTh : YdeOHOe mocoOue MpeaHa3HAYeHO ISl OCBOSHUS JUCIUTUIHH
Nudopmanmonnas 6e3omacHOCTh, 3ammTa WHGOPMAWHK IS OOy4YaIOIUXCA IO HaIlpaBICHUSM
noarotoBku MHpopmarmonsslie cucteMsl U TexHonoruu, [puknaanas napopmaruka / B. U. Jloiiko,
C. B. JlanteB, B. H. JlanteB, I'. A. ApmmunoB. — Kpacnomap : KyOaHCKkuii TOCyIapCTBEHHBIN
arpapubsiii yauBepcuteT umenu W.T. TpyOununa, 2020. — 332 c. — ISBN 978-5-907346-50-5. — EDN
FWFFBG. — URL : https://www:.elibrary.ru/download/elibrary 45486035_15164620.PDF

2. Epoxun, B. B. bezonacHocts HH)OpMAIMOHHBIX cUcTeM : YuebHoe nocobue / B. B. Epoxun, /1. A.
[Toronsrmena, . I'. Crermuenko. — Mockga : "®JIMHTA", "Hayka", 2015. — 184 c. — ISBN 978-5-
9765-1904-6. - EDN VSIOUN. — URL :
https://www.elibrary.ru/download/elibrary 25788507 _90414101.pdf

3. babenko, JI. K. Kpunrorpaduueckas 3ammra uHhpopMauy: CMMMETpUYHOE MK(pOoBaHUE : yueOHOe
noco6ue / JI. K. BaGenko, E. A. Wmykosa ; KOJXXHbBIN ®EJIEPAJIbHbIA YHUBEPCUTET. —
Taranpor : UznarensctBo FOxHoro denepansnoro ynusepcurera, 2015. — 219 ¢. — EDN VIUWIP.
— URL : https://www.elibrary.ru/download/elibrary 25353132_85779244.pdf

4. Tpysmesa, JI. M. Nudopmaunonnas OezomacHOCTh : YueOHO-meronumueckoe mocobue / JI. M.
I'pyzneBa ; Poccuiickuii ynuBepcuter Tpancmopta (MUUNT). — MockBa : M3garenbckuit Jlom
"Axkamemus EcrecrBoznanms", 2020. — 121 ¢. — ISBN 978-5-91327-662-9. — DOI 10.17513/np.432. —
EDN ZYAAJZ. — URL : https://www.elibrary.ru/download/elibrary 44668615 93844582.pdf

5. Ilmatonos, A. A. adopmarnmonnas 6e30macHoCTh : Y4eOHoe mocodue [DneKTpoHHBIN pecypc] / A.
A. IlmaronoB. — Bousrorpan : Boarorpaickuii rocyJapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHBIN
yauBepcurer, 2016. — 69 c. — ISBN 978-5-98276-822-3. — EDN YIGINP. — URL
https://www.elibrary.ru/download/elibrary 28892005 89625832.pdf



https://www.elibrary.ru/download/elibrary_22687480_14258248.pdf
https://www.elibrary.ru/download/elibrary_30470044_25031716.pdf
https://www.elibrary.ru/download/elibrary_46174849_62120187.pdf
https://www.elibrary.ru/download/elibrary_48073406_35238015.pdf
https://www.elibrary.ru/download/elibrary_45486035_15164620.PDF
https://www.elibrary.ru/download/elibrary_25788507_90414101.pdf
https://www.elibrary.ru/download/elibrary_25353132_85779244.pdf
https://www.elibrary.ru/download/elibrary_44668615_93844582.pdf
https://www.elibrary.ru/download/elibrary_28892005_89625832.pdf
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6. Tepensuckuii, [1. B. Unpopmanmronnas 6e3omnacHocTs : yuebnoe mocodue / I1. B. Tepensackmii, U.
A. Tapacosa, T. C. ®ponoBa. — Boarorpan : Boarorpaackuii rocyl1apCTBEHHBIH TEXHHUYECKUI
yauBepcurer, 2015. — 96 c. — ISBN 978-5-9948-2004-9. — EDN VFYWNT. — URL
https://www.elibrary.ru/download/elibrary 25223083 76817147.pdf

7. Makapenko, C. 1. Uadopmanronnas 6e30macHOCTh: yueOHoe mocooue : yueoHoe nmocooue / C. U.
Makapenko. - Crasponons, 2009. - 372 c¢. - EDN QIRWUL. . — URL
https://www.elibrary.ru/download/elibrary 19407202 _92560555.pdf

B) METOAHYECKHE YKAZAHUSA:

1. Meronuyeckue yKa3aHUS K TMPAKTHYSCKUM 3aHATUAM 10 juciuiuimHe «HpopmarmonHas
0e30macHOCTh» JUIsl  CTYIAeHTOB HamparieHus monarotoBku 38.03.04 T'ocymapcTtBeHHOE U
MYHUIIUTNIAIHOE yIpaBieHue (IHeBHOW M 3a0uHOil ¢opm oOydenus) / Coct.: A.I. Boponosa. —
Jlyranck: uzn-po: JII'Y um. B. Jlans, 2023. - 113 c.

2. Koncrexr mekuuii mo gucrumuinae «OQ0ecreueHne HaIeKHOCTH M 0€30IIaCHOCTH DKOHOMHUYECKUX
WH(QOPMAIIMOHHBIX CHCTEM» JUIsl CTYIEHTOB HampaBieHuss moarotoBku 38.03.05 - busnec-
uHpopmatrka (IHEBHOH u 3a0uHOi (hopm oOyuenus) / Coct.: A.I'. BoponoBa. — JIyranck: u3a-Bo
JIHY um. B. Hansa, 2018. — 102 c.

3. Meroanueckue yKka3aHus K MPAKTUIECKUM 3aHATUSM 10 quciuruinae «ObecredeHrne HaleKHOCTH U
0€30IacCHOCTH  DKOHOMHYECKHX HMH(POPMAIIMOHHBIX CHCTEM» JUIsl CTYJIEHTOB HaIlpaBJICHUS
noarotoBku 38.03.05 — busnec-undopmaTuka (1HeBHON U 3a0uHOi popm oOydenwus) / Coct.: AT
Boponoga. — JIyranck: uzn-so: JIHY um. B. [ans, 2018. — 77 c.

r) UurepHer-pecypcesbi:

MunucrepcTBo 00pa3oBanus U Hayku Poccuiickoit @enepannu — http://MuHoOpHayKu.pd/

denepanbHas ciry:k0a 1Mo Haa30py B cdepe oOpazoBanus u Hayku — http://obrnadzor.gov.ru/

IMopran denepanbHBIX FOCYIAPCTBEHHBIX 00Pa30BATEIbHBIX CTAHIAPTOB BBICIIETO 00Pa30BaHUS —
http://fgosvo.ru

®enepanbublii nopran «Poccuiickoe odpazoBanue» — http://www.edu.ru/

HNudopmanmonnas cuctemMa «EamHOoe OKHO JjocTyma K 00pa3oBaTelbHBIM pecypcam» —
http://window.edu.ru/

denepanbHbIi EHTP HHPOPMAITMOHHO-00pa30BaTeNIbHBIX pecypcoB — http://fcior.edu.ru/

CnpaBouyHo-mipaBoBas cucrtema «KoncynbTanT mirocy. - URL: http://base.consultant.ru

Hayunast anextponnas 6ubiunoreka. - URL: http://elibrary.ru/

DJIeKTPOHHBbIE OMOJIHOTEYHbIE CUCTEMbI H PeCYPChI

DexTpoHHO-0MOIHOTeUHas cucTema «StudMed.ru» —https://www.studmed.ru

NudopmannonHblii pecypc 0u0/1H0TEeKH 00pa30BaTe/IbHOM OPraHU3aluu

Hayunas 6ubnmuotexka umern A. H. Konstea — http://biblio.dahluniver.ru/

7. MaTepuabHO-TeXHHYECKOe U MPOrPaMMHOe o0ecnieyeHne JMCIHIIHHbI
OcBoeHne IUCHMIUIMHBI «YTIpaBlieHHe WH(GOPMAIIMOHHONH O€30IacHOCTbIO» IPEeaIoaraeT
UCIIOJIb30BaHNE AaKaJeMUYECKUX ayAUTOPUM, COOTBETCTBYIOUIMX JACHCTBYIOUIMM CaHUTApHBIM U
MIPOTUBOIMOKAPHBIM IPABHUIIAM U HOpMaM.
[Tpouee: pabouee MecTo mpenogaBaTeis, OCHAIIEHHOE KOMIIBIOTEPOM C JOCTYNoM B MIHTepHeT.

[TporpamMmmHoOe obecrieueHme:

DOYyHKIUOHATBbHOE BecniaTHoe mporpaMmmHoe
CceblIKHN
Ha3HAYCHHUE odecmeueHHe
. . . https://www.libreoffice.org/
Ocpnennrit naxer Libre Office 6.3.1 https://ru.wikipedia.org/wiki/LibreOffice



https://www.elibrary.ru/download/elibrary_25223083_76817147.pdf
https://www.elibrary.ru/download/elibrary_19407202_92560555.pdf
http://%D0%BC%D0%B8%D0%BD%D0%BE%D0%B1%D1%80%D0%BD%D0%B0%D1%83%D0%BA%D0%B8.%D1%80%D1%84/
http://obrnadzor.gov.ru/
http://fgosvo.ru/
http://www.edu.ru/
http://window.edu.ru/
http://fcior.edu.ru/
http://base.consultant.ru/
https://www.studmed.ru/
https://www.libreoffice.org/
https://ru.wikipedia.org/wiki/LibreOffice
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OnepanuonHasi cucteMa

UBUNTU 19.04

https://ubuntu.com/

https://ru.wikipedia.org/wiki/Ubuntu

Bbpayzep

Firefox Mozilla

http://www.mozilla.org/ru/firefox/fx

bpayzep

Opera

http://www.opera.com

I1oYTOBBII KJIMEHT

Mozilla Thunderbird

http://www.mozilla.org/ru/thunderbird

QDaii-MeHeIKep

Far Manager

http://www.farmanager.com/download.php

ApxuBarop

7Zip

http://www.7-zip.org/

I'paduaeckuii pemakTop

GIMP (GNU Image
Manipulation Program)

http://www.qgimp.org/

http://gimp.ru/viewpage.php?page id=8

http://ru.wikipedia.org/wiki/GIMP

Penakrop PDF

PDFCreator

http://www.pdfforge.org/pdfcreator

Aynuonneiiep

VLC

http://www.videolan.org/vlc/

8. OueHouHbIE CpeaCTBA MO TUCUMUIIJIMHE

IHacnopT

(oH1a OLIEHOYHBIX CPEACTB MO Y4eOHOI TMCHUILIHHE

«YmnpaBnenue HHPOPMAITMOHHON 0€30MaCHOCTHIO

[lepevyeHbp KOMMETEHIMI (JIEMEHTOB KOMIICTCHIIMH), (OPMHPYEMBIX B pe3yJabTaTe OCBOCHUS
y4eOHOM TUCIUTUIMHBI (MOJYJIS) HIIA TTPAKTUKU

Ne | Kon ®opMmynupoBka | MHIuKaTopsl KonTponupyemsie Oransl
/Tl | KOHTPOJIUPYEMOU | KOHTPOJIUPYEMO | JOCTHKEHUI TEMBI dbopMupoBaHus
KOMIIETECHIINU u KOMITETEHINH (10| y4eOHOI (cemectp
KOMITIETEHIIUH peanuzyemoit JTUCIUILTAHBL, U3YYEHHUS)
JTUCITUTLTUHE) MIPAKTUKHU
1 OIIK-3 Cnocoben OIIK-3.1 Tema 1. Benenue B 3
aHanm3upoBaTh | Criocoben JTUCHUTUITUHY
npodeCCHOHANIb | aHATM3UPOBaTh | "YTpaBieHUE
HYIO npodeccronans | HHPOPMAITMOHHOMN
nHpopmaruto, HYIO 0€301acHOCThIO"
BBICTISITh B HEW | HHpOpMAIIHIO, Tema 2. 3
TJIaBHOE, BBIICIATh B HEW | 3aKOHOIATEIIbHAS
CTPYKTYpUPOBAT | IJIaBHOE, OCHOBa
b, OQOPMIIATE U | CTPYKTYPUPOBAT | HH(POPMAIUMOHHOM
MPEICTaBIATh B | b, OQOPMIISTH U | GE30IACHOCTH
BUJIIEC NpencTaBisiTh B | Tema 3. 3amumieHHas 3
AQHAIMTUYECKUX | BHJIE nH(pOpMaIIMOHHAS
0030poB C | aHAIMTUYECKUX | cHUCTEMA.
000CHOBaHHBIMH | 0030pOB Tema 4. Yrpapienus 3



https://ubuntu.com/
https://ru.wikipedia.org/wiki/Ubuntu
http://www.mozilla.org/ru/firefox/fx
http://www.opera.com/
http://www.mozilla.org/ru/thunderbird
http://www.farmanager.com/download.php
http://www.7-zip.org/
http://www.gimp.org/
http://gimp.ru/viewpage.php?page_id=8
http://ru.wikipedia.org/wiki/GIMP
http://www.pdfforge.org/pdfcreator
http://www.videolan.org/vlc/
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BbBIBOJJaMU nu pI/ICKaMI/I

PEKOMEHTallASIM MH(OPMAMOHHON

U, 0€30IIacCHOCTH
Tema 5. TexHoNOrNH 3
U METOJbI

peanuzanuu 1b.
KOMIUJICKCHAS 3aliTa
nH(pOPMAITMOHHOMN

UHPPACTPYKTYPHI

IToxa3zaTenu u KPUTECPUHA ONCHUBAHUA KOMHeTeHHI/Iﬁ, OIMMCAaHMuE IKAJ OHCHUBAHUA

Ne | Kon WNunukatops! | [Iepeuens KonTponupyemble | HaumeHoBanue
/T | KOHTPOJUPYEMOH | TOCTHIKEHUN | TUTAaHUPYEMBIX TEMBI y4eOHOH OIIEHOYHOTO
KOMIIETCHITHH KOMITETEHITNH | PE3yIbTaTOB TTUCIUTUTAHBI cpenacTBa
(o
peanusyemoi
JTUCITUTIITNHE)
1. OIIK-2 OIIK-2.1 3HaTh: Tema 1. VYerHBIN - ompoc,
— OCHOBHBIE Tema 2. KOHTPOJIbHAS
CTaHIApPTHI U Tewma 3. pabora (o
3aKOHOIATEILCTBO B Tema 4. BapUAHTaM),
obnactu Tema 5. TECTBI

MH(POPMAIIMOHHOM
0e30macHOCTH;

— CTaHJAapThl,
periaMeHThl U
MHCTPYKIIUU
YIIPaBJICHUS CUCTEMOM
obecnieyeHus
MH(POPMAIIMOHHOM
0e301acHOCTH
NPEANPUSATHS;

— TEPCIEKTUBBI
Pa3BUTHUS TEXHOJIOTUN
obecnieyeHus
MH(POPMAIIMOHHOMN
0e30IacHOCTH;

YMers:

— aHaJIU3MPOBATH U
BBIOMPATH a/IeKBATHBIC
MOJIeNN
MH(POPMAIIMOHHOM
0e30macHOCTH;

— HCIOJIB30BaTh
3HaHUS O COBPEMEHHOMN
METOIOJIOTUU
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ynpasienus Ub s
pa3pabOTKH peaIbHBIX
METOIOB
dhopmMupoBaHUS
3aIIUTHI
nH(pOPMAITMOHHOMN
UHOPACTPYKTYPHI;
Bnaners:

— 0a30BbIMH
HaBBIKAMU TIOCTPOCHUS
U yIIpaBJICHUS CUCTEM
3alIUThl UH(OPMAIIIH;
— HaBbIKaMU
pa3paboTku
KOHIEMIUH,
POTrpaMMbl, TOTUTHKH
nH(pOPMaITMOHHOMN
0e30macHOCTH
MIpePUATHS;

BOoo~NoOR~WNE

21.

22,

0.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

DOoH/IbI OLICHOYHBIX CPEACTB M0 AMCHMILINHE
«Ynpasjenne uHGpoOpMANOHHOI 6€30MACHOCTI

Bomnpocs! /151 00Cy:KIeHHs] HA MPAKTHYECKHX H CEMUHAPCKUX 3aHATHSAX
(ycTHBIH onpoc)

[TonsaTue nHpopMaIOHHOK 0€30MacCHOCTH.

Bunpl 3amuniaemoit nHbopManmm.

[lepeuncanre cocraBistone HHHOPMAIIMOHHON 0€30MaCHOCTH.
[IpuBeaute onpeaeneHue TO0CTYMHOCTH HH(OPMALIUH.
[IpuBenuTe onpeneneHue HEIOCTHOCTH HHPOPMALIHH.
[IpuBenute onpeneneHne KOHPUACHINATLHOCTH HHPOPMAIUH.
Tunel atak u yrpos.

Bneninue ucTouHMKH yrpo3

BHyTpeHHUE UCTOYHUKHU yTPO3

Kanans! yreuku nnpopmanuu.

Crannaptsl nH(GOPMAIIMOHHON 0€30MaCHOCTH.

VYnpasnenue nHGopMarmoHHOM 6€301MacHOCTH.

[TonuTHka nHPOPMAITMOHHON 0€301MaCHOCTH.

OcHOBHBIE METOIBI O0ecTieueHrs MHPOPMaIMOHHOM 6€30MacHOCTH.
[TpuHIUIIBI TOCTPOCHHUS 3AIIUIICHHBIX CHCTEM.

CHuMMeTpHUYHbIE KPUIITOCUCTEMBI.

AccCUMETpUYHBIE KPUIITOCUCTEMBI.

[Ipodunaktuka 3apaxenus Bupycamu. [lonck u yaaneHue MIMUIOHCKUX U PEKIIaMHBIX MOJyJIen

Kpunrorpaduueckie METO bl 3aIUTHI.

[Iporokonbl ayreHTuukanuu. CnabocTu MapoiabHBIX MPOTOKOJIOB ayTeHTHU(uKauuu. Buael atak u

yrpo3 Ui IPOTOKOJIOB ayTEHTU(UKAIIH.

[TpoTokomnbl snekTpoHHON momnucu. OOmue MOHATHS W ompeneneHus. Buasl atak U yrpo3 mis

IIPOTOKOJIOB 3JIEKTPOHHOM MOJMKCH.
[Toka3zaTenu 3alUILIEHHOCTH MEXCETEBBIX SKPAHOB.
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23. Kiacchl 3anuIeHHOCTH MEKCETEBBIX IKPAHOB.

24. DnexTpoHHAas UPPOBast MOANKUCH.

25. Apxurektypa cucteMbl 6e3omacHoctr OC.

26. JlaiiTe onpenesneHue MOJUTHKN 0€30IacHOCTH.

27. Kakuie cepBUCHI O€30MTaCHOCTH BKIJIIOYAET TEXHOJIOTHSI BUPTYAILHBIX YACTHBIX CETEH?
28. Yro Takoe "TyHHETb" U TEXHOJIOTHUS €r0 CO3AaHUsA?

29. SIEM-cucremsl.

30. DLS-cucremsi.

31. HampaBieHust pa3pabOTKH MOJUTHKH O€30MMaCHOCTH.

32. Meroponorust COBIT.

33. Ananu3 puckoB HHPOPMAITMOHHOHN OE30MaCHOCTH.

34. UncTpyMeHTapuil aHaiIM3a aHaJIu3 PUCKOB MHPOPMALIMOHHOM 0€30MacHOCTH.
35. MOHUTOPHUHT U ayauT WHHOPMAITMOHHOW 0€301TaCHOCTH.

Kpurepuu n mikaa olleHUBaHUSI 110 OLIEHOUYHOMY CPEICTBY «YCTHBIM OIIPOC)

MIkana OIICHUBaHUA Kputepuit onennBanus
(uHTEpBAT OAIIIOB)
S) OTBeT mpeacTaBieH Ha BBICOKOM YPOBHE (CTYACHT B ITOJTHOM 00beMe

OCBETHJI pacCMaTpUBAEMyI0 NpOOJIEeMaTHKy, MPHUBET apTyMEHTHI B
NOJIb3y CBOMX CYXICHHH, BiIajeeT NPOPHIbHBIM MOHATHHHBIM
(kaTeropuaabHbIM) aNmapaToM H T.11.)

4 OtBeT npeAcTaBieH Ha CPEIHEM YPOBHE (CTYIEHT B LIEJIOM OCBETHII
paccMaTpuBaeMyl0 MpoOJeMaTuKy, MPHUBEN apryMEHTbl B IOJIb3Y
CBOMX CYKIEHMM, TOIYCTUB HEKOTOPbIE HETOYHOCTH U T.I1.)

3 OTBer mpeiacTaBieH HAa HHU3KOM YpPOBHE (CTYAEHT JONYCTHII
CYIIIECTBEHHBIE HETOYHOCTH, HM3JIOKWI Marepuaj ¢ OIMOKaMH, He
BJIaJ€eT B JOCTAaTOYHOH CTENEeHU NPO(UIBHBIM KaTeropualbHbIM
annaparoMm U T.II.)

2 OTBeT mnpeacTaBi€H Ha HEYJOBJIETBOPUTEIBHOM YPOBHE WIM HE
MIpE/ICTaBJICH (CTYICHT HE TOTOB, HE BBITIOJIHIII 3a/IaHUE U T.I1.)

KonTpoabHast padora (o Bapuanram)

[IpoBecTn aHaiM3 OLEHKH PUCKOB  MHGPOPMAIMOHHON  O€30MacHOCTH  MPEeANpHUSATHS
(ompenenennoit cepsl aesrenbHOoCcTH) HAa ocHOBEe MeToauku COBIT (¢ ucmonb3oBaHrEeM MPOTPaMMHOTO
nactpymeHTapusi CORAS).

[Tpon3BOACTBEHHOE MPEANPUATHE PACHOIOKEHO B OTAEIBHOM 2-X 3T@KHOM 3JaHUHU C OJJHUM
HEHTPAJILHBIM BXOJOM M OJHHUM 3alacHbIM BBIXOJOM. Ha kaxkaom »sTaxke ecTh OoJbIIME OKHA,
BBIXOJSIIIME Ha FOXKHYIO U BOCTOUHYIO CTOPOHBI. Poj 3aHATHIl cBs3aH ¢ IepeoBbIMU TEXHOJIOTHsIMU. B
CTPYKType TpeAnpusTHs (QYHKIMOHUPYET HECKOJIbKO IOApa3ACiICHUN, HMEIOUMX OTIeIbHbIC
MIOMEUICHHUS.

B cerp uepe3 Burywo mnapy, onrtoBosokHo, Wi-Fi u Bluetooth BeixomsT He wenee 10
CTAllMOHAPHBIX KOMIIBIOTEPOB M HECKOJIbKO HOYTOYKOB. EUHBIN cepBep 00CIyXHBaeT XpaHEHUE
pabouux (aiiiaoB, 6a3bl JAHHBIX TPEANPHUATHA, @ TAKKE KOPIIOPATUBHBIN CaliT, TOCTYIHBIN 3a MpeneIaMu
JIOKaIbHOM ceTu. MHTEpHET K 3MaHWI0 TOABOIUTCS IO ONTOBOJIOKHY. Ilepudepuiinplie ycTpoiicTBa:
MIPUHTEPHI, (PAKCHI, TENCHOHBI.

[IpoBecTH OlLIEHKY aHaln3a PUCKOB MH(POPMAIIMOHHON 0€30MacHOCTH. YKa3aTh 0OBEKTHI 3aIIUTHI
U BO3MOXHBIE Yrpo3bl. llpucBouTh Kaxmoil yrpoze cBoro oueHky mo 10 OanpHOil mkane (10
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MakcuMaibHas yrpo3a). [Ipennoxxuts cpeacTBa 3amuThl. BeimoaHuTs ucmomiab3ys Mmerogoioruo COBIT u

nporpaMMHbIi mpoaykT CORAS.

Kputepun u 1mkasa olleHHBaHUS 110 OLEHOYHOMY CPEICTBY «KOHTPOJIbHAs paboTa (110 BApHAHTAM)»

IITkana OllCHUBaHUS Kpurepuii onienuBanus
(nHTEpBaN OAIIIOB)
5 3aaHue BBIOJIHEHO HAa BRICOKOM YPOBHE (IIPaBUIHHBIC OTBETHI
nanbl Ha 90-100% BompocoB/3aaq)
4 3amaHue BBIOJIHEHO HA CPEeIHEM ypOBHE (ITPABIIIBHBIE OTBETHI JaHBI
Ha 75-89% BompocoB/3a1au)
3 3aaHue BBIMOJIHEHO HA HU3KOM YPOBHE (TPaBUIHHBIC OTBETHI IAHBI
Ha 50-74% BornpocoB/3a1au)
2 3aaHue BBIMOJIHEHO HAa HEYIOBICTBOPUTEIHLHOM YPOBHE
(mpaBUJIbLHBIE OTBETHI 1aHbl MeHee ueM Ha 50%)

TecTbI

3agaHus 3aKPBITOr0 THIIA

1. CocrosiHMe 3alIMIEHHOCTH HAIMOHATBHBIX HHTEPECOB CTpaHbl B WH(MOpMaNUOHHOU cdepe oT

BHYTPEHHHX U BHEUIHUX YIPO3 3TO:
a) HudopmanuonHasi 6e30MacHOCTH
b) BesomacHocth

¢) HaumonanbHas 6€30MacHOCTh

d) 3amura napopmanyu

OOnacTh HayKM W TEXHHUKH, OXBATHIBAIOIIAS COBOKYITHOCTh KPHITOTPa(pUUYECKHX, MPOrpaMMHO-
anmapaTHBIX, TEXHUYECKUX, MPABOBBIX, OPraHU3AlMOHHBIX METOJIOB U CPEACTB OOECHEUYCHHUS
O0e3omacHOCTH HMH(pOpMaUM TIpH €€ 00padoTKe, XpaHEHWHW | Iepefade C HCIOJIb30BaHUEM
COBPEMEHHBIX MHPOPMAITMOHHBIX TEXHOJIOTHIA:

a) KommiekcHoe odecrieuenne nHGpOpMaMOHHOM 0€30MacCHOCTH

b) Besomacuocts AC

C) VYrposa Ge3omacHOCTH

d) Araka Ha aBTOMaTH3UPOBAHHYIO CHCTEMY

e) IlomuTrka 6e30MacHOCTH

HenpepbIBHBIN 11€1€HANTPABICHHBIN MTPOLIECC, TPEANOJIAralONIUN TPUHITHE COOTBETCTBYIOIUX MEP
Ha BCEX ATamnax >Ku3HeHHoro nukia AC:

a) IIpuHIUI CHCTEMHOCTH

b) TIpuHIUI KOMIUIEKCHOCTH

¢) IlpuHIUN HeMPePHIBHOI 3aIMTHI

d) IlpuHUMO pa3yMHO# TOCTATOYHOCTH

e) IlpuHiun ruOKOCTH CHCTEMbI

Buapt nndopmanmonHoit 6€30MacHOCTH:

a) IepcoHanbHasi, KOpNOpaTHBHAS, rOCY/IapCTBEHHAsI
b) Knamenrckas, cepBepHasi, ceTeBas

¢) JlokanbHas, rro0aabHasi, CMEIIAaHHAS

5. K ocHOBHBIM npuHIHIIAM 0OecriedeHrs THPOPMALMOHHON 6€301MacHOCTH OTHOCHTCS:
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a) IKOHOMHYECKOI 3(PPeKTHBHOCTH CHCTEMBI 6€30MACHOCTH
b) MHuoromiaTpopMeHHOH pean3aIii CHCTEMBI
C) VYcuieHwus 3alIUIIEHHOCTH BCEX 3BEHbEB CUCTEMBI

6. Ilommtrka 6€30MaCHOCTH B CHCTEME (CETH) — 3TO KOMILJIEKC:
a) Hopwmsl nH(pOpMaIMOHHOTO MpaBa, COOTI0IacMbIE B CETH
b) PykoBoacTs, TpedoBaHuii 00ecneyeHUs] HEOOXOAMMOI0 YPOBHS 6€30MACHOCTH
€) Wuctpykumii, anropuTMOB MOBEICHHS MTOJIb30BATEIS B CETH

7. K mpaBoBbIM MeTOAaM, 00ECTIEUMBAIOIIUM UH()OPMAITHOHHYIO O€30MaCHOCTH, OTHOCSTCS:
a) Pa3paboTka anmapaTHbIX cpeAcTB 00eCIICUCHUS TPABOBBIX JaHHBIX
b) Pa3pabotka u ycTaHOBKa BO BCEX KOMITBIOTEPHBIX MIPABOBBIX CETSIX )KYPHAJIOB ydeTa CHCTBUIMA
c) Pa3pa6orka u KOHKpeTH3aIlusi MIPABOBbIX HOPMATHBHBIX AKTOB 00ecneYeHusi 6e30MaCHOCTH

8. Tlox yrpo3oit 6e3onacHocTH nHGOpManuu B kKoMibioTepHoi cucteme (KC) monnmaror:
a) BO3MOKHOCTh BO3HUKHOBEHUS Ha KaKOM-ITMOO0 dTare xu3HenHoro mukia KC rakoro ee
COCTOSIHUS, IPU KOTOPOM CO3/aI0TCSI YCIIOBUS JJIs pealiu3aliy yrpo3 0€30nacHOCTH MH(POpMAIUY;
b) coObITHE HIIN IeiicTBHE, KOTOPOe MOKeT BbI3BaTh H3MeHeHne pynkunonnposanus KC,
CBSI3aHHOE ¢ HAPYLIEHHEM 3alUIIEeHHOCTH 00padaTbiBaeMoil B Hell HH(OpMAaIIUK;
C) eHiCTBHE, MPEAITPUHUMAEMOE HAPYIIUTEIEM, KOTOPOE 3aKJIF0UAETCs B MOMCKE M UCTIOJIb30BaHUN
TOW WJIA UHOM YSA3BUMOCTH.

9. Vsa3BuMocTh HH(MOpPMAITUH— ITO:
a) BO3MO’KHOCTh BO3HMKHOBEHHMS HA KAKOM-1H00 3Tane ;ku3HeHHOro nukjaa KC rakoro ee
COCTOSIHUSL, IPM KOTOPOM CO3aI0TCH YCJIOBHS ISl Peajin3auuu yrpo3 0e30nacHoCTH
uHopManum;
b) coObITHE MK JEHCTBHE, KOTOPOE MOXKET BBI3BaTh M3MeHeHue GyHKInoHupoBanus KC,
CBSI3aHHOE C HapyIIEHUEM 3alUIIEHHOCTH 00pabaTeiBaeMoii B Hell nHpopMalnu;
C) 3TO AeHCTBUE, MPEANPUHUMAEMOE HApYIIUTEIEM, KOTOPOE 3aKII0YaeTcs B MOMCKE U
WCIIOJIb30BaHUH TOW WJIM UHOM YSI3BUMOCTH.

10. [yist yero co3maeTcs cucTeMa pa3rpaHU4eHUs JOCTYya K HHPOpMAIIH:
a) 114 3amuThl nHGpopmanuu ot HCJL;
b) mst ocymectienus HCJIU;
C) OIpeaeNIeHNs MaKCUMAIIbHOTO YPOBHS KOH(UIEHIIMAIBHOCTH JOKYMEHTA.

11. Tlpouenypy ycTaHOBKH chep ACHCTBUS MOIB30BaTENSA U JOCTyIHBIE eMy pecypchl KC Ha3bIBaIoT:
a) ayTeHTH(HUKAIHMEH;
b) aBTopu3zanmeii;
C) uaeHTUUKAIIUS.

12. WckyccTBEHHBIE YTPO3bI HCXO/IS M3 UX MOTHBOB Pa3JIENIAIOTCS Ha:
a) KOCBEHHBIE U HEMOCPEICTBEHHBIE;
b) HecaHKIMOHMPOBAHHBIE U CAHKIIUOHHUPOBAHHEIE.
C) HempeAHAMEpPeHHbIe H NPeJHAMepeHHbIe;

13. Ayrentudukamnus — 31o:
a) MOATBeP K/AeHUE MOATUHHOCTH;
b) npenocTaBieHNEM TTOJTHOMOYHIA;
¢) nudposasi MOIMUCH.
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14. Tlpu sKcrutyaTaniui MEXaHU3MOB ayTeHTHU(PHUKAIIUN OCHOBHBIMHU 33JJa4aMU SIBIISIOTCS:
a) reHepanus UJIH U3rOTOBJIeHHE HIEHTH(PUKATOPOB, HX Y4eT U XPaHeHHe, Nepeaaya
HAeHTU(GUKATOPOB NMOJIb30BATETI0 U KOHTPOJIb HA/I NIPABUJIbHOCTHIO BHINOJIHEHHS
npouenyp ayrenruuxkanuu B KC;
b) pasrpannyeHue IpaB MOJIb30BATENCH M 0OCITYKUBAOIIETO TIEpCOHaa Mo JOCTYIY K pecypcam
KC B cooTBeTcTBUM ¢ QYHKIIMOHAITBHBIMHU 00S3aHHOCTSMH JTOJKHOCTHBIX JIUIL;
C) peayM3alnus MEXaHu3Ma BUPTYaIbHON MaMSTH C pa3/elIeHUEM aIpECHBIX MPOCTPAHCTB.

15. Opranu3aiioOHHBIMH MEPOIIPUATHIMU NPEeAyCMaTPUBAETCS
a) HCKJII0YEHHE HAXO0K/IeHUs B MeCTaX HAJTU4usi HHGOPMAaTHUBHOI0 CUTHAJIA
3JI0YMBIILIEHHNKA ¥ KOHTPOJIb 32 ero JeiiCTBUSIMU U NepeIBHKEeHUEM;
b) uckiroueHne 3HAYUTEIBHON YaCTH 3arpy304YHBIX MOIYJIeH U3 ChEephbl X TOCATAEMOCTH;
C) UCKJIIOUEHNE HECAaHKITMOHMPOBAHHOTO JIOCTYMA K pecypcam [I9BM u xpansumMcs B Helt
HporpaMmaM H JaHHBIM.

16. N3bupaTenbHas MOIUTHKA O€30MMACHOCTH MOAPA3YMEBAET, UTO:
a) mpaBa JA0CcTyna cy0beKkTa K 00beKTY CHCTEMbI ONPeAeJATCA HA OCHOBAHUU HEKOTOPOIro
BHEIIHEro (M0 OTHOLIECHHUIO K CHCTeMe) MPaBuJia (CBOMCTBO H30MPATEIbHOCTH);
b) Bce CyOBEKTHI U OOBEKTHI CUCTEMBI IOJKHBI OBITH OJHO3HAYHO UICHTU(DUIIMPOBAHBI;
C) KaXJI0MY OOBEKTY CHUCTEMBI IPUCBOCHA METKA KPUTUIHOCTH, OTPEIEIISAIONIast IEHHOCTh
coJieprkanieiicst B HeM HH(OpMalUu.

17. B yem 3akir09aeTcs MpaBuiIo Pa3rpaHUYCHUsI TOCTYIIa
a) JIMII0 JOMYCKAaeTCsl K padoTe ¢ JOKYMEHTOM TOJIbKO B TOM CJIy4ae, eCJii YPOBEHb J0MyCKa
cy0beKTa J0CTyNa paBeH WJIH Bblllle YPOBHS KOH(UIEHINAJLHOCTH IOKYMEHTAa, a B Hadope
KATeropuii, IPUCBOEHHBIX JAHHOMY CYObEKTY 10CTYIA, COAEPKATCH BCE KATErOPHH,
onpeseeHHbIE [JIs1 JaHHOTO IOKYMEHTA;
b) numo gomyckaeTcs K paboTe ¢ JOKYMEHTOM TOJBKO B TOM CITy4ae, €CJIH YPOBEHB JOIMyCcKa
cyOBeKTa IOCTyma HIKE YPOBHS KOH(DHUICHIIMAIBHOCTH JOKYMEHTA, a B HA00Ope KaTeropui,
IPUCBOCHHBIX TaHHOMY CyOBEKTY JIOCTYIIa, COAEPIKATCS BCE KATETOPUHU, ONIPECIICHHBIE JIIS
JTAHHOTO JIOKYMEHTA;
C) JIUIIO JIOMYCKAETCs K paboTe ¢ JOKYMEHTOM TOJBKO B TOM CIIydae, €CIIH YPOBEHB JOIMyCKa
cyOBeKTa IOCTyma HIKE YPOBHS KOH(DHUICHIIMAIBHOCTH JOKYMEHTA, a B HA00Ope KaTeropui,
NPUCBOCHHBIX TaHHOMY CyOBEKTY JIOCTYyIIa, HE COJIepKaTCs BCE KaTETOPHH, ONIPEIEIICHHBIC IS
JTAHHOTO JIOKYMEHTA.

18. TlotHOMOYHAsI MOJTUTHKA O€30MTaCHOCTH TTOAPAa3yMEBAET, UTo:
a) KaxKI0MYy CYObEeKTY CHCTeMbI IPHUCBOEH YPOBeHb Mpo3pauHocTu (Security clearance),
onpeesiiOIMii MAKCUMAaJIbHOE 3HAaYeHHe METKH KPUTHYHOCTH 00BEKTOB, K KOTOPbIM
cy0OBeKT uMeeT J0CTYII;
b) Bce CyOBEKTHI U 0OBEKTHI CUCTEMBI IOJKHBI OBITh HICHTU(PDHUITUPOBAHBL;
C) IpaBa J0ocTyna cyObeKTa K 00bEKTY CUCTEMBI OTIPEACTISIOTCS HA OCHOBAHUU HEKOTOPOTO
BHEIITHET0(IT0 OTHOIIEHHUIO K CUCTEME) MpaBmiia (CBOHCTBO N30UPATEIHHOCTH).

19. Va3zsumocTs nHGOpMAIIUU— 3TO:
a) HEM3MEHHOCTh HH(POPMALIUY B YCIOBHUAX €€ CIYy4aliHOro H(MJIN) MpeTHAMEPEHHOTO UCKAKEHUS

WU pa3pyLICHUS.
D) BO3MOKHOCTH BOSHUKHOBEHHSI HA KAKOM-JIN00 dTane ;ku3HeHHoro nukia KC rakoro ee
COCTOSIHMS, IPH KOTOPOM CO3/1a0TCH YCJIOBHS ISl peajiu3aluu yrpo3 6e301acHOCTH
uHopManum;
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C) Habop JOKYMEHTHUPOBAHHBIX HOPM, MPABUJ U MPAKTUUYECKUX MTPUEMOB, PETYIUPYIOIINX
yIIpaBJIEHUE, 3aLIUTY U paciipeesieHue HH(HOpMAIIMH OTPAaHUYCHHOTO JJOCTYIIA;

20. MeTtoapl, 3aTpyAHSIOIINE CYUTHIBAHHE CKOMTMPOBAHHOW MH(POPMALIMU OCHOBBIBAIOTCS HA

a) NpUJIaHNU 0COOCHHOCTEH Mpoleccy 3anucu HHPoOpMaIMU, KOTOpPbIe He MO3BOJISIOT
CYMTHIBATH MOJYYECHHYI0 KOMUIO HA JIPYTUX HAKOMUTEJISIX, He BXOASIIUX B 32N IIAEMYI0
KC;

b) pa3rpaHndeHUH MpaB MOJIb30BATENICH U OOCITYKHBAIOIIETO MEPCOHANA 1O AOCTYITY K pecypcam
KC B cooTrBeTcTBUHM ¢ (hYyHKIHMOHATBHBIMH 00SI3aHHOCTSAMU JOKHOCTHBIX JIUIL;

C) HCIIOJIb30BAHUA JOITOJIHUTCIBHBIX MIPOTrPAMMHBIX HUJIW alllIapaTHO-IPOTpaMMHBIX CPCACTB.

21. TpostHCKHE ITPOrpaMMBI 3TO:

a) MporpaMMBbl, CoJiepKaIlie B cebe alropuTMbl MUPPOBAHKS, 00ECIICYNBAIONINE PA3TUINE
Ppa3HBIX KOIIMU BUPYCA;

b) mporpamMMbI KOTOpBIE COAEPKAT CKPHITHIE MOCIET0BATEILHOCTH KOMaH (MOIYJIH),
BbINIOJIHAIOLIME 1eiiCTBUS, HAHOCALIHE BPe/ M0Jb30BATEIsIM;

C) MPOTrpaMMbI KOTOPbIE TIOCTIE AKTUBU3ALIMN TTOCTOSIHHO HAXOSATCS B ONEPATUBHOMN MaMsITH
KOMITbIOTEPA U KOHTPOJIHMPYIOT JOCTYI K €r0 pecypcam.

22. YKaxuTe napoib, KOTOPBIH OTBEYaeT TPEOOBAHUSM CIIOKHOCTH MAPOJIsl U HE SABISETCS CIA0BIM.

a)
b)
c)
d)
e)

YaStudent100%
Password_111
84c3IM#@KkH$&1
#IXE@

Qwer_ 1234567890

23. YKaxute BO3MOXKHBIE METO/Ibl BOCCTAHOBJICHUS MApOJIsl B IpOrpaMMax BKPBITHSI Taposieit

a)
b)
c)
d)

ITepedop no macke
ATaka 1o cJ0Bapio
IIpsimoii mepedop

[To snexTpoHHOM MOYTE

24. Jlnsa gero ciyxar cetd VPN (ykakuTte mpaBUIbHBIN OTBET)?

a)

b)

c)
d)

AJIs1 o0ecrevyeHusi COeJUHEHHUS TPEX BUIOB: y3eJI-y3ell, y3eJI-CeTh U CeTh-CeTh (B
3aBHCHMMOCTH OT IPUMEHSIEMBIX IIPOTOKOJIOB)

AJis1 o0ecrevyeHns ceTeBbIX COeIMHEeHN I MOBepX Apyroii cetu (Hanpumep, UHTepHer)
IUIs yIyqIIeHHs 0€3011acHOCTH JIOKAJIbHOW CeTH

IUIsL yBEIMYEHHS OBICTPOACHCTBHS JIOKAJIbHOU CeTH

25. Kak Ha3pIBaeTcst MOJIeNb pa3rpaHUueHus IOCTYIIA K 3aluiaeMoil nHopMaIiy, NpuBeeHHAs Ha
PHUCYHKE.
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EEL [T
CyBBeRT C BEICORHM = DEBEHT € BRICOHMM
YPOBHEM AOCTYNA YTEHWE YDOBHEM CEKPETHOCTH
4 M
3 g 8 E
i - = I
= al = a
m [ =] m [=
™ x ] -
> '
s AT
b k'
3anuce
OEBeKT C HAZHMM 3 CyBberT C HUZHMM
YPOBHEM CEHPETHOCTH HTEHHE W YPOBHEM O0CTYNE

a) Moaeas Benna-JlanaxyJis
b) Mogens ®ocrepa-Crioapra
C) Mopuenb bokca-J[)xeHknHCa

26. Cxema KaKoil MOJIETH YIIPAaBJICHUS JOCTYIIOM IIPEICTaBICHA HA PUCYHKE?

il

|
==

©
C3 1

NS
© o
C1 P
]

a) JHUCKPEIMOHHAs MOJIE/b yIIPABICHNUS;

b) manaarHas Moxeb ynpaBiieHus;

C) poJseBasi MOZICNb YIIPABICHUS,

d) ympaBienue 10CTYIIOM Ha OCHOBE ITPABHII

27. Cxema Kakoi MOJICITH YIIPABJICHHUS JOCTYIIOM IIPEJICTAaBICHA HA PUCYHKE?
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User Role Permission (OBS x OPS)

Administrator System Settings (OBS)

H

Select (OPS)

Create (OPS)
Update (OPS)
Delete (OPS)

User (OBS)

S[_seeaiiors |
"

a) IUCKPCLUOHHAS MOJICIb YIIPABICHUS,

b) manmaTHas MOJENb yIIpaBICHUS;

C) poJieBasi Mo/IeJIb yIPABJICHHS;

d) ympamienue 10CTYIIOM Ha OCHOBE ITPABHII

28. Cxema KaKoW MOJIeNTU YIPaBJICHUs JOCTYIIOM TpeCTaBICHa Ha PUCYHKE?

Access Control
Policy

Environment
Conditions

Decision,
Enforce
=
3

ABAC
Access Control
Mechanism

Object

Subject

Subject Attributes

Object Attributes

d) HMCKPEIHOHHAs MOJEIb YIIPABICHNUS,

b) ManmaTHas MOZAEJb yIIPaBICHUS;

C) poJieBasi MOJICNb YIIPABICHUSL;

d) ynpasijieHWe JOCTYIIOM HA OCHOBE NMPaBUJI

29. Cxema Kakoi MOJIENHU YIIPABJICHHS JOCTYIIOM MPEICTABICHA Ha PUCYHKE?
a) MUCKPEeIHOHHAsI MOIEIb YIPABJICHHUS;
b) ManmaTHas MOZAEJb yIPaBICHUS;
C) poseBast MOJIENb YIIPaBICHUS,
d) ympamieHue 10CTYIIOM Ha OCHOBE MTPABHII
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30. Kakue mpaBa npenocTaBiieHbl K 00beKTy Tpymie "xo3stuHa" -rw-r--r--
a) TOJIBKO YTCHHE
b) ToabKo 3amuch
C) 4YTEeHHE U 3aNHCh

31. Kakue mpaBa npeaocTaBlieHbl K 00BbEKTY rpymre "Bce ocTanbHble" -rw-r--r--
a) TOJbKO YTeHHe
b) TonbKO 3amKCh
C) 4YTEeHHUE W 3aInCh

32. Kakoit MeToJ1 co3/1aHusI PE3EPBHBIX KOMHM MPEICTABICH HA PUCYHKE?

1*" noNHbIN 2°" NONHbIA 3" NONHbIN
63kan 63Kkan 63Kkan

McTOUHMK
OaHHBIX

a) IlonHoe pe3epBHOE KOMMPOBaHHE
b) MukpeMeHTHOE pe3epBHOE KOMMUPOBAHHUE
C) MuddepeHnmanbHoe pe3epBHOC KOMTUPOBAHKE

33. Kakoit meTof] co3iaHust pe3epBHBIX KOMUI MPECTaBIIeH Ha PUCYHKE?

PesepBHOe xpaHunuuie
NONHBLIA 63Kan P P L

MHKPEMEHTANBHLIA WHKPEMEHTANBHBIA HMHKPEMEHTANLHBIA
Gakan GaKan Gakan

ve

McTouHmnK BropHuk Cpepa YeTeepr MaTHMua

AaHHbBIX

(@
(

a) IlonHoe pe3epBHOE KOMUPOBAHUE
b) MuxpemeHTHOE pe3epBHOE KONMUPOBAHHE
C) MuddepeHnmaabHOe pe3epBHOEC KOMTUPOBAHKE

34. Kakoit MeToJ1 co3/1aHusI PE3EPBHBIX KOMHM MPEICTABICH HAa PUCYHKE?



PezepBHoe xpaHunuLle

NoAHBIA G3Kan

AnddeperHumansHein guddepeHuansHeR

- n n
AuddepeHUMAnEHLIR Gara Gaxa

BTopHWk Cpepa YeTteepr MatHuua

McTouHuK
AaHHbIX

a) IlomHoe pe3epBHOE KOMMPOBAHUE
b) MukpeMeHTHOE pe3epBHOE KOMUPOBAHHUE
c) AuddepenunanbHoe pe3epBHOE KOMMPOBAHHE

35. Haubornee BaXXKHBIM MPU peaTU3alliU 3alIUTHBIX MEP MOJUTHKU 0€30MaCHOCTHU SBIISIETCS:
a) AyauT, aHaJIHM3 3aTpaT Ha MPOBEACHUE 3aIUTHBIX MEp
b) Ayaut, ananau3 ysi3BHUMOCTeii, pUCK-CUTyallU i
C) AyauT, aHamu3 0€30MaCHOCTH

36. KTo B KOHEYHOM CYeTE HECET OTBETCTBEHHOCTH 3a FapaHTHH TOTO, YTO JaHHbIE KJIaCCH(DUITHPOBAHBI
M 3aIIHIICHEBI?
a) Brnamenblbl JaHHBIX
b) Ilonp3oBarenu
C) AIMHHHCTPATOPHI
d) PykoBoacTBo

37. Yro takoe CobiT u kak OH OTHOCHUTCS K pa3paboTKe cucTeM UH()OPMAIIMOHHON 0€30acCHOCTH U
mporpamMm 0€30MacHOCTH?
a) Croucok cTaHIapTOB, MPOLEAYP U MOIUTHK ISl pa3paObOoTKH NPOrpaMMbl 0€30MIaCHOCTH
b) Texkymias Bepcus ISO 27799
C) OTKPpBITHIii CTAaHAAPT, ONPeIeISIOIINN HeTu KOHTPOJIsS
d) Crpykrypa, KoTopas Obuta pa3paboTaHa JUisi CHI)KCHUS] BHYTPECHHETO MOIICHHIYECTBA B
KOMITIaHHUAX

3ajaHust OTKPHITOrO TUIIA

1. CocrosiHHME 3alUIICHHOCTH KU3HEHHO BA)KHBIX HHTEPECOB JHMYHOCTH, OOIIECTBA, rOCYAapcTBa B
uHpopmannoHHoOU cdepe (cpene) (nHpopManmoHHasi 6e30NMACHOCTD)

2. Meroa crienuanbHOTO IpeodpazoBaHus HHGOPMAIUH, C [EIBIO 3alIUTH OT 03HAKOMIICHUS U
MoAu(UKAITUU TTOCTOPOHHHUM JIUIIOM (kpunTorpadusn)

3. Kakas TexHOoJI0THs MOCTPOCHHS CETe N300pakeHa Ha PUCYHKE HUXKE.
(VPN/BupTyaJbHBIX ceTeii).
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Internet

Buanec-naptHep

MnasHbiia oduc

YaaneHHuiA

4. Kaxoii KOMIUIEKC MPOTrpaMMHO-AIIIaPATHBIX CPEICTB, OCYIIECTBISIFOIINN HHPOPMAITMOHHYIO 3aLTUTY
OJTHOM YaCTH KOMITBIOTEPHOU CETH OT APYroH IMyTeM aHaIu3a, MPOXOISIIEro MeX1y HUIMH Tpaduka
n300pakeH Ha pUCyHKe? (daitepBo /opanamMaydp/MeKceTeBOM IKPaH)

4y W

= l‘i;'!_ .
'

.,
5. (Cxema Kakoro MeToja 3aKphITHs HHGOPMAITUHU TIPEICTaBlIeHa HA PUCYHKE?
(CummeTpuyHOe I ppoBaHHE/CHMMETPHYHOTO)

A A A
Emsisoft |, 0¥ wp KB 0¥ e i  Emsisoft

Flrewall

Rocks[2] o ' ov2+s= 0 Rocks[2]
T@Y/Jh
OTKpBITHINA TEKCT Anroputm LLnpoTexct Anroputm OTKpBITLIA TEKCT
wudpoeanua WwhppoBanus
LII' IIJ
06LWuit Kntoy

6. Cxema Kakoro MeToja 3aKphITHS HHPOPMAIIMH IIPEICTaBICHA Ha PUCYHKE?
(acumMeTpuuHOe MH(POBaHNE/aCCHUMETPUIHOTO)
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N A A
Emsisoft | o GO mgz o Oy up  Emsisoft

= Hﬂ[j - NK{V,)
Rocks 0 g}":lz\;}jh o Rocks

b 4

OTKpbITbI TEKCT Anroputm LUndpoTexct Anroputm OTKpbITbIi TEKCT
WwrhpoBaHus WwuppoBaHua
* *
OTKpbITbIi KNOY 3aKpbITbIA KNHOY

7. Cxema Kakoro MeTo/ia 3aKpbITUsl HH(pOpMaIiK MpeCTaBIeHa Ha pUCYHKE?
(daexTponnast uudposasa moanucs/ILII)

D *@
oy
e wy"*‘in
g Aaxupie s
| Xew
Ceprudunar

[anHble, NOANHCaHHbE
SNEKTPOHHOH Undposoid

NaANACkID
o,
4
i,

Moanwmce Moannce

CeptHdunar

8. IlpencraBnenue uHGOpPMALIUU B BHJIE€ YCIOBHBIX CUTHAJIOB C IIE€JIbI0 aBTOMATHU3ALIMHU €€ XPaHEHNS,
00paboTKH, epeiadu v T.I. (kogupoBaHme).

9. Ipomomwxkute (hpaszy: "AIMUHUCTPATUBHAS U 3aKOHOJATEIbHAS MEPA, COOTBETCTBYIOIIAs MEPE
OTBETCTBEHHOCTH JINIIA 32 TOTEPI0 KOHKPETHOH CEKPETHOM NH(pOpMaLUHU, perJaMeHTUPYIOIAscs
CIELIMAJIBHBIM IOKYMEHTOM C Y4ETOM IOCYJapCTBEHHBIX U BOEHHO-CTPATErMUECKNX, KOMMEPUYECKHUX

WJIA YaCTHBIX UHTEPECOB - 3TO..." 3alUIINUTE OTBET: (YpoBeHb CEKPeTHOCTH)
10. [ToreH1aTbHO BO3MOXKHOE COOBITHE, IEHCTBHE, TPOLIECC UITH SBJICHHE, KOTOPOE MOKET IPUUNHUTD
yiiep0 4YbuX-HUOYAb TaHHBIX, HA3bIBACTCS (yrpo3sa)

11. Joctyn k uH(pOpPMAIIUU B HAPYIIEHUE TOJDKHOCTHBIX MMOJIHOMOYUH COTPYAHHKA, TOCTYI K 3aKPHITON
U1 TyOJIMYHOTO A0CTYIa HH(GOpPMALIMU CO CTOPOHBI JIUILI, HE UMEIOIIMX pa3pelleHus Ha JOCTYI K
3TON MH(OPMAIIUU HA3BIBACTCS (HeCAaHKIIHOHUPOBAHHBIM J10CTYIIOM)

12. Meton napodist 1 ero MoAguUKaIis, METOI BOITPOC-OTBET, METOJT CEKPETHOTO aJITOPUTMA - 3TO
METObI (ayreHTHUKAINN)

13. CoBOKynHOCTh  JOKYMEHTHPOBAHHBIX MpaBWJI, NPOUEAYp, MNPAKTUUYECKHX MPUEMOB WU
PYKOBOJSIIMX MPHHIIMIIOB B 00JacTH Oe30macHOCTH WH(OpPMAIMU, KOTOPBIMU PYKOBOACTBYETCS
OpraHu3alMs B CBOCH JAEATEIbHOCTH HAa3bIBACTCS (moTMTHKO# 6€30MACHOCTH)

14. Jluno, meITaronieecs MOCPEICTBOM HCIOJIb30BAHUS HECOBEPIICHCTBA MPABOBBIX, OPTraHU3AI[MOHHBIX
WM TEXHUYECKHUX CPEACTB oOecrieueHus: NHPOPMAIIMOHHON 0€30MacHOCTH OKa3aTh HEMpPaBOMEPHOE
M HECaHKIMOHUPOBAHHOE BO3JCHCTBHE Ha (MONYyYUTh, U3MEHUTh WU OTPAHUYUTH B JIOCTYIE
3amuIaeMyto nHpopMaiuo) HHPOPMAIHIO OpTraHU3AINH (3710yMBILILJIEHHHUK)
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16.

17.

18.

19.

20.

21.

22,

23.

24,

24

. JlelicTBHE HEKOTOPOro CyOBEKTa KOMIbIOTEPHOI cUCTEMBI (T10Ib30BaTeNs, MPOTpaMMBbl, Ipoliecca U
T.J.), UCHIOJIb3YIOIIETO YS3BUMOCTh KOMIBIOTEPHON CHUCTEMBI ISl JOCTHXKEHUSI 1eIeH, BBIXOSIINX

3a TIpeielTbl aBTOPU3AIMN JaHHOTO CyObeKTa B KOMITBIOTEPHOM CHCTEME. (aTaka)
CocrosiHHE 3alIUIIEHHOCTH XU3HEHHO BAa)XHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYAapCTBa OT
BHYTPEHHHX U BHEUIHUX yIPO3 — 3TO (6e3omacHOCTD)

Cenenus o (akrax, cOOBITHAX U OOCTOATENbCTBAX JKU3HU Tpa)KIaHUHA, I103BOJIAIOLIHE
UICHTH(UIIMPOBATH €r0 TMYHOCTD (mepcoHaJIbHBbIE JaHHBIE)

CucTteMa IITaTHBIX OPraHOB YIPAaBJICHUS M OPTaHU3AMOHHBIX (HOPMUPOBAHMM, MpeIHA3HAYEHHBIX
st obecrieueHuss 6e30macHOCTH MHGOPMAIMH TIPEATPUSTHS (cy:x0a
0e30MacHOCTH)

CKONBKO TEKCTOBOM MH(OpPMALMM MOXET ObIThb CKPBITO METOJaMH CcTeraHorpaguu B IIBETHOM
¢dororpaduu, crenanHon 3-X MEramuKCeIbHOM KaMepoil MoOUIbHOTO TenedoHa?

CumBoJIBI A (PYEMOTro TEKCTA MOCIIEI0BATENBHO CKIIABIBAIOTCS ¢ CUMBOJIAMU HEKOTOPO
CIeUANBbHOM MOCIeI0BATEIbHOCTH, 3TO METOT (raMMHpOBaHUsI/TAMMHPOBaHHeE)
[TonnenbHbIE COOOLIEHNS OT UMEHU OaHKOB WM (DMHAHCOBBIX KOMITAaHUH, LI€IbI0 KOTOPBIX SBISAETCS
cOOp JIOTMHOB, TMapojel W THUH-KOIOB TMOJIb30BaTelIe Ha3bIBaCTCA

(pmmmHr)
OpuHOYHAsI aTaKW, B KOTOPOM MOIIEHHUKU HAMaJal0T C IENbI0 BBI3BATh MEPETPY3KY MOJACUCTEMBI
CepBHCa, MyTEéM OTIIPABKH MaKCHUMAJILHOT'O KOJIMYECTBA TpaduKka KepTBe. (DoS-araka)

Ha xakom ypoBHE 3TaJlOHHOI CeMHYpPOBHEBOIH MOJIEIIN MOKET OBITh PEeaIM30BaHO TYHHEIHPOBAHUE?
(ceToBOM/CEeTEBOM YpPOBHE)

[TpodeccronanbHble B3IOMIIMKH 3aIUTHl KOMIBIOTEPHBIX MPOrpaMM M CO3AATENH KOMIBIOTEPHBIX
BHPYCOB (xaKepbl)

25. PaboTHUK 00513aH He pas3riamaTh KOMMEPUYECKYI0 TaifHy TOCIe MpeKpalleHus: TpyI0BOTO J0T0BOpa B
TEUeHWEe  JIeT WM CpPOKa, MNPEAYCMOTPEHHOTO COTJIAICHHEM MEXKAY COTPYAHHKOM U
paboToaarenem, 3aKJIFOUCHHBIM B TIEPHOJI CPOKA JACHCTBHUS TPYAOBOTO JI0roBopa. (3 jer)

26. HerrpaBoMepHBI JOCTYII K KOMITBIOTEPHON HH(OPMAIIH, €CITH 3TO AESHHUE MOBJIECKJIO YHUUTOXKCHNUE,
O6nmokupoBaHue, Moauukanuioo MO0 KomupoBaHWe HH(POpManuM, HapymeHue paborsl DBM,
cuctembl DBM mim ux ceTu, — Haka3bIBaeTCs (mrrpadom)

27. Kto siBIsieTcss OCHOBHBIM OTBETCTBEHHBIM 32 ONpeAeieHHE YPOBHs Kiaccu(ukauuu MHPOpManuu?

(Baagesien)

28. BecectopoHnHee 00cieqoBaHuE, IO3BOJISIONICE OIICGHUTh TEKYIEE COCTOSHUE HH(OPMAIMOHHON
0€301MacHOCTH OpraHu3aliyd ¥ CIDIAHUPOBATh JajJbHEHIINE IIard 10 IOBBIIICHUIO YPOBHS
3alUIIEHHOCTH — 3TO MH(POPMAIIMOHHOW 0€30ITaCHOCTH (Ay/IHT)

29. Ilpouiecc HaOMIOACHMS, aHAIM3a M OIEHKM CHCTEM M CETe Ha MpeaMET BO3MOXKHBIX YIPO3,
BPEIOHOCHOTO  KO/a, VYSI3BUMOCTEM M  HAapymIeHHH MOJUTHK  OE30MacHOCTH —  3TO

nHGOPMAIMOHHOM 6€30macHOCTH (MOHMTOPHHT)

30. Bo3MOXXHOCTh TOTO, YTO JaHHAas yrpo3a CMOXET BOCIOJIb30BAaThCS YSI3BUMOCTBIO aKTHUBA WIIU
Ipynmsl  akTUBOB M TeM  CaMblM  HaHeceT  ymepOd  opraHum3ammm  —  3TO

UH()OPMAIIMOHHOW 0€30ITaCHOCTH (PHCK).

Ha conocrasiieHne WU paHXKMPOBaHUe

1. Pacnonoxwure ypoBHU oOecrieueHus: HHPOPMaLMOHHOM Oe30macHOCTH B P® OT BBICIIETro K HU3IIEMY:
1) mporpammHoO-anmapaTHbeIi; 2) aIMUHUCTPATUBHBIN (OpraHU3alMOHHBIN); 3) 3aKOHOIaTeIbHO-
IIPaBOBOM;

Ortser:

1) 3aKkoHOIATENBEHO-TIPABOBOM;
2) aIMUHHUCTPATUBHBIN (OpraHU3aIIMOHHBIN);
3) nporpaMMHO-anmnapaTHbIil
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2. PacronoxuTe 1Mo nopsaKy dTansl GOPMUPOBAHUS FICKTPOHHOU ITU(POBOM TIOITUCH:

a) DopMHUpPOBAHHUE MTOITHCH
b) Teneparus KIFOUEBOM MaphI

c) IIposepka (Bepudukaims) moanucu

OTtser
1. TeHepanus KJIIFOYEBOU MMapbl
2. ®opmupoBaHUE MOANHCH

3. Tlpogepka (BepuuKaIms) MOIMACH

3. VYcTaHOBUTE COOTBETCTBUE:

d=r

CaDem -

o

m—

=

LJ

D=

User Role

Permissicn (OBS x OPS)

Administrator

g8e-

Access Control
Policy

System Settings (OBS)

Seleot [OPS)

< Create (OFS)

Update (OPS)
Delete (OPS)

User (OBS)

Seleot [OPS)

N Create (OPS)
P Update (OPS)

Delete (OPS)
Password Reset (OPS)

Environment
Conditions

Object

Subject

Access Control
Mechanism

Subject Attributes

3 Object Attributes

Otser: 1-A; 2-B; 3-B

a) MaHJaTHas MOJIENb
yIIpaBJICHUS;

0) ympaBieHHE TOCTYIIOM Ha
OCHOBE ITPABHII

B) poJjeBas MOJIENb
yIIpaBJICHUS;



4, VYcraHOBUTE COOTBETCTBUE:

3" nonNHbIA
63Kan

2% NONHbIA
63kan

1°% nonHbIR
63Kan

McTouHnk
AaHHbIX

e
i PesepBHoe xpaHunuLle
1
1
I
! MHKD 7 P TanbHbIA p TaNbHbIA
| Gakan Gaxan Gakan
i
i
‘ ™™™
1
‘ e
1
1
1
WNeTounmk ! Yeteepr MaTHuua
OaHHBIX |
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, d
Pe3epeHoe xpaHunuie '.
Bipep e — !
e PRI Pk éanan Gavan ;
Gawan 1
[
1
1
[
MeTouHMK BropHuk Cpena Yerteepr MatHuua |
AAHHBIX i

Otser: 1-A; 2-B; 3-b

5. YcraHoBHTE COOTBETCTBHE:

1. 3TO KOMIUIEKC MEPONPHUATHH, HCKITIOYAIOIINX
WJINA OCIA0JISIONIMX BO3MOXKHOCTD
HEKOHTPOJIMPYEMOTO BBIXOa
KoH(UIEHITMATEHON HHpOpManuu 3a
MpeAeIIbl KOHTPOJIUPYEMOM 30HBI 33 CUET
ANEKTPOMATrHUTHBIX TOJIEH TOOOYHOTO
XapakTepa ¥ HaBOJIOK

2. 9TO KOMILUIEKC MEPOIPHUATHHA, UCKITIOYAIOIIIX
WU YMEHBIIAOIINX BO3MOKHOCTh
HEKOHTPOJIMPYEMOTO BBIXO/a
KOH(pHUACHITMATHHOU HHPOPMAIIUH 32
npeieabl KOHTPOIUPYEMO 30HBI B BUIC
MIPOU3BOJICTBEHHBIX HJIA MTPOMBIIIICHHBIX
OTXOJIOB

3. 3TO KOMIUIEKC MEPOTIPUATHI, UCKITIOYAIOIINX

WM YMEHBIIAIOIIUX BO3MOXXHOCTh BBIXO/A
KOH(pHUACHITHATHHOU HHPOPMAIIUH 32
mpeieabl KOHTPOIUPYEMO 30HBI 33 CUET
AKyCTHYECKHX TMOJIeH

3TO KOMIUIEKC MEPOTIPUATHH, HCKITFOYAOIIUX
WJTM YMEHBIIIAOIINX BO3MOKHOCTh BBIX0/1a
KoH(UIEHITMATEHON nHpOpManuu 3a
MIpeAeIIbl KOHTPOJIUPYEMOM 30HBI 33 CUET

a) TOJIHOE PEe3epBHOE
KOTIMPOBAHUE

0) muddepenmanbaoe
pe3epBHOE KOMTUPOBAHHE

B) HHKPEMEHTHOE
pe3epBHOE KOMTUPOBAHHE

3anmTa HHPOPMaIUH OT yTEUKH
M0 aKyCTUYECKOMY KaHATY
3anmTa HHPOPMaIUHN OT YTEUKH
M0 BH3yaJbHO-ONTHYECKOMY
KaHaITy

3amuTa THPOPMAITUH OT YTEUKH
TI0 DJIEKTPOMArHUTHBIM KaHaJaM
3amuTa HTHPOPMAITUH OT YTEUKH
10 MaTepUATLHO-
BEIIICCTBEHHOMY KaHAIly
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pacrpocTpaHeHUs CBETOBOM SHEPTHH
Orser: 1-B; 2-T'; 3-A:4-b

6. YcraHOBUTE COOTBETCTBHUE:
1. CumMmeTpuYHBIC KPUITOCHCTEMBI
2. AccuMeTpHYHBIC KPUTITOCHCTEMBI

Ortger: 1-a,B; 2-0

7. YcTaHOBHTE COOTBETCTBHE:

1. Hayka o CKpBITOU nepeaaye nHphopMaIuu
IyTeM COXPaHCHHsI B TaliHe camMoro (akta
nepenavyn

2. HayKa, CKPBIBAOIAs COJICPKUMOE
CEKPETHOTO COOOIIEHUs

OrtseT: 1-0; 2-a

8. VYcraHoBUTE COOTBETCTBUE:

1. cpencrBa, B KOTOPBIX IPOTPaMMHbBIC
(MUKpOTIPOTPaMMHBIC) U amlliapaTHbIC YaCTH
MIOJIHOCTHIO B3aUMOCBSI3aHBI 1 HEPA3IEIIMMbI

2. DJEKTPOHHBIE, AIEKTPOMEXaHUYECKHE U
JpyTHE YCTPOMCTBA, HEMOCPEACTBEHHO
BCTPOEHHBIE B OJIOKH aBTOMAaTH3MPOBAHHOM
MH()OPMAIIMOHHOW CUCTEMBI WITH
o OpMIIEHHBIE B BUJIE CAMOCTOSITENIbHBIX
YCTPOMCTB U COMPATAIONTUECS C ITUMHU
OsoKaMu

3. CpeAcTBa 3alIUThI C TOMOIIIBIO
npeoOpa3zoBanus HHGOPMAIMH (HapuMep,
mmdpoBaHus)

4. cpencTBa npeAHa3HAUYEHBI 17151 BBIMOJTHEHUS
JIOTUYECKUX U MHTEIUICKTYATbHBIX (YHKIIHIA
3alUThI U BKIIIOYAIOTCS JINOO B COCTAB
MPOrPaMMHOTO OOeCTIeUeHusI
aBTOMATU3MPOBAHHON WH(OPMAITHOHHON
CUCTEMBI, THOO B COCTaB CPEJICTB,
KOMIUJIEKCOB U CUCTEM ammapaTypbl
KOHTPOJISL.

5. mpeAHa3HAYEHBI JIJIsl BHEIIHEH OXPaHbI
TEPPUTOPUN OOBEKTOB, 3AIIUTHI
KOMITOHEHTOB aBTOMATHU3UPOBaHHON
MH()OPMAIIMOHHON CUCTEMBI IPEIPUSITHS U
pean3yloTcs B BUJIE aBTOHOMHBIX YCTPOMNCTB
U CUCTEM

Ortser: 1-a; 2-0; 3-B; 4-1; 5-1

9. VYcraHOBHUTE COOTBETCTBUE:
1. BuA KOMIOBIOTEPHOTO BUpPYyCa, (YHKIINH,
pealin3yemMbie IPOrpaMMO, HO He

a) TOCT
6) RSA
B) AES

a) kpuntorpadus
0) crera”orpadus

a) anmapaTHO-IIPOrpaMMHBIE
CPEICTBA 3aIIUThI

0) ammapaTHBIE CPEJICTBA 3AIUTHI

B) Kpumnrorpadudeckue cpencTna
3aIUTHI

I) OpOrpaMMHBIE CPEJICTBA 3ALIUTHI

1) (Qu3MUECKue cpesCTBA 3alUThI

a) 4YepBb
0) normdeckas 6omba
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OIMCaHHbIE B JOKYMEHTAIH. YenoBek,
3HAIOUIUH ATY QYHKLHUIO, MOXKET 3aCTaBUTh
paboTtathb

2. y4acCTOK IPOTpaMMbl, KOTOPBIH pean3yer
HEKOTOpbIE AEHCTBUS NPU HACTYIUIEHUU
OIIpEAEIEHHBIX YCIOBUNH. DTUM yCIOBHEM
MOJKET OBITh, HAIIPUMEP, HACTYIIJICHUE
KaKOH-TO JIaThl MJIU TOSBICHUE KAaKOTO-TO
nMeHHu (aitra

3. mporpamma, BHeJpsieMasl B CHCTEMY, 4acTO
3JI0HaMEPEHHO, 1 MIPEPBIBAIOLIAST X0
00paboTKM MHPOPMALIUHU B CUCTEME, HE
UCKa)kaeT (ailiIbl JaHHBIX, OCTABAsICh
HEOOHApYKEHHBIM, U 3aTeM
CaMOYHUYTOXKAETCs

OrtBert: 1-B; 2-0; 3-a;

10. YcraHoBHUTE COOTBETCTBUE:

1. mporecc n3ydeHus: XapaKTEPUCTHK U CIIA0BIX
CTOPOH CUCTEMBI, IPOBOJIUMBIN C
WCTIOJIh30BAaHUEM BEPOSTHOCTHBIX PAcUuEToB,
C LETBI0 OTIPEIEIICHHUs OKUaeMoro yiepoa
B CJTy4ae BOSHUKHOBEHHSI HEOIAronmpusITHBIX
coObIThid. OnpeIeIeHnN CTETICHH
MPUEMIIEMOCTH TOTO HJIM HHOTO PUCKA B
paboTe cucTeMsl

2. METOJI aHaJiu3a Yrpo3 U CIa0bIX CTOPOH,
W3BECTHBIX U MPEIINOIAaraeMbIX,
MO3BOJISIONINHN OMPEEITUTh pa3Mep
OKHJaeMOoro yiep0da u CTeIeHb ero
MPUEMIIEMOCTH JIJIsl paOOTHI CHCTEMBI.

OtBerT: 1-0; 2-a;
11. YcraHoBHUTE COOTBETCTBUE:

1. SIEM-cucremsl

2. DLS-cucrema

OrtserT: 1-0; 2-a;

12. YcranoBUTE COOTBETCTBHE:

1. TIMuxrtorpamma "Ys3sumocts" B CORAS

2. TMuktorpamma "Puck" B CORAS

3. Tukrorpamma "IIpoTuBoseiicTBue yrpo3am"
B CORAS
[Mukrorpamma "Uanugent" 8 CORAS
[TuxTorpamma "Brnanenen nuadopmanuu" B

SRR

B)

a)
0)

0)

0)

TPOSIHCKUI KOHb

OIICHKA pUCKa
aHaJIu3 PUCKa

IIPOTrPaMMHBIN IIPOLYKT IS
NPEJOTBPALICHHS yTEYEK
KOH(UICHIIMATBHBIX JTAHHBIX B
KOPIOPAaTUBHOM CETH

pelieHne, KOTOpoe MO3BOJISET
OpraHu3aIysM OOHapyKHUBATh,
aHAIIM3UPOBATh U YCTPAHATH
yIpO3bI 0€30MMaCHOCTH paHbIIIE,
4YeM OHU HaHecyT yiiepo OusHecy

A
T
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CORAS \
B)
e
r) 2'?/‘\’

)

Ortsert: 1-0; 2-a; 3-B 4-1 5-11

RRO©ooNoOO~LNE

17.
18.
19.

20.
21.
22,
23.
24,
25.
26.
217.
28.

29.
30.
31.
32.
33.
34.
35.

0.
1.
12.
13.
14.
15.
16.

OuneHoYHbIE CPeACTBA IS IPOMEKYTOYHOM aTTecTAUMU (IK3aMeH)

Hay4Ho-TeXHHUYECKUI TPOTrpece U 3Tanbl pa3BUTHS 3aIIUTHI HHPOPMAIINH.

Cuctema 3amuThl HHPOPMALIUH.

CoBpeMeHHast KOHIIENIHs HH(POPMAITMOHHOW 0€30MMacHOCTH.

[enu 3amuThel HHGOPMALIUH.

3aKOHOIATENLCTBO B 00JIACTH 3aIUTH HH(OPMAITHH.

TpeboBanust kK opraHU3alny 3aMUTH THPOPMALIUMH, 00SA3aHHOCTHU U IIpaBa CyObEKTOB.
['ocynapcTBeHHas crcTeMa 3auThl HHPOPMAaIIH.

Ananu3 yrpo3 uHGOpPMaLMOHHOM 0€301MacHOCTH.

Knaccudukanms BugoB yrpo3 HHGOPMAIMOHHON 0€30IaCHOCTH 10 Pa3INYHBIM ITPU3HAKAM.
OCHOBHbBIE TIOJIOKEHUS TEOPUU MHPOPMAITMOHHON O€30MTaCHOCTH MH(POPMALIMOHHBIX CHCTEM.
dopmanbHbIe MOJIETH OE30MTaCHOCTH.

[TomuTrku 6e30MacHOCTH WH(OPMAIIMOHHBIX CUCTEM.

JloMeHBI Oe30IMacHOCTH.

denepanbHble KPUTEPUH 0€30MMaCHOCTH MH()OPMAITMOHHBIX TEXHOJIOTHIA.

[Tpoduns 3amuThI.

Snpo 6e30macHOCTH, KaK COBOKYIHOCTH amlMapaTHBIX, MPOTPAMMHBIX U CHELMATbHBIX KOMIIOHEHT
BBIYUCIIUTEIILHOW CUCTEMBI.

Ponb crangapToB HHPOPMALMOHHOM O€30MaCHOCTH.

KBanudukanmoHHbIl aHaTU3 YPOBHS 0€30MacHOCTH.

Knaccupukanuss KOMOBIOTEPHBIX BHPYCOB IO CpeAe OOHWTaHUs, MOpakaeMoil oOrepalnroHHOM
crcTeMe, 0COOCHHOCTSIM allropuTMa paboThl, JIECTPYKTUBHBIM BO3MOXKHOCTSIM.

JKuzHeHHBIN UK U cpeia 0OUTaHUSI KOMIIBIOTEPHBIX BUPYCOB.

CTpyKTypa aHTUBUPYCHOM MPOTPAMMBI.

[TonuTHka 6€30MacHOCTH MPH JOCTYIIE B CETH OOILETo MOJIb30BaHUS.

CpenctBa kpunrorpadudeckoit 3amutsl nHGopmaruu (CK3U).

WNnentudukarus 1 ayTeHTHPUKAIAS.

[TaposbHBIE CXEMBI ayTEHTH()HUKAIINH.

CuMMeTpuyUHbIE CXeMBI ayTeHTH(PHUKAINN CYOBEKTa.

[IudpoBanre nHGOPMAIIUH ¢ CEKPETHBHIM KIIIOUOM (CUMMETPUYHBIC aITOPUTMBI).

Pexxumbl mmdpoBanus (3MEKTPOHHAS KOJOBAsi KHUTA, CIETUIeHHEe OJIOKOB mudpa, oOpaTHas CBS3b 10
mU(POTEKCTY, 0OpaTHAS CBS3b MO BBIXOY).

Crannaptel nmdposanus (DES, TOCT 28147-89).

CpaBHHTENBHBIN aHATN3 CHMMETPUYHBIX AJITOPHUTMOB.

[u¢poBanue nHPOPMALUU C OTKPHITHIM KIIIOUOM.

CpaBHEHHE CHMMETPUYHBIX M HECUMMETPHUYHBIX aITOPUTMOB IU(POBAHHUSL.

[Tpobnemuas o6nacTs GOopMHUPOBAHUS HHPOPMALITMOHHOM OE30MACHOCTH.

[TpaBoBBIE OCHOBBI pean3aIiiy HH()OPMAITMOHHOM 0€30MMaCHOCTH.

3amuTa HHTEIUIEKTYaThbHOW COOCTBEHHOCTH KaK OJHa U3 (GOpM 3aIHUTHl HHPOPMAIIHH.
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37.
38.
39.
40.
41.

42.

43.
44,
45.
46.
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Hcnonp30BaHue NMpUHLIMIIA CUCTEMHOIO MOAXOJA NP aHalIu3e MHPOPMALMOHHOHN 3alUIIEHHOCTH
MIPEANPUATHS.

Metozno0ruu 1 HHCTPYMEHTh! (OPMHUPOBAHUS UHPOPMALMOHHOM 3aLUThI IPETPUATHUS.
CoBpeMeHHbIE MEKIyHAapOIHbIE cTaHAApThl peanuzaunu Ub.

[Tpuniune! noctpoenus cucremol Mb.

Mopenu «napymurens» u Mogenu yrpos Ub.

Pa3paboTka cucTemMbl Ka4eCTBEHHBIX M KOJMUYECTBEHHBIX IOKAa3aTelel Ul OLIEHKH 3allUIIEeHHOCTH
MH(POPMALIMOHHON HH(PPACTPYKTYPHI.

OcobeHHocTH NH(OPMALIMOHHBIX PUCKOB, COBPEMEHHBIE CTAHJAPTHI U MPOTPaMMHBIE MTPOAYKTHI JUIs
OLIEHKU MH(OPMALIMOHHBIX PUCKOB.

Cuctema cTaHIapTOB IS pealn3alui MH(MOPMAIMOHHONW O€30MaCHOCTH MPEATPUATHSL.

Cepsuchl HH(OPMAITMOHHOH 3aIIUTHI.

ITporpamMHoO-annapaTHbIE U TEXHUYECKHE CPEICTBA 3AILUTHI HHPOPMALIMOHHBIX PECYPCOB.
KommiekcHas cuctemMa HHGOPMALMOHHOM 3alUTHI.

Kpurepuu u mkaa olleHUBaHUSI 110 OLIEHOYHOMY CPEICTBY IPOMEXYTOUHBIN KOHTPOJIb («9K3aMEH»)

IITkana oneHUBaHUS Kpurepuii onienuBanus
(nHTEpBAN OAIIIOB)

OoTIINYHO (5) CryneHT riay00OKO M B MOJTHOM OO0BEME BIIaJeeT MPOTPaMMHBIM
MaTepuaJioM. ['paMOTHO, HCYEPINBIBAIOIIE U JIOTUYHO €ro
W3JIaraeT B YCTHOM WM MHChbMeHHOH ¢dopme. [Ipu sTom 3HaeT
PEKOMEHI0BAaHHYIO JIMTEPATYPY, NPOSABIAECT TBOPUECKUM ITOAXOL
B OTBETax Ha BOMPOCHI M MPaBUIHLHO OOOCHOBBIBAET IMPUHSTHIE
pelIeHHs, XOpOoLIO BJaJeeT YMEHUSMHU U HaBbIKAMU IIpH
BBITTOJTHCHUH MMPAKTHYCCKUX 3a1a4.

xopo1o (4) CryneHT 3HaeT NporpaMMHBIA MaTepuai, I'PaMOTHO U MO CYTH
W3JIaraeT €ro B YCTHOM WJIM THChbMEHHOH ¢dopme, IomycKas
HE3HAYUTENIbHbIE HETOYHOCTH B YTBEP)KICHMSX, TPAKTOBKaX,
OIpENIENIEHUAX U KATEropusx WIM HE3HAYMTEIbHOE KOJINYECTBO
omnbok. Ilpm 3TOM BiazgeeTr HEOOXOAWMBIMU YMEHUSIMH H
HaBBIKAMU MPU BBIOJHEHUH NPAKTUYECKUX 3a/1a4.

YIIOBJIETBOPUTEIBLHO (3) CTyneHT 3HaeT TOJIbKO OCHOBHOM ITPOrpaMMHBII MaTepuall,

JIOTTyCKaeT HETOYHOCTH, HEIOCTATOYHO YETKHE (DOPMYITUPOBKH,
HETIOCJIICAOBATCIbHOCTh B OTBCTAX, U3J1araCMbIX B yCTHOfI N
nucbMeHHoU popme. [Tpu 3TOM HEOCTaTOYHO BiIaIeET
YMCHUSMHU U HABBIKAMU ITPU BBIITOJHCHUU MMPAKTHUYCCKUX 3a1a4.
Jomyckaet 10 30% ommOOK B U3J1araéMbIX OTBETaX.

HEYZOBIETBOPUTENBHO (2) | CTyneHT He 3HaeT 3HAYMTENbHOM YacTH MNPOTPaMMHOTO

matepuana. [Ipu 3ToM gomyckaeT MpUHIMIHAIBHBIE OIIMOKU B
JI0OKa3aTelIbCTBaX, B TPAKTOBKE MOHITHI U KaTErOpUi, TPOSBIISIET
HU3KYIO KYJIBTYPY 3HAHHI, HE BJIaJIcET OCHOBHBIMUA YMEHUSIMU U
HaBBIKAMHM TPU BBINOJHEHUU NpPAKTUYECKUX 3aaad. CTyaeHT
OTKa3bIBAETCSI OT OTBETOB Ha JIOMOJHUTEIBHBIE BOIPOCHI

9. OcobenHocTH OpraHu3anvu oﬁyqemm A JUIl ¢ OrPpaHUYCHHBIMHU BO3MOKHOCTAMH

3/10POBbsI H HHBAJIHI0B

[Tpu HeoOxoauMocTH paboyast mporpamma yaeOHOH AUCIUILIMHBI MOXKET OBITh aJalTUPOBAHA JIJIS

obOecrieueHrss 00pa30BaTENLHOTO TPOIlecCa WHBAIMAOB W JIMIl C OTPAHUYCHHBIMH BO3MOKHOCTSIMHU
BI[OpOBI:H, B TOM YUCJIC C HpI/IMeHeHI/IeM BHGKTpOHHOI‘O 06yquI/1;1 U JUCTAHIIMOHHBIX 06pa3013aTeJ15H1>1x
TEXHOJIOTHH.
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st aToro Tpebyercs 3asBIEHHE CTyAEHTa (€ro 3aKOHHOTO TMPEACTABUTENS) M 3aKIIOUEHUE
ncuxosoro-meauko-negarornyeckoit komuccuu (IIMIIK). B cinyyae HeoOXoaumocTu oOydaromumcs 13
qyclia JIMI C OTPaHMYEHHBIMH BO3MOXXHOCTSIMU 37I0pOBbSI (1O 3asBICHUIO OOydaromerocs), a Juis
WHBAINJIOB TAaKXX€ B COOTBETCTBUMU C MHAWBUAYAIBHOM MpPOrpaMMON peadWIMTallMd WHBAIMAA MOTYT
MpeyiaraTbCs CIeIyIOIINe BapuaHThl BOCIPUATHS y4eOHON HH(GOpMAIIUU C y4€TOM UX WHIUBUAYAIbHBIX
NCUXO(PHU3NUECKUX 0COOCHHOCTEH:

— CO3[JaHMe TEKCTOBOW BEpCUU JIOOOTO0 HETEKCTOBOTO KOHTEHTa I €ro BO3MOXKHOTO
npeoOpa3oBaHus B allbTepHATUBHBIE (DOPMBI, YIOOHBIE IS Pa3IMYHBIX MOJIH30BATEICH;

— CO3JlaHuE€ KOHTEHTA, KOTOPBIM MOKHO IMPEACTAaBUTh B PA3UYHBIX BUIaX O€3 MOTEpU JaHHBIX
WIH CTPYKTYpPBI, IPEIyCMOTPETh BO3MOXKHOCTh MAaCIITAa0MPOBAHUS TEKCTa U M300pakeHUH 0e3 moTepu
KauecTBa, MPEAYCMOTPETh JOCTYITHOCTh YIPaBIEHUS KOHTEHTOM C KJIaBUATYpHI;

— CO371aHHE€ BO3MOXKHOCTEH JUIsi 00y4aromuxcss BOCIIPHHUMATh OJHY U Ty XK€ MH(POpPMaLHUIo U3
pa3HbIX MCTOYHUKOB, HalpuMep, TakK, YTOOBI JHIAa C HapYUIEHHSMH clyxXa MOoJydanu HH(pOpMaluio
BU3YaJIbHO, C HAPYIICHUSMH 3pEHUS — ayIUaIbHO;

— NPUMEHEHHE MPOTrPAMMHBIX CPEACTB, 00ECIEYMBAIOUINX BO3MOXHOCTh OCBOEHHS HABBIKOB U
YMEHUH, GOPMHUPYEMBIX AUCHUILUIMHON (MOAyNIeM), 3a CUYET albTEPHATUBHBIX CIIOCOOOB, B TOM YHUCIIE
BUPTYaJIbHBIX JIAOOPATOPHI U CUMYJISLIUOHHBIX TEXHOJIOTHUI;

— NPUMEHEHHUE AJIEKTPOHHOTO OOYy4eHUs, AUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTHH st
nepenayv  MHGOpPMAIMU, OpTaHU3allUd PA3IUYHBIX (OPM HUHTEPAKTUBHOM KOHTAKTHOW pabOTHhI
o0yyJaroIerocsi ¢ mpenojaBareieM, B TOM YUCle BEOMHAPOB, KOTOPbIE MOTYT OBITh MCIIOJIB30BaHbI JJIS
MPOBEJCHUSI  BUPTYAJIbHBIX JIEKHMH C  BO3MOXKHOCTBIO  B3aUMOJICHCTBUSL BCEX  YYAaCTHHUKOB
JIUCTAHIIMOHHOTO OOYy4YeHMs, TPOBEACHUS CEMHMHAPOB, BBICTYIUIGHHS C JOKJIaJaMH M 3allUThl
BBITIOJTHEHHBIX paboT, MPOBEACHUS TPEHUHIOB, OPraHU3allui KOJIJIEKTUBHOM paboThI;

— MPUMEHEHHE AJIEKTPOHHOTO OO0YyYeHHSs, AUCTAHIIMOHHBIX O0Pa30BaTENbHBIX TEXHOJOTHH st
opranuzanuu GopMm TeKyIIero U MpoOMeXyTOYHOT0 KOHTPOJIS;

— YBEJIMYCHHE TMPOJODKUTEIBHOCTH CHaud OOYYaloUMMCS HWHBAJINWIOM WM JIMIOM C
OTpaHUYEHHBIMU BO3MOXXHOCTSIMH 37I0POBbSI (JOPM MPOMEKYTOYHOW aTTECTAllMM IO OTHOLIEHUIO K
YCTaHOBJICHHON MPOJIOJHKUTEIBHOCTH UX CIAYH:

— MPOJOJKUTENBHOCTh ClayM 3a4éTa WM 9K3aMeHa, IPOBOJUMOIO B MHCbMEHHOHN (opme, — He
6onee ueM Ha 90 MUHYT;

— MPOJOJDKUTENBHOCTh MOATOTOBKM 00ydYalollerocs K OTBETY Ha 3auéTe WM SK3aMeHe,
IIPOBOJIUMOM B yCTHOH (popme, — He Oonee yem Ha 20 MHHYT; — HPOJOJDKHUTEIHHOCTh BBICTYIUICHUS
o0ydJaromierocs Mmpu 3amuTe KypcoBoi paboThl — HEe Oosiee yeM Ha 15 MUHYT.
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Bunwl normonnenuii u
N3MEHEHUH

JlaTta 1 HOMep MpOTOKOIA
3acenanus Kadeapsl
(xadenp), Ha KOTOPOM OBLTH
PacCMOTPEHBI U 0JI00PEHBI
U3MCHCHHUS U JOIIOJIHCHUSA

IToamucs (c
pactppoBKOi)
3aBeyIOIIEeTo Kadeapoit
(3aBenyronux Kadenpamn)
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