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CTpykKTypa H cofep:KaHNe JUCHUNIHHBI

1. e u 3a1a4M TUCHUIIUHBI, €¢ MECTO B y4eOHOM Mpoirecce

Lenp m3ydeHUs AUCHUILTMHBI — MPUOOPETEHUE CTYIEHTAMH TEOPETUYECCKHX 3HAHWHA U
NPaKTUYECKUX 3HAaHUM M HaBBIKOB 3alllUThl HMH(OpMAIUMK, TMOTCHIUAIBHBIX Yrpo3ax H
npoOIeMax 3alluThl JaHHBIX B JJOKAJTHHBIX CUCTEMaX U KOMITBIOTEPHBIX CETSX.

3a;[aanH AUCHUIINIMHBL ABJISICTCSA IMOJYUCHUC 3HAHUA 06 06H_II/IX CBCACHHUA II0 3allUuTe
uHpopmanuu, KiIacCUpUKAIMU Yrpo3 HWHPOpMAMu W MepaM MPOTUBOJCUCTBHUS UM,
KJaccu(UKauu U 0COOEHHOCTSIX KOMITBIOTEPHBIX BHUPYCOB, OCHOBAX 3allUTHl MH(OpMaIuu B
KOMITHIOTEPHBIX CETSX, MOIY4YCHUE 3HAHUH 00 OCHOBHBIX KPUITOTPAPUUECKUX MPOLETYPax JUIs
o0ecreyeHns ayTeHTHYHOCTH, LIEJIOCTHOCTU M KOH(UACHIIMAIBHOCTH HH(POPMAIIH.

2. Mecto aucuuniaunsl B crpykrype OIIOII BO
Hucrunuaa «MHbOopManmoHHas 0€30MacHOCTh» OTHOCUTCSA K YacTH, (OPMHPYEMOt
y4acTHUKaMU 00pa30BaTENIbHBIX OTHOIICHHUH (AUCIUILTUHBI IO BEIOOPY).
HeoOxonuMbIMH yCIIOBUSIMU AJIS OCBOEHUS AUCIUILTUHBI SBISIOTCSA:
3HaHHeE:
- OCHOBHBIC CTaHJAPTHI B 00J1acTU HHPOPMAITMOHHOM 0€30MacHOCTH;
- OCHOBHBIC TTOJIOKECHHSI 3aKOHOIATENILCTBA B 00JIACTH 3alIUTHl HHPOPMAITUH;
- BO3MOXKHBIE YS3BUMOCTHU U YIPO3bl BO3IEUCTBUS HAPYIIUTENEH;
- OCHOBHBIE HHCTPYMEHTAIIBHBIE CPEICTBA 3Tl HH()OPMALINY;
- MPUHIIMIIBI KpUITOrpaduu U KPUIITOAHAIIN3A,
- OpPraHM3aIlMOHHYI0 M TPABOBYID OTBETCTBEHHOCTH 3a YTEUKY 3allUIIaeMOi
nH(OPMALIUY U TIOTEPIO €€ HOCUTETIEl;

YMCHHSL:

—  aHAIM3UPOBATh U OIEHUBATH YSI3BUMOCTH M Yrpo3bl MHPOPMAIIMOHHOW 0€30MacHOCTH
00BLEKTa;

—  (opmynHpoBaTh COOTBETCTBYIOIINE TPEOOBAHHUS K CUCTEMAM 3aIlUThl HH)OpMAIIHH;

— oOecreyrBaTh TPaMOTHBIN MOAOOpP MPOTPaMMHO-ANIAPATHBIX M MPOTPAMMHBIX CPEJICTB
Uit obecriedeHrsi HEOOXOIUMOTO YPOBHSI 3aIUTHI HH(OpMAaIHH;

—  OCYHICCTBIIATH MEPHI MPOTUBOACHCTBHSI HAPYIICHUSAM HH(OPMAITMOHHON OE30ITaCHOCTH C
MCIOJIb30BaHUEM PA3JIMYHBIX MPOTPAMMHBIX U allllapaTHBIX CPEJCTB 3aIHUTHI;

HAaBBIKU:

— 0a30BBIMU HaBbIKAMU MOCTPOEHUS U YIIPABIICHUS CUCTEM 3aIIUTHI HHPOPMALINH;

— METoJlaMU U CpEICTBAaMH BBISABICHUS yrpo3 0€30MacHOCTH aBTOMATU3HUPOBAHHBIM
CUCTEMaM;

—  HaBbIKaMU NPUMEHEHUS MITATHBIX CPEICTB 3alIUTHl HHPOPMAIUH;

—  HaBbIKaMU peuleHHs 3a7a4 MHu(ppoBaHUI U KPUIITOAHATIN3A.

[IpenmecTByomuMU TUCHUIUIMHAMH, (POPMUPYIOIIMMU Ha4yallbHBIE 3HAHUS, SBIISIOTCS
cnenyromue: "busnec-urpopmaruka", "MHDopManUMOHHBIE CHCTEMBI ¥ TEXHOJOTHH B
yIOpaBIeHUYECKOW nestenbHOCTH", "TexHomorumm pa3pabOTKM MPOTPAMMHBIX IPOIYKTOB',
"BbiuncianTenbHbIe CUCTEMBI, CETH, TEIEKOMMYHUKAUU", "MenemkmeHT" .

CopepxaHue TUCHUIUIMHBI SIBISIETCS  JIOTUYECKUM  MPOJOJDKEHUEM  COJEepKaHus
TUCUMIUTMH "YTpaBieHue npoekramu uHpopmaruzamun', "Kopnoparusaeie nHGOpMaMOHHbIE
cucreMbl", "lIpoexkTHpoBaHUME SKOHOMHUYECKMX HH(POpMaHOHHBIX cucteMm", "Pa3paborka u
BHEJPECHWE OKOHOMHYECKMX HWH(POPMAIMOHHBIX  cHCTeM", a TaKke MPOXOXKICHUS
MIPOM3BOJICTBEHHBIX MPAKTUK U HAMTUCAHUS BBITYCKHOW KBATH(DHUKAITMOHHON paboThI OakaiaBpa.
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3. TpeGoBaHus K pe3yJbTaTaM 0CBOEHUSI COJEPKAHUS THCIUTIIHHBI

Kon u Nuaukaroper noctmxenuin | [lepedeHs miiaHupyeMbIX pe3ysIbTaTOB
HalMEHOBaHHE KOMIIETEHINH (110

KOMITCTCHITHH peann3yeMoi TUCIUTUIHHE)

[TK-4. Criocoben | I1K-4.1. Cnocoben 3HaTh!

YIIPaBJIATh dbopmupoBaTh U — TIPUHIMITEI TOCTPOSHHUE CUCTEM
UH(POPMALIMOHHO | COTJIACOBBIBATH C nH(POPMAIIMOHHOI 0€30MacHOCTH;
1 0€30MaCHOCTHIO | 3aMHTEPECOBAaHHBIMHU — BO3MOXKHBIC YSI3BUMOCTH H YTPO3bI
PEAIPUATHSI JMIIAMU 1IeTTH, TPeOOBaHUS BO3CUCTBUS HAPYIIUTEICH;

Y IPHOPHUTETHI YIIPABICHUS
MH(POPMAIIMOHHOMN
oe3omacHocTeio UT

UHPACTPYKTYPHI U
pPECypCoB MpeIpUsATHS

NPUHINIBI 00ECTICUCHHS
nH(pOPMAIMOHHOH 0€30MacHOCTH,
Kpunrorpaguy ¥ KpUITOAHATIN3A,

YMmers:

OCYIIECTBIISATH TOCTPOCHUE CUCTEM
UH(POPMALIMOHHOM 6€30MaCHOCTH U
oOecrieunBaTh ee [eOCTHOCTh U
HaJIeKHOCTD;

(bOopMyIHpPOBATH COOTBETCTBYIOIINE
TpeOOBaHUS K CHCTEMaM 3alUThI

nHpopmanuu;

Bnaners:

— METOJaMH W CpEACTBAMHU  BBISBICHUS
yrpo3 0e30MacHOCTH
aBTOMATH3MPOBAHHBIM CUCTEMaM;

— OCHOBHBIMHU UHCTPYMEHTATbHBIMHU

CpEeICTBAMU 3aIUTHl HMH(POPMALUOHHOM
6e3onacaoctu UT undpacTpykTypsl;

I1K-4.2 Cnocoben
OpPraHHU30BaTh MPOIIECC
yIIpaBJICHUS
nH(pOPMaITMOHHOM
0e3omacHocTeio UT

UHPPACTPYKTYPHI U
pECypCoB MpeIIpUATHS

3HaTh:

OCHOBHBIE CTaH/IAPThI B 00JIaCTH
nH(POPMAIIMOHHOI 0€30MacHOCTH;
OCHOBHBIE IT0JIO’KEHHSI 3aKOHOIaTENbCTBA
B 00JIaCTH 3aIUTHl HH(OpMaIny;

VYMeTh:

aHAIM3UPOBaTh W OICHUBATh  PUCKH
nH(pOPMaITMOHHOM 0€301acHOCTH
00BEKTa;

o0ecrieuynBaTh rPaMOTHBIN TOA00P
MPOrPaMMHO-AIAPATHBIX U
MPOTPAMMHBIX CPEJICTB JIJIsl 00eCTeueHuUs
HE00XO0IMMOTO YPOBHS 3aIUTHI

nHpopmanuu;

Bnagers:

— 0a30BbIMH HABBIKAMH TIOCTPOCHHS U
yIpaBIeHUS uH(OPMAIMOHHON
0€30I1aCHOCTBIO;

—  OCHOBHBIMH WHCTPYMEHTATbHBIMH
CpelncTBaMu YIpaBJICHUS

MH(OPMALMOHHOM 0€30MaCHOCTbIO;




4. CTpyKTYypa M cofepKaHue U CUHMIIIMHbI

4.1. O6beM y4eOHOI TUCHUNIMHBI U BBl Y4eOHOH padoThl

O0bem yacoB (3a4. ej1.)
Bux yae6moii paborst Ounas OuHo- 3aouHnas
(opma 3a04Has ¢popma
dbopma
O0mas yyeOHasi Harpy3Ka (Bcero) 108 108 -
(33a4.ex) | (3 3au. en)

Oobs13aTesIbHAsI KOHTAKTHAsi padoTa (Bcero) 56 32 -
B TOM 4HCJI€:
Jlexuun 28 16 -
CeMuHapckue 3aHsATUs - - -
[TpakTrueckue 3aHATHS 28 16 -
JlaGopaTopHbie pabOoThI - - -
KypcoBas pabota (KypcoBO MPOEKT) - - -
Jpyrue hbopMbI 1 METO/IBI OPTaHU3AINH - - -
00pa3oBaTenbHOTO Mpoliecca (pacuemuo-
epaguueckue pabomsi, THANBUAYAIbHBIE 3aTaHUS
umn.)
CamocTosiTeJibHasi padoTa cTyJleHTa (BCero) 52 76 -
dopma arrecTaru 3a4er 3a4eT -

4.2. Conep:xanue pa3ieioB TUCHUILINHBI

Tema 1. BBEJEHHUHE B JIUHCHUIUIUHY  "HH®OPMAIIUOHHAA
BE3OIIACHOCTbB". OCHOBHBIE IIOHATHA 110 3AIIIUTE HH®OPMAIIHH B
ABTOMATHU3HPOBAHHBIX SKOHOMHYECKHX HHOOPMAIITHOHHBIX
CUHCTEMAX

Ilenp u 3amaun JUCHMILIMHBI, €€ POjJdb W MECTO B OOLIEH cuUcTeMe NOATOTOBKU
cnennanucra. Ompenenenue mnoHATHH "Oe3zomacHocTh", "HaaeXHOCTh", "WH(OpPMaAIMOHHAS
cucremMa", "skoHOMHYECKass HHGOpMaImoHHas cuctema', "yrpo3sr". O01Me BOPOCH MPaBOBOM
OXpaHbl M 3alIUThl WHpOpPMALMU. 3aKOHONATENBCTBO B cdepe 3amuThl HHPOpPMAIUH.
['ocymapcTBeHHblE M MEXIyHapOAHbIE CTaHIApThl MO 3amuTe HHGPOpMALMU. YTIPO3bl

0€30MacCHOCTH JaHHbIX M UX ocoOeHHocTu. [lommTtuka 3amuTsel HHGOpManuu. OnpenencHue

nejae MoMMTHKUA 3anuThl  uHGopmaruu. Pa3paboTka JOKyMEHTa TIONMTHKH — 3aIUTHI
uHGOPMALIUU TTPEITPHUSITHSL.

Tema 2. 3AKOHO/ATE/IBHAA OCHOBA HH®OPMAIITHOHHOH
BE3OIIACHOCTH

OcHOBHBIE TTOJIOKEHUSI HOPMAaTUBHOU 0a3bl PD M HalMOHANBHBIX CTAaHIAPTOB B 00JIaCTH
uH(poOpMalMOHHONW Oe3omacHocTH W 3amuTel  MHGopMaruu. COBpEeMEHHOE COCTOSHUE
KOMIIBIOTEPHON TMPECTYIMHOCTH U OTBETCTBEHHOCTh 3a HApYIIEHHs] W TMPECTYIUIEHHUsS B cdepe
uHpopMalnoHHON Oe3onmacHocTH. MHbopMarmonHas 6€30MacHOCTh Ha YPOBHE TOCylapcTBa U
HPEIPUITHSL.

Tema 3. YT PO3bI HH®OPMAITHOHHOH FE30ITACHOCTH

KiroueBnie acmiekTsl U BOnpochl (popmupoBaHuss nHGpopMmanuonHoi o6ezonacHoct (Mb)
COBPEMEHHOIr0 IpeanpusaTus. YpoBHU U cTpykTypa Ub. OCHOBHBIE omnpeneneHus U KpUTepuu
kinaccuukanuu yrpo3. OcHOBHBIC yrpo3bl Oe3onacHocTH U T-uHGpacTpyKTypsl COBPEMEHHOTO
npeanpusTis. Kanansl CHIIOBOro A€CTpYKTUBHOTO BO3AeHcTBUS Ha nH(popMarutio. Texauueckue
KaHaJbl yTeYKM HHPOpMalMH. YTPO3bl HECAHKIIMOHHPOBAHHOTO JOCTyMa K HH(OpMALUU.
Herpaguunonnsie nH(pOpMalMOHHBIE KaHaibl. BUpPYCHl Kak OCOOBIM KiIacc pa3pyLIaromux
MPOTPAMMHBIX JI€HCTBHIA.

Tema 4. CHCTEMA HH®OPMAITHOHHOH FE30ITACHOCTH
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Kananel MpOHMKHOBEHHST W TPHUHIMIIBI TOCTPOSHUS CHUCTEM 3amuThl. OmnpenencHue
TpeOOBaHUI K CUCTEME 3alUThl HH(OPMaLKU. DTarnbl IPOSKTUPOBAHUS CUCTEMBI OE30MTACHOCTH.

[TonsiTre 006 UASHTHU(PUKAIIUY TTOTB30BATEINS U €r0 0COOeHHOCTH. OCHOBHBIC TPUHIIUIIBI U
Metoapl ayreHTudukammu. OpHopazoBble maponu. Cepep ayreHTudukanum Kerberos.
WNnentudukanus u ayreHTU(GUKAINS ¢ TIOMOIIBI0 OMOMETPUYECKHUX JaHHBIX. OpraHu3aluoOHHbIC
TpeboBaHus. TpeboBaHUs K JOKyMEHTHpPOBaHUIO. [[poToKoIMpOBaHue, TECTUPOBAHKUE MTPOTPAMM
U 00paboTKa yrpos.

Tema 5. IPOTPAMMHO-TEXHHYECKHE METO/[bI H CPE/ICTBA 3AILIIUTHI
HHOOPMALIHH

Crpareruu 3alllMThl: 3alllUTHAs, HACTyMaTelbHasd, npeaynpexaatonas. Knaccupukanus
METOJIOB ¥ CPEICTB 3aluThl HHPopMaruu. MIeHTHPUKAIINI0 TEPMUHAIOB. DJIEKTPOHHBIC 3aMKH
1 OJIOKHpATOPHI. 3amuTa (Haiios.

[IpaBoBbIE, TPOrPaMMHO-TEXHHUYECKHE M OPTaHU3AIHOHHO-d)KOHOMUYECKHUE METOIbI
3anuThl nHGopMannu. HanpaBneHus: pa3BUTUS METOJOB M CPEACTB 3aIIMUTHI MHGOPMAIUU MpU
ee 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAX.

Tema 6. KPUIITOITPA®HUYECKHE MEXAHH3MBI 3AIIIHTBI HH®OPMAIIUH
B HH®OPMAIIHOHHBIX CUCTEMAX

CumMmeTpHuuHbIe KPUNITOCHCTEMBI. KpunrocucreMbl ¢ OTKpBITBIM KirouoM. [{udposoit
noanucu. TpeboBanus k mudpoBoit nmoanucu. [IpaBoBble acmeKThl UCIONb30BaHUS HU(POBOM
noanucu. Kpunrtocucrema mmppoBanus gaHHbix RSA. Tlporpammusiii maker PGP.
Kpunrorpadgudeckoe xemmpoBaHus.

Tema 7. METO/IbI KPUHIITOI'PA®HYECKOI'O 3AKPBITHA HH®OPMAIIUH.
HIH®POBAHHUE

Knaccudukanusi OCHOBHBIX METOJOB KPHUITOTPaUUECKOro 3aKpbITHs WH(OpMaIUU.
[Mudposanme: IlomcranoBka (3amena). IlepectanoBka (mo wMeronmy [amminbToHA).
["amMupoBanue. Ananutuyeckue npeodpazoBanusi. KomOnHupoBaHHbIE METOIBI IN(POBAHMUSL.

Tema 8. METO/IbI KOJUPOBAHUA HHD®OPMAIHHU

CumBonbHOE KomupoBaHus. CmbiciioBoe koaupoBanue Meroxa "Cromka kHur", Merton
Capuyka, OnHoan(paBUTHOE M MHOTOAT(aBUTHOE CMBICIIOBOE KOJAHPOBAHHE.

Meton paccedeHUs-pa3HeceHHs TaHHbIX: MEXaHUYECKOE U CMBICIIOBOE.

Tema 9. METO/IbI C2KATHA-PACHIHPEHHA HH®OPMAIIUH.

Meron Xaddmana (llepeBo Xaddmana). Apudmerndeckuid koa. Zip-mMoaupuKamus
anroputMa Jlemnens-3uBa. LZW-moaudukanus anropurma Jlemnens-3usa.

Tema 10. MOJTEJIH YIIPABJIEHUA JIOCTYIIOM

MatpuuHblii U1 MaHJATHBIA MOAXOMBI K OpPTaHHM3AIMK pPa3TPaHUUYEHUS] MpPaB IOCTyMa K
nndopmanuu. IlpaBa gocryma B Windows u Linux. [lpumep umHIuBHmyanbHOW pa3pabOTKu
CUCTEMBI yIIPABJICHUS TOCTYIIOM.

Tema 11. METO/IbI XPAHEHHUA /IAHHBIX

RAID maccuBbl. CoxpaHeHHE JAaHHBIX Ha CKPBITHIX pasnenax. llludposanue ckpbITOro
paszena >KeCcTKOTo JAucka. Pe3epBHOe KOMMpOBaHME: HHKPEMEHTHoe, IuddepeHuanbHoe,
MIOJIHOE.

Tema 12. 3AIITUTA ITPOT'PAMM OT H3YHYEHHA

Knaccudukanus KOMMOBIOTEPHBIX MPECTYIUICHWH. 3aqada 3aIlluThl OT HM3YYCHUS W
crocoObl UX pemeHus. Bupycbl kak 0coObIi KJlacCc pa3pylIaronIuX MPOrPaMMHBIX JE€HCTBHM.
Araku Ha cepBep. ATaku Ha paboune crannuu. [IporokonupoBanue.

Tema 13. YITPABJJEHUE HH®OPMAITHOHHOH FE30ITACHOCThIO

Mertoponorust pemieHus 3a1au yrnpasieHus: HHOpMAIMOHHON Oe30macHocTh0. Moenu
¥ METOJIbl peaju3allii CUCTEeMBbI oOecreueHuss WH()OPMAIMOHHOW 0€30MacHOCTH. YTIpaBIICHHUE
OOHOBJICHHSIMH TPOTPAMMHBIX CpPEICTB. YTpaBieHHe KOHpUrypauusmu. PasrpanudeHue
JOCTyma K CEeTeBOMYy OOOpYAOBAaHUIO. ApPXUTEKTypa yhpaBicHHs HWH(DOPMAIMOHHON
06e30macHOCThI0. MOHUTOPUHT M Ay UT 0€301aCHOCTH HH(POPMAIIMOHHON CUCTEMBI.



4.3. Jlekuun
Ne Ha3Banue Tembl O0beM yacoB
n/n Ouynasi | OuHo- | 3aouHas
(¢popma | 3a0unasn | ¢popma
dbopma
Tewma 1. Brenenne B qucnutuinny " MHbopMarmonHast 2 1 -
1 0e3omacHOCTh". OCHOBHBIE IIOHSATHS 110 3aIlUTE
nH(OpMALINY B aBTOMATU3UPOBAHHBIX YIKOHOMUYECKIX
MH(OPMALIMOHHBIX CHCTEMaX
9 Tema 2. 3akoHOaTEeIbHAS OCHOBA HH(POPMAIIMOHHON 2 1 -
0€30MacHOCTH
3 Tema 3. Yrpo3sl nHGpOpMaIMOHHON 6€30MaCHOCTH 2 1 -
4 Tema 4. Cucrema HHPOPMAITMOHHOW OE€30MTACHOCTH 2 1 -
5 Tema 5. [IporpaMMHO-TEXHUYECKHE METO/IBI U CPEJICTBA 2 1 -
3alMThl HH(OpMAIHU
6 Tema 6. Kpunrorpaduueckne MeXaHU3MbI 3aIUTHI 2 1 -
uHpopManuy B HHPOPMAITMOHHBIX CUCTEMAaxX
7 Tema 7. MeToasl KpUTOrpapuIeCKOTO 3aKPHITUS 2 1 -
uHpopmanuu. [lludposanue
8 Tema 8. MeTtozs! KonupoBaHus HHGOpMaIUu 2 1 -
9 Tema 9. Metozp! cxxaTus-paciimpeHust ”HGOPMAIIUH. 2 1 -
10 | Tema 10. Monenu ynpaBiaeHHs JOCTYIIOM 2 1 -
11 | Tema 11. MeTonbl XpaHeHHUsI TaHHBIX 2 2 -
12 | Tema 12. 3ammTa nporpamMm OT U3y4EHUs 2 2 -
13 | Tema 13. Yopasnenne nHbOpMAIIMOHHONW O€30MTaCHOCTHIO 4 2 -
Hroro: 28 16 -

4.4. IlpakTHyecKue (CeMHHAPCKHE) 3aHATHS

Ne Ha3Banue Tembl O0beM yacos
n/n Ounasi | OuHo- | 3aouHas
dopma | 3a0unast | ¢opma
¢opma

1 RSA-mudposanue 4 2 -

2 IlepecranoBka (o Metony ["amuiibToHA). 2 1 -

3 ["ammupoBanue. 2 1 -

4 AHanuTuveckue npeoOpa3oBaHusl. 2 1 -

B Meton "Cronka kaur". Meton CaBuyka. 2 1 -

6 Meron paccedeHus-pa3HeCeHUsI TaHHBIX 2 1 -

7 Meton Xaddmana ([epeBo Xadbhdmana). 4 2 -

8 Apudmerndeckuit KoJ. 2 1 -

9 Zip-monudukanus anropurma Jlemnensa-3usa. LZW- 2 2 i
Moaubukarms anroputma Jlemmens-3uBa.

10 | Zip-anroputm Cxatusi ©300paKeHUH 4 2 -

11 [Tpodunaktuka 3apaxxenus Bupycamu. [louck u yaanenue 2 2 i
IIMMAOHCKKUX M PEKIAMHBIX MOIYJICH

Hroro: 28 16 -

4.5. JIabopaTopHbIe padoThI




Ne ni/m Ha3Banue Tembl O0beM yacoB
Ouynasi | OuHo- | 3aouHas
¢popma | 3a0unas | ¢opma

dopma

1

2

N

Hroro:

4.6. CamocTosiTe/IbHasi paboTa CTY1E€HTOB

Ne Ha3Banue Tembl Bup CPC O0beM yacoB

n/n Ounasi | OuHo- | 3aouHas
¢dopma | 3a0unas | ¢opma

dbopma
BrinmonHenue 3amanus
1 RSA-mudposanue COTJIACHO BapHaHTy. 1,5 3 -
Odopmienne otyeTa
BrimmonHenue 3amaHust
[lepectanoBka (1o meToy
2 COTJIaCHO BapHaHTY. 15 3 -
l"amunbTOHA).
Odopmnenue oTuera
BrimmonHenue 3amaHust
3 ["ammupoBanue. COTJIaCHO BapHaHTY. 15 3 -
Odopmnenue oTuera
BrimonHenue 3amanus
AHanuTuueckue
4 COTJIACHO BapUaHTY. 1,5 3 -
npeoOpa3oBaHMs.
Odopmienne oTyeTa
Brinosinenue 3aganus
Meton "Cronka xaur". fl
5 COTJIaCHO BapHaHTY. 15 4 -
Meroa CaBuyka.
Odopmnenue oTuera
BrimonHenue 3amanus
Merton pacceueHus-
6 COTJIACHO BapUaHTY. 1,5 4 -
pa3HeceHus JaHHBIX
Odopmienne oTyeTa
BrimmonHenue 3amaHus
Meton Xaddmana ([Iepeo
7 COTJIaCHO BapHaHTY. 15 4 -
Xaddmana).
Odopmnenue oTuera
Brinmongenue 3amanus
8 ApudmeTndeckuii Koa. COIJIACHO BapUaHTYy. 1,5 4 -
Odopmienne oTyeTa
Zip-monudukanus Brinonnenue 3ananus
9 anroputMa Jlemnens-3uBa. | COIVIaCHO BapUaHTY. 15 4
LZW-monuduxarnms Odopmnenue oTuera '
anroputMa Jlemnens-3uBa.
. BrimonHenue 3amanus
Zip-anroput™ CxaTus
10 . COTJIACHO BapUaHTY. 1,5 4 -
n300pakeHUI
Odopmienne otyeTa
[Mpodunakruka 3apaxenusi | BeimomHeHue 3aganus

11 | BHPYCamu. [Touck n COTJIACHO BapUaHTYy. 1 4

yAaJICHHE IIMUOHCKUX U Odopmnenue oTuera
pEKJIaMHBIX MOAYJIEH
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IToBTOpP TEOpPETUUECKOTO

12 | IloaroToBKa K 9K3aMEHY Marepuana. [Ipoxoxaenue 36 36 -
TECTa CaMOIIPOBEPKH

Hroro: 52 76 -

4.7. KypcoBble padoThI/MPOEKTHI mno AMCUUIJIMHE «Aupopmanuonnasn
0e30MacHOCTb)» HE PENOIaraloTcs yueOHbIM ITAHOM.

5. Obpa3oBaTeIbHbIEC TEXHOJIOTHH

[lperonaBanyie  MUCIMIUIMHBI ~ BEAETCS C TPUMEHCHHEM  CICAYIONIMX  BUIOB
00pa30BaTENbHBIX TEXHOJIOTUH: OOBSACHUTEIHHO-UIUTIOCTPATUBHOTO OOy4YeHHs (TEXHOJIOTHS
MOJJICPKUBAIOIIETO  OOYYCHHS,  TEXHOJOTHUS  TPOBEICHUS  y4eOHOW  JMCKYCCHH),
UHPOPMALIMOHHBIX  TEXHOJOTUH  (IPE3CHTAllMOHHBIE  MaTepualbl), pa3BUBAIOLIMX U
WHHOBAIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHA.

[IpakTuyeckue 3aHATHS MPOBOIATCA C HMCIOJIB30BAaHHMEM PA3BUBAIONINX, MPOOJIEMHBIX,
NPOCKTHBIX, WH(GOPMAIMOHHBIX (MCIIOJIb30BaHUE 3JICKTPOHHBIX 00pa30BaTEIBHBIX PECYpPCOB
(9TIEKTPOHHBIN KOHCIIEKT) 00pa30BaTeIbHBIX TEXHOIOTUH.

6. YueOHO-MeTOoAMUYECKOE U HH(POPMALIMOHHOE 00ecneueHue TUCIIUIIIMHBI:
a) OCHOBHAsl JINTepaTypa:

1. Cyxocrar, B. B. Uadopmarmonnas 6e3omacHocTs : YuebHoe nocobue / B. B. Cyxocrar. —
Cankr-IlerepOypr  :  Cankt-IleTepOyprckuii  rocyapcTBEHHBIH — SKOHOMHYECKUI
yauBepcuteT, 2021. — 98 c¢. — ISBN 978-5-7310-5584-0. - EDN THDMKU. — URL :
https://www.elibrary.ru/download/elibrary 48073406 _35238015.pdf

2. Nudopmannonnas 6e3omacHocTh : Y4eOHOe mocoOue mpenHa3sHAaYeHO Ui OCBOCHHS
nucturinH MabopmarmonHas 6€301MacHOCTh, 3anuTa HHPOPMAIMH TSl 00YJaIOMUXCs 110
HAIPaBIEHUSM TOATOTOBKM HMHGpOpMaIMOHHbIE CHUCTEMBI W TEeXHOJOTWH, l[lpukinagHas
unpopmaruka / B. U. Jloiiko, C. B. Jlanrres, B. H. Jlantes, I'. A. ApmunoB. — Kpacronap :
Kybanckuii rocynapcTBeHHbIi arpapHbiii yHuBepcuter umenu M.T. TpyOununa, 2020. —
332 ¢. - ISBN 978-5-907346-50-5. - EDN FWFFBG. — URL
https://www.elibrary.ru/download/elibrary 45486035 15164620.PDF

3. Epoxun, B. B. BesonacHocTs MH(OPMAIMOHHBIX cUcTeM : YuebGHoe mocobue / B. B.
Epoxun, /1. A. Iloronsimesa, . I'. Crenuenko. — Mocksa : "®JIMHTA", "Hayka", 2015. -
18 ¢ - ISBN 978-5-9765-1904-6. - EDN VSIOUN. — URL
https://www.elibrary.ru/download/elibrary 25788507 _90414101.pdf

3akon P® ot 21.07.1993 N 5485-1 (pex. ot 08.03.2015) "O rocynapcTBeHHOI TaiiHe"
®enepanpubiit 3ak0H 0T 27.07.2006 N 149-®3 (pen. ot 19.12.2016) "O6 undopmanuu,
MH(POPMALIMOHHBIX TEXHOJIOTUAX U O 3auuTe nHPopmarun"

o B

0) 10MOJIHUTEIbHAS JINTepaTypa:

1. Ba6enko, JI. K. Kpunrorpaduueckas 3anmra nHGOpMAIIMK: CAMMETPUYHOE UG POBAHUE :
yue6Hoe mocobue / JI. K. BaGenko, E. A. Mmyxosa ; FOXHBIN ®EJIEPAJILHBINA
YHUBEPCHUTET. — Taranpor : U3marenbctBo IOxHOTO (hemepanbHOro yHHBEPCHTETA,
2015. - 219 C. - EDN VIUWIP. — URL :
https://www.elibrary.ru/download/elibrary 25353132 _85779244.pdf

2. I'pysnesa, JI. M. Undpopmannonnas 6e3onacHOCTh : YueOHO-MeToauueckoe nocodue / JI.
M. I'py3neBa ; Poccutickuii yauepcutet tpancrnopta (MUUT). — Mocksa : U3ngarenbckuit
Hom "Axanmemus EcrtectBo3manusa”, 2020. — 121 c. — ISBN 978-5-91327-662-9. — DOI
10.17513/np.432. - EDN ZYAAIZ. — URL
https://www.elibrary.ru/download/elibrary 44668615 93844582.pdf




10

3. IlmaronoB, A. A. UHpopmannonHass Oe3omacHOCTh : Y4yeOHOe mocobOue [DIeKTpOHHBIN

pecype] / A. A. IlnatronoB. — Bonarorpan : Bosrorpaiackuii rocyaapCTBEHHBIH
apXUTEKTYpHO-CTPOUTENbHBIN yHuUBepcuteT, 2016. — 69 c¢. — ISBN 978-5-98276-822-3. —
EDN YIGINP. URL

https://www.elibrary. ru/download/el|brary_28892005 89625832.pdf
4. Tepensuckuii, II. B. Hnadopmamumonnas Oe3omacHocTh : yueOHoe mocoome / II. B.

Tepensanckuii, M. A. TapacoBa, T. C. ®ponosa. — Boarorpag : Bousrorpaackuii
TOCYJapCTBEHHBIN TeXHUYECKUM yHHBEpCcHUTET, 2015. — 96 ¢. — ISBN 978-5-9948-2004-9. —
EDN VEYWNT. — URL

https://www.elibrary.ru/download/elibrary 25223083 76817147.pdf

5. Makapenko, C. U. MndopmanronHas 6e30macHoCTh: yueOHoe mocodue : yuebHoe nocooue /
C. U. Makapenko. — CraBpononb, 2009. — 372 ¢. — EDN QIRWUL. . — URL :
https://www:.elibrary.ru/download/elibrary 19407202 _92560555.pdf

B) METOANICCKHEC YKA3aAHUA:

1. Koncmekr mnekmmii mo aucuuiimHe «OOecriedeHne HANEKHOCTH U 0€30MacHOCTH
SKOHOMHUYECKUX WH(POPMALNMOHHBIX CHCTEM» JUIsI CTYACHTOB HANpPAaBICHHUS TOJTOTOBKU
38.03.05 — busnec-undopmatruka (aHeBHOW W 3a04HOM popm oOyuenus) / Coct.: A.TL.
Boponoga. — JIyranck: u3a-so JIHY um. B. Jlans, 2018. — 102 c.

2. Meronuueckue yKazaHWsl K TPAKTHUYECKUM 3aHATHSAM Mo auciurummHe «ObecrneueHue
HAJIGKHOCTH U 0€30MacHOCTH KOHOMUYECKHX MH(OPMAIMOHHBIX CHCTEM» JUIS CTYICHTOB
HanpaBneHus: moArotToBku 38.03.05 — busnec-undopmarnka (AHEBHOW U 3a04HOUN (opm
o6yuenust) / Coct.: A.I'. Boponosa. — Jlyranck: uza-po: JIHY um. B. lans, 2018. — 77 c.

3. Meroanueckue yka3aHus K MPaKTHUYECKUM 3aHATHAM M0 aucturiuiuHe «HpopmarmonHas
0e30macHOCThY» ISl CTYACHTOB HampapiieHus noarotoBku 38.03.04 T'ocymapcTBeHHOE U
MYHHIIMIIATbHOE ympaBiieHue (AHeBHOW W 3aouyHoi (opm oOyuenus) / Coct.: AT,
Boponoga. — JIyrauck: u3a-so: JII'Y um. B. [ansa, 2023. - 113 c.

r) UaTepHer-pecypcesbi:

MuHucrepcTBo o0pa3oBaHUs u HayKHU Pocculickoit Denepannu -
http://MmurOOpHAYKHU.p/

@enepanbHas  cnyx6a 1o Ham3opy B cdepe o00pazoBaHMS W HAyKHM  —
http://obrnadzor.gov.ru/

[Topran denepanbHBIX TOCYJAPCTBEHHBIX 00pa30BATENLHBIX CTAHAAPTOB BBICIIETO
obpasoBanus — http://fgosvo.ru

denepanbusblii nopran «Poccuiickoe odpazoBanuey — http://www.edu.ru/

Nudopmannonnas cucrema «EamHOE OKHO JTOCTyma K 00pa3oBaTeNbHBIM pecypcam» —
http://window.edu.ru/

denepanbHbIi eHTp HHGOPMAIMOHHO-00pa30BaTeIbHBIX pecypco — http://fcior.edu.ru/

CnpaBouHo-mipaBoBas cuctema «KoncynbranT miocy. - URL: http://base.consultant.ru

Hayunas snextponnast 6udanoreka. - URL: http://elibrary.ru/

DJIeKTPOHHbIE OMOJINOTEYHbIEe CHCTEMBbI M pecypChl

DnexkTpoHH0-0MOMOoTeuHast cucteMa «StudMed.ruy» —https://www.studmed.ru

Nudopmanuonnblii pecypc 0nd1uoTexkn o0pa3oBaTeIbHONH OPraHu3aluu

Hayunas 6ubianorexa nmenu A. H. Konsiea — http://biblio.dahluniver.ru/



11

7. MaTepna/ibHO-TeXHHYECKOEe H NPOrpaMMHOe o0ecniedyeHne JUCIUIIIHHbI

OcBoenue

NUCHUIUINHEI

«MHdpopmannoHHas

0e30macHOCTb»  Mpearnojaraer

UCTIOJIb30BaHUE aKAJIEMUYECKUX AyIUTOPHHA, COOTBETCTBYIOIIUX JICHCTBYIONIMM CAaHUTAPHBIM H
POTHBOIIOXKAPHBIM TIPABUIIAM H HOPMaM.
[Tpoyee: paboduee MecTo MpernoaaBaressi, OCHANICHHOE KOMIBIOTEPOM C JIOCTYIIOM B

HnTepHer.

[TporpammHoe oOecrieueHue:

DOYyHKIUOHAIBbHOE BbecniaTHoe
HAa3HAYEHHUe NporpaMMHoe
olecrieyeHue

CchlIKH

OducHbIif maker

Libre Office 6.3.1

https://www.libreoffice.org/
https://ru.wikipedia.org/wiki/LibreOffice

OnepanuoHHast UBUNTU 19.04 https://ubuntu.com/

cucTeMa https://ru.wikipedia.org/wiki/Ubuntu
Bpayszep Firefox Mozilla http://www.mozilla.org/ru/firefox/fx
Bpayszep Opera http://www.opera.com

ITouTOBEII KJIIMEHT

Mozilla Thunderbird

http://www.mozilla.org/ru/thunderbird

DaiiyI-MEeHe JKEp

Far Manager

http://www.farmanager.com/download.php

ApxuBaTop

7Zip

http://www.7-zip.org/

I'paduueckuii pegakrop

GIMP (GNU Image
Manipulation Program)

http://www.gimp.org/
http://gimp.ru/viewpage.php?page_id=8

http://ru.wikipedia.org/wiki/GIMP

Penakrop PDF

PDFCreator

http://www.pdfforge.org/pdfcreator

Aynuoneriep

VLC

http://www.videolan.org/vic/

8. OueHoYHbIE CpeCcTBA MO JUCUUILINHE

IHacnopT

(oH1a OLHEHOYHBIX CPEACTB MO Y4eOHOI TNCHUILIHHE

"UndopmanuoHHasi 0e30macHOCTh"

[lepeuenp koMmeTeHUUH (3JEMEHTOB KOMIIETEHLHUH), (OPMHUPYEMBIX B pe3yibTare

OCBOCHUS y4eOHOW AUCIUILTUHBI (MOYJIs) HIIM IPAKTHKU

Ne | Kon ®opmynupoBk | MHIuKaTOpHI KonTponupyembie OTanel
1/ | KOHTPOJIUPYEMO | a JOCTUKEHUI TEMBI dbopmupoBaHu
n | KOHTPOJIUPYEM | KOMIIETCHIIMH | ydeOHOMH o
KOMIIETCHIINH oi (o JCITUTLTAHBL, (cemectp
KOMIIETEHIIMM | pealn3yeMoil | MpaKTHUKU U3YYEHHUS)
JVCITUTITNHE)
1. | I[IK-4. Cnocoben [1IK-4.1. Tema 1. BBenenue B 7
YIPaBISTh Crniocoben TUCITUTLTAHY
nHdopmanuon | popmupoBars | "MHDopmarmonHas
HOM u 0e30MmacHOCTh".
Oe3omacHOCTh | corjacoBbiBaTh | Tema 2. 7
10 c 3akoHOIaTeNbHAas
NpEeaNpHusATHs | 3aMHTEPECOBaH | OCHOBA
HBIMH JTMLIAMH | HH)OPMAIHOHHOMK
LN, 0€e30MMacHOCTH
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TpeOoOBaHUS U
MIPUOPHUTETHI
yIIpaBJICHUS
nHpopMaIoH
HOU
0€30MacHOCTh
o UT
HHPPACTPYKTY
PBI U PECYPCOB
MpeapUATHS

Tema 3. Yrpo3zsl
nH(pOpMaITMOHHOM
0e30MmacHOCTH

Tema 4. Cucrtema
UH(POPMALIMOHHOM
0€e30I1aCHOCTH

Tema 5.
[Tporpammuo-
TEXHUUYECKUE
METOJIbI U CPEJICTBA
3alllUuThI
nHpopmarun

Tema 6.
Kpunrorpaduuecku
€ MEXaHU3MBbI
3aIIUTHI
uHpopManuu B
nH(pOpPMaAITMOHHBIX
cucreMax

Tema 7. Metoapl
KpUnrorpaguiecko
T'O 3aKPBITUS
nHpopmanuu.
HIudpoanue

Tema 8. MeToabl
KOOUPOBAHUA
nHpopmarun

Tema 9. Meroabl
COKaTus-
pacuupenus
nHpopmanuu.

Tema 10. Moxenu
yIpaBICHUS
JOCTYTIOM

Tema 11. Metoabl
XpaHeHI/I}I JaHHBIX

Tema 12. 3ammura
porpamm Ot
W3y4YEeHUS

Tema 13.
Ynpasnenue
UH(POPMALIMOHHOM
0€30MacHOCThIO

I1K-4.2
Cnocoben
OpraHHU30BaTh
mporecc
yIpaBIICHUS
uH(pOPMALUOH
HOH
0€301acHOCTD

Tema 1. Beenenue B
I[I/ICI_[I/IH.HI/IHy
"UndopmanimonHas
0e30macHoCTh".

Tema 2.
3akoHOIaTeNbHAas
OCHOBa
UH(OPMALIMOHHOM
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o UT

HHPPACTPYKTY
PBI U PECYpCOB

0€30I1aCHOCTH

MIPeNPUATHS

Tema 3. Yrpo3sl
UH(POPMALIMOHHOM
0e30MacHOCTH

Tema 4. Cucrema
nH(pOpMaITMOHHOM
0€30I1aCHOCTHA

Tema 5.
IIporpammHoO-
TEXHUYECKHE
METO/Ibl U CPEJICTBA
3aIUTBI
uHpopManuu

Tema 6.
Kpunrorpaduuecku
€ MEXaHU3MBbI
3aIUTHI
uH(popmaruu B
UH(POPMALIMOHHBIX
cucTeMax

Tema 10. Moxenn
YIIpaBICHUS
JIOCTYTIOM

Tema 13.
Ynpasnenue
UH(POPMALIMOHHOM
0€30MacHOCThIO

Iloxa3zatenu u KPUTEPUH OICHUBAHUSA KOMHeTeHHHﬁ, OIMMCAaHHuE€ HIKAJI OLICHUBAHUA

Ne | Kon Nunukarops] [lepeueHb KonTponupyemsl | HaumenoBanu
1/ | KOHTPOJUPYEMO | JOCTHKCHHMH| MIIAHUPYEMBIX € TeMmbl y4eOHOW € OIIEHOYHOTO
0 | il KOMIIETEHIMU | KOMIETEHIIH | pe3yJIbTaToOB TTUCIIUTUTAHBI CpeacTBa
u (o
peanuzyemoi
JUCIUTUTAHE
1. | [IK-4. [1K-4.1. 3HaTh: Tema 1. YcTHbii
— TPUHLHUIIBI Tema 2. ompoc,
noctpoeHue cucteM | Tema 3. KOHTPOJIbHAs
UH(POPMALIMOHHOM Tema 4. paGotel  (mO
0e30MacHOCTH; Tema 5. BapuaHTaM),
— BO3MOJKHBIE Tema 6. TECTBI
ySI3BUMOCTH M yTpo3bl | Tema 7.
BO3JICUCTBUS Tema 8.
HapyIIUTENEH; Tema 9.
— TPUHIIMIIBI Tema 10.
obecrnieueHus Tema 11.
UH(POPMALIMOHHOM Tema 12.
0€30I1aCHOCTH, Tema 13.

Kpunrorpaduu U




14

KPUTNITOAHAIH3A,;
YMerTh:

— OCYIIECTBISITh
MOCTPOCHHUE CHCTEM
UH(POPMALIMOHHOM
0e30ImacHOCTH u
obecneunBaTh ee
1[EJIOCTHOCTh u
HaJIe)KHOCTb;

— dopmymupoBath
COOTBETCTBYIOIIIHE
TpeOOBaHUS K
CHCTEMaM  3alllUThI
nHpopmanuu;
Bnanets:

— MeToJaMu u
CpeacTBaMU
BBISIBJICHUS yrpo3
0e30macHOCTH
ABTOMATH3UPOBAHHBI
M CHCTEMaM,;

— OCHOBHBIMH
UHCTPYMEHTATbHBIMH
CPEJICTBAMHU  3AIlUTHI
UH(POPMALIMOHHOM
0e30ImacHOCTH UT

UHPPACTPYKTYPBHI;

[1K-4.2.

3HaTh:

— OCHOBHBIC
CTaHJapTHl B 00JIaCTH
UH(POPMALIMOHHOM
0€30MacHOCTH;

— OCHOBHBIC
MTOJI0KEHUS
3aKOHOJIaTE€IIbCTBA B
oOactui 3aIUTEI
uHpOpMaLNK;
YMeTh:

— aHAIM3UPOBATH U
OIICHHUBATh pUCKH
UH(POPMALIMOHHOM
0€30I1acHOCTH
00BEKTa;

— o0ecrneyuBaTh
IpaMOTHBIA 11000
IPOrPaMMHO-
anmapaTHbIX u
IPOrPaMMHBIX
CpEeaCTB VIS
obecneyeHus
HEOO0XOIMMOTO

Tema 1.
Tema 2.
Tema 3.
Tema 4.
Tema 5.
Tema 6.
Tema 10.
Tema 13.

YcrHbIi
or1poc,
KOHTPOJIbHAS
pabora (o
BapUaHTaM),
TECTBI
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YPOBHA 3alIUThI
nHpopmanuu;
Brnaners:

— 0a3oBBIMHU
HaBbIKaMU
TIOCTPOCHHSI u
yIpaBICHUS
nH(}pOpMaAITMOHHOM
0€30I1aCHOCTBIO;

— OCHOBHBIMH
UHCTPYMEHTAIbHBIMU
CpeacTBaMu
yIpaBICHUS
nH(}OpMaAITMOHHOM

0€30I1aCHOCTBIO;

RBOoO~NOR~WNE

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

DoHIbI OLIEHOYHBIX CPEACTB MO AUCHUILINHE
«AHdopmanuoHHas 0€30MACHOCTH

Bomnpocsl 1J151 00Cy:KIeHUSI HA MTPAKTHYECKUX U CEMHMHAPCKHUX 3aHATHAX
(ycTHBIi onpoc)

[TonsiTre nHDOpMAITMOHHOM 0€30MTaCHOCTH.

Bunb! 3amumniaemoii nHbopMaIuu.

Knaccudukanus 5KoHOMUYECKUX HHPOPMAILIMOHHBIX CHCTEM.
[ToHsiTHE HAIE)KHOCTH CUCTEM.

Tumnsl atak u yrpos.

BHemHue uCcTOUHUKH yrpo3

BHyTpeHHue UCTOYHUKHU YIpo3

Kanans! yreukn nHpopmanuu.

CranmapTsl H”HOPMAIIMOHHON O€30MaCHOCTH.

OcHOBHBIE MeTO/IbI 0OecTieueHus] HH(POPMAITMOHHON 0€30MaCHOCTH.
[TpuHIMIIBI TOCTPOEHUS 3AIIUILEHHBIX CHCTEM.
AmmaparHble cpeICTBa 3aIUTHI HH()OPMAIIHH.
[TporpaMMHBbIe cpecTBa 3aIIUTHI HH()OPMALIHH.
[TporpaMmMHoO-amnmapaTHble CpeACTBa 3allUThl HHOOPMALIUH.
CHUMMETPUYHBIE KPUIITOCUCTEMBI.

AccuMeTpruyHble KPUIITOCUCTEMBI.

RSA mmdposanue

[TepectanoBka (1o metony ['aMunbTOHA).

I'ammupoBanue.

AHaMTUYECKHE MPeoOpa3oBaHUsI.

Merop "Cronka kaur". Merog CaBuyka.

Meton paccedeHUs-pa3HeceHHs TaHHbIX

Merton Xaddmana ([epeBo Xadhdmana).
Apudmerndeckuii KoJ.

Zip-moaudukanus anropurma Jlemnens-3usa.
LZW-monudukanus anroputma Jlemnens-3uBa.




217.

28.
29.

30.

31.
32.
33.
34.
35.
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[Mpodunaktuka 3apaxkeHuss BuUpycamu. lloMck © ymaneHue IIMUOHCKUX M PEKIAMHBIX
MOJyJIei

Kpunrorpadgudeckue nporokosibl. OOIIHe MOHITHSI, TUITBI KPUTITOIPOTOKOJIOB.

[Tporoxomnsl ayreHTUhUKannu. CnabocTy MapoIbHBIX MPOTOKOIOB ayTeHTH(PUKAUU. Bubl
aTak M yrpo3 AJis MPOTOKOJIOB ayTEHTU(UKAIIUH.

[IpoTokomsl 3mekTpoHHON noanucu. OO0mMe TOHITHS U onpeneiaeHus. Bunbl atak u yrpo3
JUTS1 IPOTOKOJIOB 3JIEKTPOHHOM MOITUCH

OnexTpoHHas U POBas MOAIMHUCE.

Kpunrorpaduueckue X3m-QyHKINN.

Apxutektypa cuctemsl 6ezonacHocTu OC

VaneHHble aTaky Ha 3alIUIICHHbIE KOMITBIOTEPHBIE CUCTEMBI M METO/IbI 3aIUTHI OT HUX
VYnpasnenue nHGpopMarmoHHON 0€30MMaCHOCTH.

Kpurepun n nikana onieHMBaHMsI 10 OLIEHOYHOMY CPEJICTBY «YCTHBII OIIPOC»

Ixama OIICHUBaHU Kputepuit onennBanus

(uHTEpBaAN OANITIOB)

5 OTBeT npeacTaBieH Ha BHICOKOM YPOBHE (CTYACHT B MOJTHOM 00beMe
OCBETHJI PacCMaTpHBAEMYIO0 MPOOJIEMATHKY, MPHUBEN apryMEHTH B
MOJIb3Y CBOMX CYXICHHM, BiazeeT MNpOQUIbHBIM MOHATHHHBIM
(kaTeropuaabHBIM) aMImapaToM M T.I1.)

4 OTBeT npeAcTaBieH Ha CpelHEM YpPOBHE (CTYIEHT B LIEJIOM OCBETUI
paccMaTpuBaeMylo MpoOJeMaTUKy, MPHUBEN apryMEeHTbl B IMOJB3Y
CBOMX CYXKIECHHI, TOMYCTHB HEKOTOPbIE HETOYHOCTH U T.I1.)

3 OTBer mpencTaBlieH Ha HHU3KOM YpPOBHE (CTYACHT JOMYCTHII
CYIIECTBEHHBIE HETOYHOCTH, HM3JIOKWJI MaTrepuaj ¢ OIIMOKaMH, He
BJaJieeT B JOCTAaTOYHOH CTEeNeHUW NPO(UIBHBIM KaTeropualbHBIM
anmapaToM M T.I1.)

2 OTBeT mnpeacTaBie€H Ha HEYJOBJIETBOPUTEIBHOM YPOBHE WIM HE
MpE/ICTaBJICH (CTYICHT HE TOTOB, HE BHITIOJIHIII 3a/IaHHUE U T.I1.)

KontpoabHas padora (10 BapuaHTam)

KonrponbHast paGoTa BKIIIOYAaeT BBIOJHEHHE 3aJaHUN 1O BapUaHTaM U COACPXKUT

TEMAaTUYECKHE pa3/eibl COMVIACHO TMEPEYHI0 TPAKTHYECKUX paboT pabodelt mporpaMMel
JUCHUITIIUHBI. Pemrenuss THUNOBBIX MNpUMCPOB TMPUBOJAUTCA B MCTOAUUYCCKHX YKa3aHHUAX K
NPaKTUYECCKUM 3aHSATHSM IO TUCIUTUTHHE.

BapuaHT HHINBHYaIbHOTO 3a/[aHuil KOHTPOIBHOM padoTsl o Teme: "OBPATHIMOE
XOR IIMO®POBAHUE TEKCTA CO CIIYHANHOU TAMMOUN"

[TonyunTs WCXOAHOE COOOIICHHE, KOTOpoe ObUIO 3amu(poBaHO TPHU TTOMOIIH

obparumoro XOR mmdpoBanus.

IN'amma = 1234567890123456789

3akoaupoBarHoe coobmenue: mAA3 bEBYOCII
3akonupoBannoe coobmienune: eBFOIOTTOIIXCASAPYIIDY
3aKoaupOBaHHOE COOOIIEHNE: uTKbBHbLHBbe}K
3akoaupoBanHoe coodmienue: pUDbbIDKXYBI'O
3akoaupoBanHoe coobmenne: bTUCYBIIIMIIM

SAE A




15.
16.
17.
18.
19.
20.

3aKoMpPOBaHHOE COOOIIICHHE:

3aK0JMPOBAaHHOE COOOIICHHE!

3aKoMpPOBaHHOE COOOIICHHE:

3aK0JMPOBAaHHOE COOOIICHHE!
. 3aKOAMPOBAHHOE COOOIICHHUE:!
. 3aKOAMPOBAHHOE COOOIICHHUE:
. 3aKOAMPOBAHHOE COOOIICHNUE:!
. 3aKOAMPOBAHHOE COOOIICHUE:
. 3aKOAMPOBAHHOE COOOIICHNUE:!
3aK0JMPOBAaHHOE COOOIICHHE!
3aKoMpPOBAaHHOE COOOIICHHE:
3aK0JMPOBAaHHOE COOOIICHHE!
3aKoMpPOBaHHOE COOOIICHHE:
3aK0JMPOBAaHHOE COOOIICHHE!
3aKoMpPOBaHHOE COOOIICHHE:
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MIIAIIBIBATIL
s’ bTCEBITKCHC
abBXPBUYIOPUBBIT
10BAYELBIDIIL]
10BAIBP3)XXBIL]

I3 bEBUKCHC
BAIOYDTXCX
1BAUILILIPPIIOY TIObP
abIOXPCSUUTCATIL
sIbIOXKELIBIDSATB3bL]
cI[[PBEIOE®

U CLIY BXIIIT
rOKILBIDIIBICILIT
sIbSIBIMMEDN
cSIYSIDCSNUTCAIL

Kputepun u mkasna orieHHBaHuUs IO OLIEHOYHOMY CPEACTBY «3afaHus (110 BApHAHTAM)»

Ixanma OIICHUBaHUA

(uHTEpBaN OAIIOB)

Kpurepuii onieHnBaHUs

5

3aj1aHue BHIMOJHEHO HA BEICOKOM YPOBHE (TPaBUIIbHBIC OTBETHI
nanbsl Ha 90-100% Bompocos/3a1aq)

3a/ilaHue BBINOJIHEHO Ha CPETHEM YPOBHE (IIPaBUIJIbHBIE OTBETHI
naHbl Ha 75-89% BompocoB/3a1a4)

3ajaHue BHIMOJHEHO HA HU3KOM YPOBHE (TIPaBHIIbHBIC OTBETHI
nanbl Ha 50-74% BormpocoB/3a1ad)

BanaHHe BBIITOJIHCHO Ha HCYAOBJICTBOPHUTCIBHOM YPOBHC
(mpaBUIIbHBIE OTBETHI 1aHbI MeHee yeM Ha 50%)

Tectrl

Komnerenmus [1K-4: CnocoGen ynpaBnaTs HHPOPMALMOHHON 6€30MaCHOCTBIO MPEATPHUATHS
HNuauxkarop I1K-4.1: CniocodeH popMupoBaTh U COrJIACOBBIBATH € 3aMHTEPECOBAHHBIMHU
JIMIAMM 1eJIM, TPeOOBAHUS U NPUOPUTETHI YNIPaBJIeHUs] HH(POPMALIMOHHOM
0e3onacHocTbi0 UT nHPpacTpyKTYphI M pecypcoB NpeanpusiTust

3amaHus 3aKpPbLITOr0 THIA

1. CoctosiHME 3aITUIIICHHOCTH HAIIMOHAJIBLHBIX HHTEPECOB CTPaHbl B MH(OPMAITMOHHON cepe

OT BHYTPCHHHUX U BHEIIHHX YTPO3 3TO:
a) UudopmaunuonHasi 6e30MaCHOCTH
b) BesomacHocTh

€) HammonanbHas 6€301aCHOCTD

d) 3amwra nHpOpMAIHH

2. Bcs nakomnenHas HHGopManus 00 OKpyXKaroleil Hac 1eHCTBUTEIbHOCTH,
3a(UKCHUpPOBAaHHAS HA MaTepUAIbLHBIX HOCUTENSIX WK B JII000# Apyroit dhopme,
o0ecrieynBaroIas ee nepeaady BO BpEMEHH U MPOCTPAHCTBE MEXKTY Pa3IMuHbIMU
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HOTPEOUTENSIMHU JIUTSL PEIICHUS] HAYYHBIX, TPOU3BOCTBEHHBIX, YIIPABICHUCCKHUX U IPYTHX
3a1a4

a) HudopmaunuoHHbIEe pecypchl

b) Hudopmanronunas cucrema

c) Hudopmanmonnas chepa

d) HudpopmanmoHHbIC YCIyTH

e) UubopmannoHHbIC TPOTYKTHI

WNndopmanus He sBisitoniascs o0IeJ0CTyTHOM, KOTOpast CTABUT JIMLL, 00JIaIal0ONIHX €0 B
CHITY CBOETO CIIY>KEOHOTO TIOJIOKEHHS B IIPEUMYIIIECTBEHHOE TIOJIOKEHHE 110 CPABHEHHIO C
JPYTUMH 0ObEKTaMH.

a) cayxebHas nHGOpMAIUSI

b) xommepueckas Taitna

C) OGaHKOBCKas TaiiHa

d) xonduaennnaabHas nHpopmanus

Co3nanue 1 UCIOIB30BAHUE CPEICTB OMACHOTO BO3ACHCTBHSI HAa HH(OPMAITMOHHBIE Cephl
JPYTUX CTPaH MUPA M HApyIICHHE HOPMAIBHOTO (QyHKIIMOHUPOBAHUS HHPOPMAILIMOHHBIX U
TEICKOMMYHHUKAIIMOHHBIX CUCTEM JTO. ...

a) uHpopMalHOHHAs BOiiHA

b) umrdopmanmonHoe opyxue

C) uH(MOPMAIMOHHOE MPEBOCXOCTBO

NH(bOopMaIIMOHHO YIIOPsI0YCHHAs COBOKYITHOCTh IOKYMEHTOB U HH(MOPMALIMOHHBIX
TEXHOJIOTHH, peau3yromias HH)OPMAIIMOHHBIC POIECCHI

a) HudopmarioHHbIE pECYPCHI

b) Undopmanmonnas cucrema

¢) Hudopmarmonnas chepa

d) HudopmanmroHHBIC YCITyTH

e) MudpopmannoHHbIE TPOTYKTHI

AnmnapaTHO-TIporpaMMHbIE CPECTBA KpUNTOrpaduuecKoil 3amuThl HHPOpMaLUK
BBIMOJIHSAIOT (DYHKIIUU:
a) ayTeHTH(PUKANMIO N0JIb30BATE/ISl, PA3rPaAaHUYeHHe 10CTYNa K uHGoOpMauu,
olecreyeHne HEJOCTHOCTH HH(POPMALIMH H ee 3aAIIUThI 0T YHHYTOKECHHS,
mmndpoBaHue U FJIEKTPOHHYIO HU(PPOBYIO MOANUCH;
b) OpraHn30BBIBAIOT peANTHU3ALNIO TOJUTUKHA O€30MaCHOCTH HH(POPMALIUU Ha dTare
skcrutyarauu KC;
C) IPOBEPSIOT Ha OTCYTCTBUE 3aKJIaJI0K MPUOOPOB, YCTPOHCTB.

Bo3MoskHBIE KaHABI yTEUKH HH(POpMAITUH 10 KJIaCCU(UKALIUN pa3aelisioT:
) YeJIOBEK, JJMHUS CBS3U;
b) koMMyTaIOHHOE 000PYI0BAHUE, YESTOBEK.
C) 4eJIOBEK, anmnapaTypa, nporpamMmma;

AcuMMeTpHuYHasi KpUITOCUCTEMA MPEATNOIaraeT UCI0Ib30BaHHe
a) CUCTEMBI pa3srpaHUYECHUS JOCTYIIA,
b) AByx KiII0Yeli OTKPBITOIrO M JIHYHOTO (CEKPETHOIO0);
C) IEPEHOCHBIX HOCUTEJICH JJIsl XPaHEHUS! CEKPETHON MH(OpMAIIH.

[Ton KOMIBIOTEPHBIM BUPYCOM ITOHUMAETCS:
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a) mporpaMMa UMeIoIas I0CTYI K (paiiiaaM CUCTEMBI, M UMEIOIIast BO3MOKHOCTh
paloTath C MpoLEeccaMu CUCTEMBI;

b) aBTOHOMHO QyHKIHOHMPYIOIIAsi MPOrpaMMa, 00/1a1aK0IAas CIOCOOHOCTBIO K
CaMOCTOSITEIbHOMY BHE/IPEHHUIO B TeJIa APYTUX NPOrpaMM H MOCJIeAyIoIeMy
CaMOBOCIIPOU3BEICHUIO M CAMOPACIIPOCTPAHEHUIO B HHGOPMALMOHHO-
BBIYHMCJIUTEJIbHBIX CeTAX U O0TACJbHbIX JBM;

C) mporpaMmMa He UMeEIOIIas JOCTYH K (aiiiaM CUCTeMbI, U He UMEIOIIas BO3MOKHOCTh
paboTaTh C MPOLECCAMU CUCTEMBI.

10. HapexxHOCTB 3amuThl HHGOPMAIIMH B KOMITBIOTEPHON CHCTEME OTIPEICTIAETCS
a) KOHKPETHBIM TiepeuHeM U cBoricTBamu GyHKIui KC;
b) ucnone3yembiMu B pynkiusax KC metonamu;
¢) BapuaHThI a) U b)

11. K rpynne kaHajaoB yTe4Kd HH()OpMAIK, B KOTOPOl OCHOBHBIM CPEACTBOM SBIISETCS
YeJIOBEK, OTHOCSTCS CIEAYIOLINE YTEUKH:
a) pacungpoBKa nporpamMmoii 3amm@posanHoil nHpopManKu;
b) HECaHKIIMOHUPOBAHHBIN JTOCTYI MPOTPaMMbl K HH(POPMAIIHH;
C) KOIMMPOBAaHKE MPOTrPaMMON HHPOPMALIUU C HOCUTEIIEH.

12. Arakoit Ha KC Ha3bIBaIOT:
a) BO3MOKHOCTh BO3HUKHOBEHUS Ha KaKOM-JIN00 7Tarne »u3HenHoro nukia KC rakoro ee
COCTOSIHUS, IPH KOTOPOM CO3JIAIOTCSI YCIIOBHS [UIs pealu3aluy yrpo3 0e301acHOCTH
nH(popManuu;
b) coObITHE MK IeiicTBHE, KOTOPOE MOXKET BbI3BaTh U3MeHeHue pyHkmonupoBanus KC,
CBSI3aHHOE C HAPYIICHUEM 3alIUIIIEHHOCTH 00pabaTeiBaeMoii B Hell HH(pOpMaIny;
¢) AelicTBue, MPpeANPUHUMAEMOE HAPYLINTEIEM, KOTOPOE 3aKJII0YAETCsl B MOUCKE H
HCNO0JIb30BAHNH TOI WU MHOM YA3BUMOCTH.

13. ABTopu3anus— 3To:
a) mpeaocTaBjaeHHeM MOJTHOMOYMIL;
b) moaTBepxkaCHUE OITUHHOCTH;
¢) uudpoBas MOIIUCH.

14. MaHaTHBII METOJI OCHOBBIBAETCS HA:
a) MHOTOYPOBHEBOI MO/IeJIM 3aIIIUThI;
b) ucnosb30BaHME MaTPHUIL JOCTYIIA;
¢) kpunTorpadudeckoM mpeoOpa3oBaHMH.

15. Vcnonb30BaHue anmapaTHBIX CPEICTB CHUMAET MPOOIeMy:
a) o0ecrneyeHHsl EJTOCTHOCTH CHCTEMBbI;
b) pasrpannueHue mpas MOJIb30BATENCH M 0OCTYKHUBAIOIIETO TIEpPCOHAa M0 TOCTYIY K
pecypcam KC B cooTBeTCTBUH € (PYHKIMOHATBHBIMHI 00S3aHHOCTSMH JIOJDKHOCTHBIX JIMIL;
C) UCTIOJIB30BAHUS CTPOTO OIPEIEIIEHHOTO MHOXKECTBA IPOTPAMM.

16. K rpynmne kaHanoB yTeuku HHGOPMAIUH, B KOTOPOl OCHOBHBIM CPEJICTBOM SIBIISIETCS
anmaparypa, OTHOCSTCS CIEIYIOIUe YTCUKH:
) XUIIeHne HOCUTENe nHpopMauu (MarHUTHBIX JTUCKOB, TUCKET, JICHT) ;
b) konupoBaHue MporpamMMoii HHGOPMAIIMU ¢ HOCHTENEH
C) moakouyeHne Kk [IIBM cnennanbHo pa3padoTaHHBIX ANNAPATHBIX CPEJICTB,
o0ecneyuBaOIIUX J0CTYN K HHpopManuu;
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17. K rpynne kaHajmoB yTeuku HHGOPMAIIMU B KOTOPOH OCHOBHBIM CPEACTBOM SIBJISICTCS
porpamma, OTHOCSATCS CIEAYIOIINE YTCUKHU:
a) HeCAHKIIMOHMPOBAHHBIN T0CTYI POrPaMMbl K HH(OPMALIUN;
b) xumienne Hocuteneit nHGpopmanur(MarHUTHBIX TUCKOB, IUCKET, JICHT);
C) HUCIOJIb30BAHUE CIEIUAIbHBIX TEXHUYECKUX CPEICTB IS IepexBara
AJIEKTPOMAarHUTHBIX U3IyYEHHUI TeXHUUeCKUX cpeacts IIDBM.

18. Kakast u3 ¢pyHKUM HE BXOJHUT B MPOLIECC YIPABICHHS KIIFOYaMu?
a) reHeparus KItoue;
b) pacnipenenenue kiroueii.
C) mepeaapecanus KJIKO4e;

19. Pe3unieHTHBIE BUPYCHI 3TO:
a) BUPYCHI, KOTOPHIE BBIIIOJIHSIOTCS TOJIBKO B MOMEHT 3aIyCKa 3apaK€HHON IIPOrpPaMMBl;
b) Bupychl, KoTOPBIE MOC/IEe AKTHBU3ALUH MOCTOSTHHO HAXOASATCS B ONlePATHBHO
NaMSITH KOMIbIOTEPA U KOHTPOJHMPYIOT JOCTYI K €ro pecypcam;
C) BUPYCHI, 3apaKafoIIUe MPOTPaMMBbl, XPAHSIIHECS B CHCTEMHBIX 00J1aCTAX JHCKOB.

20. K HenpeqHaMEpEHHBIM YTPO3aM OTHOCSTCS:
a) ommOKHu B paspadoTke nporpaMmMHbIx cpeacts KC;
b) HecankuroHupoBaHHKIN KocTyM K pecypcam KC co cropons monb3oBateneit KC u
MOCTOPOHHUX JIMIL, YIIEpO OT KOTOPOTo ONpeensieTcs MOMy4YeHHBIMA HApyIIUTEIEeM
MTOJIHOMOYUSIMU;
C) yrpo3a HapymieHus: KOHQUICHIIMATFHOCTH, T.€. YTeYKH NHHOPMAIIUU OTPAHUYCHHOTO
noctyna, xpansuienca B KC unu nepenasaemoit ot ognoit KC x apyroi.

21. JInsa nmpoBeAeHUS POLeayp UASHTU(DUKAIIUN U ayTCHTU(UKAITIN TI0JTb30BaTEIIs
HE00X0IUMO:
a) HAJIMYME COOTBETCTBYIOMIETO CyOBeKTa (MOAYJIs) ayTeHTHU(UKAIIIH;
b) HanmuKe ayTeHTU(UIMPYIOIIEro 00bEKTa, XPAHSIIET0 YHUKAIbHYIO0 HH(POPMALIHIO;
¢) oTBeThHI a) U b)

22. Kakoii 3 (yHKIIMOHATBHBIX 0JIOKOB JIOJDKHA COJIEPKAaTh CUCTEMa pasrpaHudeHUs JOCTyIa
K HHpOpMaLUU:
a) 0JI0K KpunTorpaguyeckoro npeodpazoBaHus HGpOpMaUMH NPHU ee XPAHEHUH U
nepenaue;
b) 6710k KOHTPOJISA CpeAbl pa3MeICHNUS,
) OJIOK KOHTPOJISL CPE/Ibl BBITOJIHEHHS.

23. K cpeacTBam akKTUBHOM 3alIUTBI OTHOCSTCS:
a) MCKaKeHHbIE MPOrpamMmMbl (POrpaMMbl BUPYChI, HCKAKeHHe PyHKIMI) ;
b) 3aka3HOE MPOEKTUPOBAHUE;
C) crienMaibHas anmaparypa.

24. K yMBIIIJICHHBIM yTPO3aM OTHOCSTCS:
a) Bo3zaeiicTBUe Ha anmapartHele cpeacTBa KC puznueckux nmosuei qpyrux aeKTpOHHBIX
YCTPOUCTB(MPHU HECOOTIOCHUH YCIOBHI MX 3JIEKTPOMArHUTHOW COBMECTUMOCTH) | JIp.
b) ommoku monn3oBareneii KC.
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C) HeCAHKIMOHUPOBaHHbIE JielicTBUA 00cayxuBamero nepconana KC (nanpumep,
ocjiabjeHHe MOJUTHKH 0€30NMaACHOCTH a/IMHUHUCTPATOPOM, OTBEYAKOIINM 32
oesonacHocts KC);

25. buomerpuueckas uACHTU()UKALUS U ayTEHTH(PHUKAIMS [TOJIH30BATENS 3TO:
a) cxema UAeHTU(UKALMY TTO3BOJIAIONIAs YBETUYUTh YUCIIO aKKPEAUTALINH,
BBITIOJTHSIEMBIX 32 OJIUH IUKJI, U TEM CAMBIM YMEHBIIUTH TUTEILHOCTD Mpoliecca
UJIeHTU(DUKAITNY;
D) uneHTHPUKAINSA MOTEHIIHATBLHOTO MOJIH30BATEJIS IyTEM H3MepPeHHs
(Gu3Ho0I0rHYeCKUX IAPAMETPOB U XaPaAKTEPUCTUK YeJI0BeKa, 0CO0EHHOCTell ero
MoBe/eHUsl;
C) cxeMa uaeHTU(UKaIUK ¢ HYJIEBOU Mepeaadeii 3HaHUM.

26. KocBeHHBIMU KaHAJIaMH YTEYKH Ha3bIBAIOT:
a) KaHAJIbl, He CBSI3aHHbIE ¢ PU3NYECKUM J0CTYynoM Kk djaeMeHTaM KC;
b) kaHasbI, CBSI3aHHBIE C PU3MYECKUM JOCTYNOM K AnemeHTam KC;
C) KaHaJbl, CBA3aHHbIE C U3MeHeHue 3eMeHTOB KC u ee CTpyKTypbl.

27. JIst 4ero UCToab3yeTcs Mporeaypa “pyKomoxaTus
a) JUIsl pacrpeieNieHns KIoUYeil MeX Iy MOITMHHBIMU TapTHEPAMU;
b) nns B3auMHOIT MpOBEPKH MONJTHHHOCTH;
¢) Juist 6€30IaCHOT0 MCIOJIb30BAHUS HHTEIICKTYalbHBIX KapT.

28. Monudukanus Kiroda— 3To
a) reHepUPOBaHHEe HOBOT0 KJIKYa U3 MPeAblyIero 3HaUeHus KJI04a ¢ IOMOIIbI0
OTHOCTOPOHHEH (0OAHOHANPABJIEHHOW) QyHKIIUM;
b) renepupoBaHre HOBOTO KJIt0Ya U3 MOCIEAYIOIIEr0 3HAYCHUS KJIF0Ua ¢ TOMOIIBIO
OJTHOCTOPOHHEH (0 THOHAIIPABIEHHON ) (PYHKITNH;
C) TCHCPUPOBAHNUEC HOBOT'O KJIFOYa U3 MPCABIAYIICTO 3HAYCHUA KJIF0Ya C ITIOMOIIBIO
JBYCTOPOHHEH (JIByHANPABICHHON ) () YHKIIUH.

29. TpaH3uTHBIC BUPYCHI TO:
a) BUPYCHBI, KOTOPBIC MOCJIC aKTUBU3ALIUW ITOCTOSIHHO HAXOOATCS B OHepaTHBHOﬁ naMsaTHun
KOMIIbIOTEpA U KOHTPOJHMPYIOT AOCTYI K €T0 pecypcam;
b) BUpYyCHI, KOTOpBIE BHIMOJIHSIOTCS TOJIbKO B MOMEHT 3aIyCKa 3apasKeHHOi
MPOrpaMMmbl;
C) BUPYCBHI, 3apakalolye MPOrpaMMBbl, XPAHAIIMECS B CHCTEMHBIX 00J1aCTAX JHCKOB.

30. [Tox opranm3zanueii Joctyna K pecypcaM OHUMAaeTcs
a) XpaHEeHHs aTpHOYTOB CHCTEMBbI 3aIUTHI, MOAECPKKN KPUITOTPA(YUIECKOTO 3aKPBITHS
uHpopmanuu, 00paboTKH cO0EB U OTKA30B U HEKOTOPHIE APYTHE;
b) npenoTBpalnieHue HECAHKIIMOHMPOBAHHOTO MIEPEX01a IOJI30BATEIECKHIX MTPOLIECCOB B
MPUBUIICTUPOBAHHOE COCTOSTHHE.
C) BeCb KOMILJIEKC Mep, KOTOPbIi BhINOJIHSIETCS B npouecce sxkcrmiayaranuu KC s
NpeAoTBPALeHUS] HECAHKIIMOHMPOBAHHOI0 BO3/1eliCTBHS HA TEXHUYECKHUE U
NMporpaMMHbIe CPeJCTBA, a TaK:Ke HAa HH(opManuio;

31. TexHu4eckne MEpOTPUATHS HAPABIICHBI:
a) Ha UCIOJIb30BaHUE CIELMATIBHBIX TEXHUUECKUX CPEICTB AJIs IEpexBaTa
ANEKTPOMAarHUTHBIX U3Iy4EHUHN TexHuuecKux cpeacts [IDBM;
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b) Ha 3ammTy KiIroueH mudpoBaHus U AMeKTpoHHOU 1HdpoBoii noanucu(DLIT) u
HEU3MEHHOCTh aniroputMa mudposanus u DI

C) Ha HeJOoNMyIeHHe BbIX0/1a HH(POPMATHBHOIO CHTHAJIA 32 MpPe/ieJIbl
KOHTPOJIMPYEMOii TEPPUTOPUH € IOMOIIbLIO CEPTH(PHIIMPOBAHHBIX TEXHHYECKHUX
CPe/CTB 3a1IUThI;

32. Bupycei-mytantsl (MtE-Bupycsr) 31o
a) BUPYCHI, copepxaime B cede aJropuTMbl MuppoBaHus, odecredyuBaoime
pasjinuMe pa3HbIX KONMIl BUPYCa;
b) BupycHl, nbITatoMecs: ObITh HEBUIUMBIMUA HA OCHOBE KOHTPOJISL JOCTYTIA K
3apaXCHHBIM 3JIEMEHTAM JaHHBIX;
C) BUPYCBHI, 3apakarollye MporpaMMbl, XpaHsIIUecs B CACTEMHBIX 00JIaCTsIX JUCKOB.

33. KakuM 13 nmepeunciaeHHbIX CIIOCOO0B HE Pealn3yeTcs pacipeiesieHHe KITF0UeH MexX Ty
IIO0JIb30BaTCIAIMHU KOMHBIOTepHOI\/'I CCTH:
a) IOKYMEHTHPOBaHHeE AJITOPUTMOB ol0ecnevyeHu sl 321U Thl HHpopManuu;
b) uCOIB30BaHMEM OTHOTO MJIM HECKOJBKUX LIEHTPOB pacIpeesIeHUs KIII0UeH;
C) MPsIMBIM OOMEHOM CEaHCOBBIMH KJIFOUaMU MEXKY MOJIb30BaTEISIMU CETH.

34. AKTUBHBIE CTIOCOOBI 3aIUTHI HH(OOPMAITUU TIPH €€ YTEUKE Yepe3 CETh DIICKTPOMUTAHUS
HaIpaBJIEHHBIC HA!
a) co31aHMe MACKUPYIOLIEro nrymas;
b) nepexBara HHPpOpPMALIUY;
C) MUHUMHU3AITUIO TTapa3UTHBIX CBsizer BHYTpH [[9BM.

35. MexaHu3Mm 3anmpoca-0TBETa UCIOJIb3YETCs IS
a) NPOBEPKH NOJJIMHHOCTH;
b) mmdpoBanus;
C) perucTpamnuy BpeMEHH ISl KXKI0TO COOOIICHUS.

3amaHus OTKPHITOrO THIA

1. Tlponmomxwure ¢pasy: " IlocienoBarenbHOCTh CUMBOJIOB, HEJOCTYIIHAS JIJIsl IOCTOPOHHHUX,
npeHa3HauYeHHAas TSl HACHTH(UKAIIMY U ayTeHTU(OUKAITNN CyOBEKTOB H 00BEKTOB MEXKIY
co0oii - 370..." (mapoJib)

2. Wudopmanus MoxeT ObITh 3aluIIeHa 0e3 anmnapaTHbIX U MPOrPAMMHBIX CPEJCTB 3aILUTHI C
MTOMOIUIBIO npeoOpa3oBaHMii. 3aNUIIUTE OTBET:
(kpunTorpadguyecknx/Kpunrtorpadun)

3. CuMBOIIBI IU(PPYEMOTO TEKCTa MOCJIEA0BATENFHO CKIIAIBIBAIOTCS C CHMBOJIAMH HEKOTOPOH
CIICIMALHOI MOCIIeI0BATEIbHOCTH, 9TO METO]
(raMMupoBaHHsI/TAMMHPOBaHHE)

4. TlomyyuTh UCXOAHOE COOOIIEHNE, KOTOPOE OBbLIO 3amudpoBaHo.
Jst mmdpoBanus cooOenus ObUT MPUMEHEH KOMOWMHUPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunsrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoBanue, 1234567890123456789
3akonupoBanHoe coobmienue: Y aAXbITUaX I moitnn
CiioBO: YIoOpaBJieHUE
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5. TlomyuuTh HCXOMHOE COOOIICHHE, KOTOPOE OBLIO 3amupOBaHO.
Jost mmdpoBanms cooO1eHus ObUT MPUMEHEH KOMOMHUPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunsrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoBanue, 1234567890123456789
3akonupoBannoe coobmienue: AIoIIIIBALPE®nblitub
CJIOoBO: 3SKOHOMMUECKUM

6. IlomyunTh HCXOIHOE COOOIICHHE, KOTOPOE OBLIO 3amu(POBAHO.
Jost mmdpoBanms cooOieHus ObUT MPUMEHEH KOMOMHHPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunerona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoBanue, 1234567890123456789
3akonupoBanHoe coobmienue: bAbIIIIBIAUM nllllmotinn
CnoBo: lVubpopmaums

7. Tlomy4ywuTh UCXOIHOE COOOIICHHE, KOTOPOE OBLIO 3aIu(POBAHO.
Jost mmdpoBanms cooOienus ObUT MPUMEHEH KOMOMHUPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunerona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoBanue, 1234567890123456789
3akoauposanHoe coodmenue: [ ToDPIOxbaBAndinY
CnoBo: 3BammraCucrem

8. IlomyynTs UCXOHOE COOOIIECHHE, KOTOPOE ObLIO 3aTu(pPOBAHO.
Jns mmdpoBaHus cooOIeHus OblI MPUMEHEH KOMOMHUPOBAHHBIN TIOJXOI:
1) ITepectanoBka (1o metony I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmu¢ppoBanue, 1234567890123456789
3akoaupoBanHoe coobmienue: YTroll[P31LbaMI moiinn
CysoBO: HamexHOCTb

9. Tlomy4nuTh UCXOIHOE COOOIICHHE, KOTOPOE OBLIO 3aTu(POBAHO.
Jst mmdpoBanms cooOmenus ObUT MPUMEHEH KOMOMHUPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunsrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmppoBanue, 1234567890123456789
3akonupoBanHoe coobmenue: AballEbIYMaXIllnoiinn
Cnoso: llmpporaHme

10. TTomyuuTh UCXOAHOE COOOIIEHUE, KOTOPOE OBLIO 3amu(poBaHo.
st mmppoBaHus cooOIeHus ObLI MPUMEHEH KOMOMHUPOBAHHBIN TIOIXOI:
1) ITepectanoBka (1o metony I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmu¢ppoBanue, 1234567890123456789
3akoaupoBanHoe coobmieHue: ['TIstbIITIOI' XKPbhInbliinA
CyioBO: MnmeHTubmxauys

11. TlomyuuTh UCXOAHOE COOOIIEHUE, KOTOPOE OBLIO 3amu(poBaHo.
Jns mmdpoBaHus cooOIeHus OblI MPUMEHEH KOMOMHUPOBAHHBIN TIOIXOI:
1) ITepectanoBka (1o metony I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmu¢ppoBanue, 1234567890123456789
3akoaupoBanHoe coobuienne: bby) KPBAKCBIIHE#uUL]
CysoBO: AyTeHTubrkaums

12. Mony4uTh UCXOHOE COOOIEHNE, KOTOPOE OBUIO 3aIH(POBAHO.
Jst mmdpoBanms cooO1meHus ObUT MPUMEHEH KOMOMHUPOBAHHBIN TTOIXOI:
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1) IlepecranoBka (mo metony ['amunerona), 5-2-1-6-4-8-7-3;
2) O6patumoe XOR mudposanue, 1234567890123456789
3akonupoBanHoe coobmienue: bbb 2XKUblnblAmoitnK
Crnoso: JloruHIlaposib

13. [Mony4uTh UCXOHOE COOOIEHNE, KOTOPOE OBLIO 3alIH(PPOBAHO.
Jost mmdpoBanms cooOimenus ObUT MPUMEHEH KOMOMHUPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunsrona), 5-2-1-6-4-8-7-3;
2) O6patumoe XOR mudposanue, 1234567890123456789
3akonupoBannoe coobmuienue: "o AbIIIDTIIbMuriiBA
CioBO: D3JekKTpOHHBMKIIIOUY

14. TlomyuuTh UCXOAHOE COOOIIEHUE, KOTOPOE OBLIO 3amu(poBaHo.
Jns mmdpoBaHus cooOIeHus OblI MPUMEHEH KOMOMHUPOBAHHBINA TIOJXOI:
1) ITepectanoBka (1o metony I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmu¢ppoBanue, 1234567890123456789
3akoaupoBanHoe coobmenue: [IUBA3BANaBCroitnn
CnoBo: CepTuduxarT

15. TlomyuuTh UCXOAHOE COOOIIEHUE, KOTOPOE OBLIO 3amu(poBaHo.
Jns mmppoBaHus cooOIeHus OblI IPUMEHEH KOMOMHUPOBAHHBINA TIOJXOI:
1) ITepectanoBka (1o metony I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmu¢ppoBanue, 1234567890123456789
3akoaupoBanHoe coobmienue: T AADIIallINmoiub
Cyi0BO: BJIOKMPOBIMK

16. [Tony4uTh UCXOHOE COOOIIEHNE, KOTOPOE OBUIO 3aIH(POBAHO.
st mmdpoBanms cooO1meHus ObUT MPUMEHEH KOMOMHUPOBAHHBIN TTOIXOI:
1) IlepecranoBka (mo metony ['amunerona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmdppoBanue, 1234567890123456789
3akoauposanHoe cooduienue: I' ToDIUrbablIInCitnlll
Crnoso: Bammuradamios

17. TlomyuuTh UCXOAHOE COOOIIEHUE, KOTOPOE OBLIO0 3amu(poBaHo.
Jns mmdpoBaHus cooOIeHus OblI MPUMEHEH KOMOMHUPOBAHHBIN TIOJIXOI:
1) ITepectanoBka (1o metony I'amunbrona), 5-2-1-6-4-8-7-3;

2) O6parumoe XOR mmu¢poBanue, 1234567890123456789
3akoaupoBanHoe coodmieHue: BOyOXbIEUall[Knoiinn
CyioBO: AmNmapaTHEI

18. IlonenbHbIe COOOMIEHHUST OT UMEHH OaHKOB MJIM (PMHAHCOBBIX KOMIAHHM, b0 KOTOPHIX
ABIsIeTCST cOOp JIOTHHOB, TapoJied ¥ TNHH-KOAOB NOJb30BaTelell  Ha3bIBACTCS

(¢pmmmHr)

19. OnuHOUYHAsT aTaKW, B KOTOPOM MOIICHHHMKH HANaJaioT C M[ENbI0 BBI3BATh IIEPETPY3KY
MOJICICTEMBl CEpBHCa, MYyTEM OTMPABKM MaKCHUMAJIBHOTO KOJMYECTBa TpaduKa >KEpTBe.

(DoS-araka)

20. Ha xakoM ypOBHE JTaJlOHHOM CEMHYPOBHEBOW MOJEIN MOXET OBITh pealn30BaHO
TYHHEJIUPOBaHUE? (ceToBOM/CETEBOM YPOBHE)

21. IIpodeccroHanbHble  B3JIOMIIMKH 3aIlUTHl KOMIBIOTEPHBIX MPOrpaMM H  CO3/aTeNn
KOMITBIOTEPHBIX BUPYCOB (xaKepsI)
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22. IIponiecc BXOJa B CHUCTEMY, KOTOPBI COCTOMT W3 HECKOJBKHX IIAaroB M TpeOyeT OT
nojp30BaTesl  ykasarb  Oombmie  WHGOpMAamMM, a  HE  TOJBKO  Mapollb

(MHOTOCTYNmeH4aTas ayreHTudukamnus/ MFA)

23. 3anmparoniee  yCTpPOHWCTBO, KOTOpO€ paboTaeT ¢ IMOMOIIBIO AJIEKTPHUYECKOTO TOKa

(31eKTPOHHBIH 3aMOK)

24. TIpoToKo, KOTOPhIM o0OecreuynBaeT MEeITOCTHOCTh M KOH(DHICHIIMATIBHOCTD JAHHBIX MPU UX
nepefaye MeEXIy CalToM W YCTPOWCTBOM TOJIBb30BATEIN (https /
HyperText Transfer Protocol Secure)

25. TexHoNOTHsSI BUPTyalIM3allMM JaHHBIX, KOTOpas OOBEIUHIET HECKOJIBKO [HCKOB B
JOTHYECKUH  DJIEMEHT Il  W30BITOYHOCTH ¥ TIOBBINICHHS  IMPOW3BOAMTEIBHOCTH

(RAID / RAID-maccuB/ H30BITOYHBINE MACCHB He3aBHCHMBIX

JHCKOB)

26. OcHOBHAsI COCTaBJISIONIAsT MHPOPMAITMOHHON 0€30MacHOCTH, 00ecreunBaronias 3auuTy
BO)XHOH MH(OpMAIUK OT HECAaHKIIMOHUPOBAHHOTO JOCTYIa K MHPOPMAIIUU HAa3bIBACTCSI

(xoHpUAEHIHATBHOCTB)

27. OcHOBHAs  cocTaBismomas WHPOPMAMOHHON  O€30MacHOCTH, OOecreunBaroas
BO3MOXXHOCTh Pa0OTHI ¢ WH(MOpMALIUEH U 32 TpUEMIIEMOE BPEMS MOIYUYUTh TPeOyeMyro
WH()OPMAITMOHHYIO YCIYTY Ha3bIBAeTCSA (mOCTYNMHOCTD)

28. OcHOBHasi  cocTaBisomas WHMOOPMAMOHHOW  0€30MacHOCTH,  oOecrmeynBaromas
HEM3MEHHOCTH JIaHHBIX MPH BBIMOJHEHUH KaKOK-THOO OoTepaliiy HaJl HUMUA Ha3bIBaeTCsI

(mesIocTHOCTD)
29. Eciiu BBl mokujaeTe pabodee MecTo MeHee yeM Ha 10 MUHYT, Kakod KOMOWHaIuen
KJIaBHILI MO>KHO OJIOKHPOBATH KOMITBIOTEP B oC Windows?
(Win+L)

30. Bun BpeAOHOCHBIX MPOrpamMM, CIOCOOHBIX BHEAPATHCS B KOJA JAPYIHX IPOTPaMM,
CHCTEMHBIE 00JIACTH MaMATH, 3arPy30UHBIC CEKTOPBI M PAcIpOCTPAHATH CBOW KOIHU TI0
pa3HoOOpa3HbIM KaHajaM CBSI3U (KkoMNbIOTEpHBbIE BHpPYCHI /
BHPYCHI)

Ha conocraBiieHne WM paHXKUPOBaHUe

1. VYcraHoBuTE COOTBETCTBUE!

1) npenHaMepeHHBIC YIPO3bI a) XwulleHue nHpopMauu

2) ciydaiiHbIe YIPO3bI 0) omMOKM MOJIB30BATEIIS
B) KOMIIBIOTEPHBIE BUPYCHI
T) OTKa3bl U COOM ammaparypbl
1) (u3nuecKoe BO3IeHCTBUE Ha

anmnaparypy
e) (¢opc-MaKOpHBIE 0OCTOSATEIHCTBA

OrtBert: 1-a,8,1 2-0,1,¢,

2. YCTaHOBUTE COOTBETCTBUE:

1) AntHBHpYC 00ecIeunBaeT MOUCK a) JOKTOp
BHUPYCOB B OIIEPaTUBHOU ITaMSTH, HA 0) cropox
BHEIITHUX HOCUTEIISX ITyTEM TOCUYEeTa B) PEBHU30p
Y CPaBHEHUS C ITAJIOHOM KOHTPOJIBHOMI T) JETEeKTOp
CYMMBI

2) AHTUBHpYC NPECTaBIIeT cO0O0M
HEOOJIBIIYIO PE3UICHTHYIO TPOTPaMMy,
IpeTHa3HAYCHHYIO JUTsl OOHAPYKEHHS



3)

4)

OrtBerT:
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MIOJO3PUTEIIBHBIX IEUCTBUM IIPH
paboTe KOMIbIOTEPA, XapaKTEPHBIX JUIS
BHUPYCOB

AHTHBHpYC 3alIOMUHAET UCXOAHOE
COCTOSIHUE MPOTrpaMM, KaTajJoros U
CHCTEMHBIX 00J1acTel 1UCKa Koraa
KOMIIBIOTEP HE 3apakeH BUPYCOM, a
3aTeM NEepUOANYECKH U IO KOMaH e
I10JIb30BATENs] CPABHUBAET TEKYILEE
COCTOSIHUE C UCXOHBIM

AHTUBHpPYC HE TOJIBKO HaXOIUT
3apa’KeHHbIE BUpYyCaMH (pailiibl, HO U
"neynt" ux, T.e. yaauser u3 Qaiina
TEJIO MPOrpaMMbl BUPYCa, BO3BpaLIast
(aiispl B MICXOTHOE COCTOSIHUE

1-r; 2-0; 3-B; 4-a

3. Pa3mectute BuIbI HHGOPMAIIMOHHON OE30MTACHOCTH OT BEPXHETO K HIYKHEMY YPOBHIO
KopnopaTtusHnas
IlepconanbHas
I'ocynapcrBenHas

1)
2)
3)

4.
1)
2)
3)

OrtBerT:

WO

rocynapcTBeHHast
KOpIOpaTHBHAs,
NepcoHaIbHAs,

YcTaHoBUTE COOTBETCTBHE:
KOJIMPOBaHUE
pacceueHue-pa3HeceHne
cKaTUe-paclIupeHue

la2B 30

YcTaHoBUTE COOTBETCTBHE:
crangapt ISO/IEC 27000
CobiT

ITIL

0)

nepexoa OT 01HON (HOpMBI
npeCTaBICHUs HHPOPMALIUHU K
Ipyroi, 6osiee ymoOHOM aJst XpaHEHWS,
nepeaadn uim oopaboTKu

3aMEHY YacTO BCTPEYAIOIIUXCS
OJIMHAKOBBIX MOCJIEIOBATEIIPHOCTEH
CHUMBOJIOB HEKOTOPBIMU 3apaHee
BBIOPaHHBIMU CHMBOJIAMH HITH JKE
MOIMEIINBAHUE TOTIOTHUTEIHHOM
uHpopmaruu

MACCHB 3aIUIIEHHBIX. TAHHBIX
JEITUTCSI HA YaCTH, KaX/1ash U3 KOTOPBIX
B OTJICTBHOCTH HE MO3BOJISIET PACKPHITH
coep>KaHue 3alIuiaeMon
uHpopMaun

HNPUHLUIBI YIPABICHUSA U ayUTa
UH(POPMAIIMOHHBIX TEXHOJIOTHIA
CUCTeMa MEHEDKMEHTA
nH(pOpMaIMOHHOM 0€30MacHOCTH
PYKOBOJCTB II0 YIPAaBICHUIO, OTJIaIKe
U TIOCTOSIHHOTO YJIYUYIICHHS OM3HeC-



Ortser: 10 2a 3B

6. YcraHoBUTE COOTBETCTBHUE:

1. PasrnameHune rocyjapcTBEHHO! TalHbI

HaKa3bIBACTCS

2. Pasrnamenue nHdopMaiuu, 10CTyI K
KOTOpOI OrpaHny4eH QeaepaabHbIM
3aKOHOM (32 MCKIIIOYCHUEM CITyJaeB,

€CJIM pa3rialleHne Takoi HHPpopMaIuu
BJICYET YTOJIOBHYIO OTBETCTBEHHOCTB),

JIMIIOM, TTOJTYYHMBIIUM JIOCTYII K TAKOH
UH(POPMALIMHU B CBSI3U C UCTIOJIHEHUEM
CITY»KEOHBIX WU TTPO(EeCCHOHATBHBIX
00s13aHHOCTEH BIIeUET

3. HempaBomepHbIii 1OCTYIT K

KOMITBIOTEPHON MH(OPMAIIH, €CITU 3TO

NesTHUE TOBJIEKII0 YHUUYTOXKEHUE,
O65okupoBanue, MOAU(UKALINIO THOO
KOMMUpOBaHWEe WH(opMaInu,
HapyeHue pabotsl 9BM, cucrembl
OBM wunm ux ceTu, — HaKa3bIBaeTCs
4, Co3nmanue, UCIOIb30BaHUE U
pacnpocTpaHeHue BpeJOHOCHBIX
nporpamm ans 9BM, 3aBeiomo
MPUBOJAIINX K
HECAHKIIMOHUPOBAHHOMY
YHUUYTOXKEHHUIO, OJIOKUPOBAHUIO,
MOIU(PUKAIH JTHO0 KOITMPOBAHUIO
nH(opMaIuu, HapyIIeHUIO0 padoThI
OBM, cuctemsl 9BM mim ux cety, a
pPaBHO UC-TIOJIb30BaHUE OO
pacipocTpaHeHUE TaAKUX MPOrpaMM
WJIM MalTUHHBIX HOCUTENIEH C TAKUMU
po-TpaMMaMH — HaKa3bIBAIOTCS

Ortser: 10 28 3a 4r
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0)

npoumeccoB, cBs3aHHbX ¢ UT

mrpadoM B pazMepe 10 IBYXCOT THICSY
pyoseit uau B pazmepe 3apadoTHON
IUIATHI MJIM MHOTO J0X04a
OCYXKICHHOTO 32 MEePUOJI JI0
BOCEMHAIIIATH MECSIIEB, T100
WCIIPaBUTEILHBIMU PabOTaMu Ha CPOK
JI0 OJTHOTO TO/a, MO0 OrpaHUYCHUEM
CBOOO/IBI HA CPOK JI0 JIBYX JIET, TMOO
NPUHYAUTETFHBIMUA Pa00TaMH Ha CPOK
JI0 IBYX JIET, JTMOO JTUIICHHEM CBOOOIBI
Ha TOT K€ CPOK

apecToM Ha CPOK OT YETHIPEX JI0 MIECTH
MecCSILIEB TU00 ITHUIIEHHEM CBOOOIBI HAa
CPOK JIO YETBIPEX JIET C JINIIIEHUEM
IpaBa 3aHUMATh ONPE/IEIICHHBIC
IOJPKHOCTH WJIA 3aHUMAThCS
OTIpeIeTIEHHOM e TEIIbHOCTHIO Ha CPOK
JI0 TpeX JIeT

HAJIOKCHHE a]MIHUCTPATUBHOTO
mTpada Ha rpakIaHUHA B pa3Mepe OT
MSATUCOT JI0 OJHOM THICSIYU pyOIIeHd, a
Ha JOJKHOCTHOTO JIMIIA — OT YeThIPEX
TBICSY 10 TISITH THICSY PyOIIeid
OTpaHUYEHUEM CBOOOIBI HA CPOK JI0
YEeTBIPEX JIET, JINOO MPUHYAUTEITEHBIMH
paboTamMu Ha CPOK JI0 YETHIPEX JIET,
100 JIUIIEHNEM CBOOOIBI HAa TOT XK€
CPOK co mTpadoM B pazMepe 10
JBYXCOT ThICSIY pyOJIel WK B pa3Mepe
3apa0OTHOM IJIATHI MJIM HHOTO J0X0/1a
OCYKJIEHHOTO 32 TIEPUOJ JI0
BOCEMHAIIATH MECSIIEB.

7. Pasmectute ypoBHU Mojenu OS| OT HUKHETO Y BEpXHEMY

[IpuknagHoO#l ypOBEHB
@u3nuecKuil ypoBeHb
KananbHblil ypoBEHb,
CeaHcoOBBIIl ypOBEHB
CeteBoli ypOBEHb
TpaHCcOpPTHBIN YPOBEHB
[IpencraBuTenbHbI YPOBEHD

1) dusunueckuit ypoBeHb
2) KanaibHBI ypOBEHB,
3) CerteBoii ypoBeHb,

4) TpaHCIIOPTHBIN YPOBCHb



5)
6)
7)

NG WM ©

OrtBerT:

W ©

OrtBerT:

10.

CeaHCOBBIN ypOBEHD
[IpencraBuTenbHBIA YPOBEHD
[IpuxiiagHoN ypoBEHb

YcraHoBUTE COOTBETCTBHUE:
®u3nyecKuil ypoBeHb
KananpHbIi1 ypoBeHb,
CereBoli ypOBEHb,
TpaHCHIOPTHBIN yPOBEHB
CeaHCOBBIN YPOBEHb
IIpencraBuTEnbHBIN YPOBEHD
[IpuknagHO#l ypOBEHB

1)x 2e 31 4r 58 60 7a

Y cTaHOBUTE COOTBETCTBHUE:
KonduaenmnumanbHOCTH
JocTynHoCTh
lenoctHOCTH

16 2B 3a

YCTaHOBUTE COOTBETCTBHE:!
UH(OPMAIIMOHHO-CIIPABOYHBIE
CHCTEMBI
UH(POPMALIMOHHO-COBETYIOIINE
CHCTEMBI
H(}OPMAaIOHHO-yTIPABIISIOIIHE
CHCTEMBI
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0)

0)

JIOCTYTI K CETEBBIM CITy)kOam
MPEJICTABICHUE U KOJAUPOBAHHE JTaHHBIX
YIIPaBJICHUE CEAHCOM CBSI3H

npsiMasi CBsI3b MEX1y KOHEUHBIMH
MyHKTaMH 1 HaJC)KHOCTh

orpesieNieHue MapIIpyTa U JOTHIecKast
ajipecarus

buznueckas aapecanus

paboTa co cpeioi rmepenayu, CurHaJIaMu
Y IBOMYHBIMHU JAHHBIMHU

OCHOBHAs COCTaBJIAIOIIAS
UH(POPMALIMOHHOM O€30MacCHOCTH,
o0ecrieurBaroIas HCM3MEHHOCTH JIaHHBIX
IIPH BBITIOJTHEHUH KAKOH-TMOO0 orepanun
HaJl HUIMH

OcHOBHAas COCTaBIAIOIAS
nH(pOpMaIMOHHOM 0€301MacCHOCTH,
o0ecreynBaroIas 3alnuTy BaXHON
UHQPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO
JocTymna K HH(popMaun

OCHOBHAs COCTaBJIAIOIIAS
UH(POPMALIMOHHOM 0€30MaCHOCTH,
obecreunBaroIiasi BO3MOXHOCTh PaOOTHI €
uH(pOopMaIre 1 3a MpUEeMIEMOe BpeMsI
MOJIYYUTh TpeOyemMyro HH()OPMAITMOHHYIO
ycayry

npeHa3HAYCHBI JIUISI HAKOTUICHHS U
aHaJi3a JaHHBIX, HEOOXOJUMBIX ISt
NPUHSATHUS PEIICHUI B Pa3JIMYHBIX chepax
NEITEILHOCTH JI0AEU

BbIpabaThIBalOT HHPOPMALIUIO, KOTOPAst
MPHHUMACTCS YeJIOBEKOM K CBEJICHUIO U
HE TPEeBpaIlaeTcss HEMEIJIEHHO B CEPHIO
KOHKPETHBIX AEHCTBUI. DTH CUCTEMBI
00J1a1a10T 00JIee BLICOKOM CTEIICHBIO
WHTEIIJICKTA, TaK KakK JJI1 HUX XapaKTepHa
00paboTKa 3HaHWH, a HEe JaHHBIX.
KOMIIBIOTEPHOE TIPOTPAMMHOE CPEJICTBO,
MpeIHA3HAYCHHOE /TSI XpaHCHUS U
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MMPCABABIICHUS MMOJIB30BATCIIIO

pa3Ho00pa3Hoi HHGOPMAITHHI

CIIPABOYHOTO COJICPIKAHHUS
Otger: 1B 26 3a

Kommnerennus [1K-4: Crioco6en ympasisaTh nHOOPMAITMOHHOW 0€30MMaCHOCTHIO MPETTPUSATHUS
Nuaukarop [1K-4.2 CniocobeH opranu3oBaTh Npouece ynpaspjaeHuss HHYOPMALMOHHOI
0e3onacHocTbi0 UT nHPpacTpyKTYphI M pecypcoB NpeanpusiTusi

3amaHus 3aKpbITOr0 THIA

1. OOnacth HayKM H TEXHHKH, OXBAaTBIBAIONIAas COBOKYITHOCTh KPHUITOTPAQHUECKUX,
POrPaMMHO-AIAPATHRIX, TEXHUYECKUX, PABOBBIX, OPTaHU3AIMOHHBIX METOIOB U CPEJICTB
obecrieueHust 6e3omacHOCTH MHGOPMAIMU TIPU ee 00paboTKe, XpaHCHWH M Tiepeaade ¢
UCIIOJIb30BaHNEM COBPEMEHHBIX MHPOPMAITMOHHBIX TEXHOIOTHIA:

a) KommiekcHoe odecnieueHrne nHGOPMAIIMOHHOI 0€30MACHOCTH
b) Besomacuocts AC

C) VYrposa 6e3omacHOCTH

d) Araka Ha aBTOMaTH3UPOBAHHYIO CHCTEMY

e) IomuTrka 6€30MacHOCTH

2. HenpepbIBHBIN 1IeI€HANPABICHHBIN MPOIIECC, MPEIOIaralonuid MPUHATHE
COOTBETCTBYIOIIMX MEp Ha BCEX ATamax >Ku3HEeHHOro 1ukia AC:
a) IIpuHIUI CHCTEMHOCTH
b) IIpuHIUO KOMIUIEKCHOCTH
¢) IlpHHIHUN HeMpPepPbHIBHOI 3aIUTHI
d) IlpuHUMD pa3yMHO# JOCTaTOYHOCTH
e) IlpuHIMI THOKOCTH CUCTEMBI

3. Bunpr uadopmarimorHoii 6€301acHOCTH:
a) IlepcoHanbHasi, KOpIOPaTHBHAS, rOCYIapCTBEHHAS
b) Kimentckas, cepBepHasi, ceTeBas
¢) JlokanbpHas, rmo0aabHast, CMEIIAHHAS

4. K oCHOBHBIM IpHUHIIUNAM oOecTiedyeHUs MHPOPMALIMOHHOI 0€301MacCHOCTH OTHOCUTCS:
a) IKOHOMHYECKOI 3(PPeKTHBHOCTH CHCTEMbI 0€30MACHOCTH
b) MuoromiaTpopMeHHOH pealnu3aliyi CHCTEMBI
C) YcwuieHHs 3aIUIICHHOCTH BCEX 3BEHBEB CHCTEMBI

5. Tlonmutrka 6€30MaCHOCTH B CUCTEME (CETH ) — 3TO KOMILIEKC:
a) Hopwmbl nHpOpMAITMOHHOTO TIPaBa, COO01aeMbIC B CETH
b) PykoBoacTB, TpedoBaHuii obecneyeHHs HEOOXOAMMOI0 YPOBHS 0€30MACHOCTH
C) Huctpykuuii, anropuTMOB MOBEICHHS MOJIB30BATEIS B CETH

6. K mpaBoBeIM MeTOAaM, 00€CTIeUNBAIONIIM HH()OPMAIIMOHHYIO O€30MaCHOCTh, OTHOCSATCS:
a) Pa3paboTka armmapaTHBIX CPEACTB 00ECICYCHUSI IPABOBBIX JaHHBIX
b) Pa3paborka 1 ycTaHOBKa BO BCEX KOMITBIOTEPHBIX IPABOBBIX CETSX JKypPHAJIOB y4eTa
NEUCTBUH
c) Pa3pafoTka m KOHKpeTH3aUHsI MPABOBBIX HOPMATHBHBIX AKTOB 00ecIeYeHust
0e3omacHoOCTH
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7. JloKyMeHTHpOBaHHast HH(OpPMAIIHs, TOCTYI K KOTOPO# OrpaHHYUBAETCSI B COOTBETCTBUH C
3aKOHOIATENLCTBOM PO:
a) TocymapcTBeHHasi TaiiHa
b) Kommepueckas Taitna
c) bankoBckas TaiiHa
d) Koudwunenuanstas vHGOpMAIHS

8. Ilox yrpo3soii 6e3omacHocTu nHGopmaruu B koMmibioTepHoi cucreme (KC) morumaror:
a) BO3MOXHOCTh BOZHUKHOBEHUS Ha KaKOM-JIM00 dTarne xxu3HenHoro nukina KC Takoro ee
COCTOSIHUS, IPU KOTOPOM CO3AI0TCSI YCJIOBUSA I peain3aliy yrpo3 0e30macHOCTH
uHpOpMaLnu;
b) coObITHE MM TeliCTBHE, KOTOPOE MOKET BbI3BATh H3MeHeHHe (PYHKIMOHUPOBAHUS
KC, cBsizanHOe ¢ HapyLIeHHeM 3allUIIeHHOCTH 00padaTbiBaeMoil B Heil HHOPMAaLHNH;
C) JefCTBUE, MPEANPUHUMAEMOE HApYIIUTEIEM, KOTOPOE 3aKITI0YaeTcs B MOMCKE U
WCIIOJIb30BAaHUH TOW WJIM UHOM YSI3BUMOCTH.

9. Unentudukanus o0beKTa— 3TO:
a) oHAa U3 (PYHKUM MOJACUCTEMBI 3a1IHUTHI;
b) B3auMHOE yCTaHOBJICHHE MOAITUHHOCTH O0OBEKTOB, CBSI3BIBAIOIINXCS MEXKTY OO0 1O
JUHUSIM CBSI3H;
c) cdepa AeHCTBHI MMOJIb30BaTEN U JOCTyHBIE eMy pecypcbl KC.

10. Vsa3BumocThs HH(pOpMAITUH— 3TO:
a) BO3MOKHOCTh BO3HUKHOBEHHSI HA KAKOM-JIM00 3Tamne ;Kku3HeHHoro nukJjaa KC
TAKOr0 ee COCTOSIHUS, IPU KOTOPOM CO31AK0TCS YCJI0BUS AJIsl peajin3alum yrpo3
0e3omacHoOCTH HHpoOpMaNMuU;
b) coObITHE MK IeiicTBHE, KOTOPOE MOXKET BbI3BaTh U3MeHeHue pyHkmonupoBanus KC,
CBSI3aHHOE C HAPYIICHUEM 3alIUIIIEHHOCTH 00pabaTeiBaeMoii B Hell HH(pOpMaIny;
C) 3TO JAeCTBUE, NPEANPUHUMAEMOE HAPYIIUTEIEM, KOTOPOE 3aKIIF0UAETCS B IOUCKE U
WCIIOJIb30BAaHUH TOM WJIM UHOW YSI3BUMOCTH.

11. Yo HE sBnsieTcst 3eMeHTOM cUCTEeMBI o0ectiedueHrst ”HPopMannoHHo# 6e3omacHocT PD:
a) I[lanarer ®enepanbHOro cOOpaHus;
b) IIpesumenr;
€) OpraHbl MECTHOTO CaMOYTIPABJICHUS;
d) Ob6mecrBennas Ilanara;
e) OpraHbl UCTIOJIHUTEIILHOW BJIACTH;
f) Coser 6e3onmacuocTn?

12. Co3nanue, UCTIOJIB30BAHUE U PACTIPOCTPAHCHUE BPEIOHOCHBIX ITporpamm it DBM,
3aBCAOMO NPUBOAANIUX K HCCAHKIITMOHUPOBAHHOMY YHUYTOXKCHUIO, 6JIOKI/IpOBaHI/IIO,
MoaudUKaIu JIM00 KOMUPOBAHUIO HH(POpMAIMU, HapyIIeHU 0 padoTel DBM, cuctemsr
OBM min ux ceT, a paBHO HCIIOJIb30BaHKE JIMO0 PACIPOCTPAHEHUE TAKUX MPOTPAMM HITU
MAaIIMHHBIX HOCUTENEH C TAKUMHU MTPOrPaMMaMHU — MOTYT OCYILIECTBISATHCS

a) TOJBKO C MPSIMBIM YMBICJIOM
b) 1o HeocTopoxHOCTH

13. JInst gero co3gaeTcsi cucTemMa pa3rpaHuueHus JOCTyIa K HHGOpMAaIIIH:
a) s 3amuthl nHGopmannu ot HC/I;
b) st ocymectBinenus HCJIU;
C) ONpeeNIeHNs MAaKCUMAJIbHOTO YPOBHS KOH(UICHIINATIBHOCTH JOKYMEHTA.
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14. Tlpouenypy ycTaHOBKH cdhep ASHCTBHUS MOJIB30BATENS M TOCTYIHBIE eMy pecypchl KC
Ha3bIBAIOT:

a) ayreHTU(PUKaIIHUEH;
b) aBTopu3zanmeii;
C) UACHTH(UKAIIHS.

15. UckyccTBeHHBIE YTPO3bl UCXOS U3 KX MOTUBOB Pa3AesioTCs Ha:

a) KOCBEHHBIE U HENOCPEACTBEHHBIE;
b) HecaHKIIMOHMPOBAHHBIC U CAHKIHOHHUPOBAHHBIC.
C) HempeAHAMEPEeHHbIEe U NIpeJHAMEepPeHHbIe;

16. Ayrentudukanus — 370:

a) MoATBeP KIeHHEe MOIJTNHHOCTH;
b) nmpemocTaBieHrEM MTOJIHOMOYUH;
¢) uudpoBast MOJIUCH.

17. Ilpu sKcruTyaTaliii MEXaHU3MOB ayTeHTHU(HUKAIIMA OCHOBHBIMH 3a/1a4aMU SIBJISIOTCS:

a) reHepauMs WJIH U3rOTOBJIEHHE HIEHTU(PUKATOPOB, UX Y4eT U XpaHeHHe,
nepenaya uaeHTH(PUKATOPOB MOJIb30BATETI0 H KOHTPOJIb HA/l MPABUJIBHOCTHIO
BbINOJIHeHHs1 npouenyp ayrenTuuxkanumn B KC;

b) pasrpannyeHue mpaB MOIb30BATENCH U OOCITYKHBAIOIIETO MEPCOHANA 10 JOCTYIY K
pecypcam KC B cooTBeTCTBUU € PYHKIIMOHATBHBIMU O0S3aHHOCTSIMH JIOJKHOCTHBIX JIMIL;
C) pean3anys MEXaHU3Ma BUPTYAJIbHOM NaMATH C pa3elIeHUEM aIpECHBIX IPOCTPAHCTB.

18. Opranu3annOHHBIMH MEPOTIPUSATHIMHU PEIyCMaTpUBACTCS

a) HCKJII0YeHHe HAXO0KAeHHs B MeCTaX HAJIMYUsI HH(POPMATUBHOIO CUTHAJIA
3JI0YMBIILIEHHUKA U KOHTPOJIb 32 ero AelcTBUSIMH U NepeIBHKeHUEM;

b) uckIIOUEeHNEe 3HAUUTETLHON YaCTH 3arPy309HBIX MOYJIEH U3 chephl UX
JOCATAaeMOCTH;

C) UCKJTFOUEHHE HECAHKIIMOHUPOBAHHOTO J0CTYyMa K pecypcam [I1DBM u xpansimmcs B
HEWU IporpaMMaM U JaHHBIM.

19. N3bupatenbHas MOTUTHKA O€30MIaCHOCTH MOAPA3yMEBAET, UTO:

a) nmpasa A0cTyna cy0beKkTa K 00beKTY CHCTEMbI ONPeAeJISITCH HA OCHOBAHUU
HEKOTOPOro BHEIIHEro (10 OTHOLIEHHIO K cHcTeMe) MpaBuJia (CBOICTBO
U30UPATETBHOCTH);

b) Bce cyOBEKTHI 1 00BEKTHI CHCTEMBI JIOJKHBI OBITH OJTHO3HAYHO MICHTU(UIINPOBAHEI;
C) K&XJOMY OOBEKTY CUCTEMBI IPUCBOCHA METKA KPUTHUHOCTH, ONPEAeIIoNnias
[IEHHOCTh COJIeprKaIIeiicsi B HeM WH()OPMAIIHH.

20. B yem 3akio4yaeTcs MpaBUIIO pa3rpaHHUuEHHs JOCTYIa

a) JIMI0 J0NyCKaeTcsA K padoTe ¢ JOKYMEHTOM TOJIbKO B TOM cJy4ae, ecJii YPOBEHb
AOMYCKa Cy0beKTa J0CTYNAa PABEH WJIH BbIlle YPOBHS KOH(PHIEHINAIBLHOCTH
JOKYMEHTAa, a B Ha0ope KaTeropuii, NpUCBOEHHbIX TAHHOMY CYOBEKTY J0CTYyIA,
co/iep:KaTCs Bce KATErOpMu, onpeaeaeHHbIe 115 JAHHOT0 JOKYMEHTA;

b) nuio gomyckaercs Kk paboTe ¢ JOKYMEHTOM TOJIBKO B TOM ClTydae, €Cild YPOBEHb
J0MycKa CyObeKTa JOCTYIA HIKE YPOBHS KOH(UICHIIMAIBHOCTH JOKYMEHTa, a B Habope
KaTeropuii, MpUCBOCHHBIX JAHHOMY CYOBEKTY JI0CTYIIa, COJAEPKATCS BCE KaTErOpUH,
OIpeJIeJIeHHbIE TSl TaHHOTO IOKYMEHTA,

C) JIMLIO JIOTIyCKaeTcsl K paboTe ¢ JOKYMEHTOM TOJIBKO B TOM CIIydae, €CJIM YPOBEHb
JoMycKa CyOBeKTa JOCTYIa HIKE YPOBHS KOH(MUIEHIINATLHOCTH JIOKYMEHTA, a B Habope
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KaTeropuii, MPUCBOCHHBIX JAHHOMY CYOBEKTY JOCTYIA, HE COAEPIKATCS BCE KaTErOpuH,
OlIpeAeIeHHbIE )T JAHHOTO JOKYMEHTA.

21. TTomHOMOYHAs IOJMTHKA 0€30MMaCHOCTH MOAPa3yMeBaET, UTo:
a) KaXKI0MYy Cy0ObeKTy CHCTeMbl IPUCBOEH YPOBEHb MPO3PAYHOCTH (Security
clearance), onpeaeJAIIMA MAKCUMAJIbHOE 3HAYEeHUE METKH KPUTUYHOCTH
00BbEeKTOB, K KOTOPBIM Cy0OBEeKT HMeeT A0CTYII;
b) Bce cyOBEKTHI 1 0OBEKTHI CHCTEMBI JIOJKHBI OBITh HACHTH(UITUPOBAHBI,
C) mpaBa JiocTyna cyObeKTa K 00bEKTY CUCTEMBI OTPEACTISIOTCS HA OCHOBAHUHU
HEKOTOPOTO BHEITHETO(TI0 OTHOIIICHHIO K CHCTEME) TIpaBuiIa (CBOMCTBO
n30UPaTEeTbHOCTH).

22. Y3BUMOCTh UH(POPMALIUU— 3TO:
a) HEM3MEHHOCTh HH(OPMAITUU B YCIOBHSIX €€ Cy4ailHOTO H(WJIN) MpeIHaMEePEHHOTO
WCKKEHUS WIN Pa3PyIICHHUS.
b) BO3MOKHOCTH BOBHHUKHOBEHHS HA KAKOM-JIH00 3Tane ;Kku3HeHHoro nukiaa KC
TaKOI'0 ee COCTOSIHUSL, PH KOTOPOM CO31AK0TCH YCJIOBUS ISl Peain3auuu yrpo3
0e3omacHOCTH HHpoOpMaALIMHU;
C) HabOp TOKYMEHTHUPOBAHHBIX HOPM, MPABWII U MIPAKTUYESCKUX TTPUEMOB,
PETYIUPYIOMIUX YIIPABICHHE, 3aLIUTY U pacnpeeieHre nHGopMaluy orpaHuueHHOTO
JIOCTYTIA;

23. JlocToBepHasi BRIYUCIUTENbHAs 0a3a- 3TO:
d) aKTUBHBI KOMITOHEHT CUCTEMBI, KOTOPBIA MOXET SIBUTHCSI IPUYNHOM TTOTOKA
uHpOpMaIUU OT 00bEKTa K OOBEKTY UM U3MEHEHHS COCTOSIHHSI CUCTEMBI;
b) abcTpakTHOE MOHsATHE, 0003HAYAIOLIIEE MTOJTHOCTHIO 3AIMIIEHHBI MEXaHU3M
BbIYHMCJIUTEIbHON cHCTeMbI (BKJIIOYAs aNlapPaTHbIE M MPOTPaMMHbIE CPeACTBA),
O0TBEYAKOIIMH 32 MOJAEPKKY pPeau3alum MOJUTHKN 0€3011aCHOCTH;
C) MACCUBHBIN KOMIOHEHT CUCTEMbI, XPAHSIIUHA, MPUHUMAIOIIUA UITN TIEPE A0
nH(pOpMaIHIo.

24. Kakoif MeTOJ1 MOKET MPOTHUBOICHCTBOBATH U3aCCEMOTUPOBAHHIO
a) mugpoBaHue;
b) xsmupoBaHue;
C) U3YyYEHHE.

25. Metopbl, 3aTpyAHSIONINE CYUTHIBAHUE CKOTMPOBAaHHON MH(OPMAIIUU OCHOBBIBAIOTCS HA
a) NpUJAaHNH 0COOCHHOCTEH Mpoleccy 3anucu HHpopManuu, KOTOpbIe He
NMO3BOJIAIOT CYMTHIBATDH MOJYYEeHHYI0 KOIUIO HA IPYTUX HAKONUTEIAX, He
Bxoasammx B 3amumaemyr KC;
b) paszrpannyeHuy MpaB NOJIL30BaTENCH U 00CITYKHBAIOIIETO MMEPCOHANA 10 JOCTYITY K
pecypcam KC B cooTBeTCTBUU C PYHKIIMOHATBHBIMU O0S3aHHOCTSIMH JIOJKHOCTHBIX JIMII;
C) HCIOJIb30BAHU NOIMOJHUTCIIBHBIX ITPOrPpaMMHBIX WJIN alllIapaTHO-IPOTPAMMHBIX
CPEICTB.

26. TpostHCKHE TTPOTPaMMBI 3TO:
a) mporpaMMbl, coJiepKallue B cede alropuTMbl UPpoBaHHs, 00eCIIeYMBAIOIINE
pas3nuuue pa3HbIX KOIUH BUpYCa;
b) mporpamMmbl KOTOpBIE COIEPIKAT CKPBITHIE MOCIET0BATETLHOCTH KOMAH/T
(MoayJin), BHIOJIHSAIOLIUE 1elCTBUS, HAHOCSIIME BPe/a M0J1b30BaTeIsIM;
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C) MPOrpaMMbl KOTOPBIE TTOCII€ AKTUBU3AIMHU MOCTOSIHHO HAXOSATCS B ONEPATUBHOM
MaMsATH KOMIBIOTEPA U KOHTPOJIUPYIOT JOCTYI K €r0 pecypcam.

27. YKaXuTe 1apoiib, KOTOPbIH OTBEYAET TPEOOBAHUSAM CIIOKHOCTH TApOJIs U HE SBIISETCS

CIIa0BIM.

a) YaStudent100%
b) Password_111
c) 84c3M#@KH$&1

d) #1XE@

e) Qwer 1234567890

28. YKaxxuTe BO3MOKHbBIE METO/Ibl BOCCTAHOBIICHHUS MApOJIsl B MPOrpaMMax BKPBITHSI ITaposieit

a) Ilepedop mo macke

b) Araka mo cioBapio

c) I[Ipsimoii mepedop

d) Ilo snekTpoHHOM moUTE

29. Jlnsa gero cimyxat cetu VPN (ykaxuTe mpaBUIbHBIN OTBET)?
a) 1Jis obecriedeHHsi COeTUHEHNUsST TPEX BUIOB: y3eJI-y3ell, y3elI-CeTh U CeTh-CeTh (B
3aBHCHMOCTH OT NPUMEHsIEMBIX IIPOTOKOJIOB)
b) nas oGecnevyenus ceTeBbIX COeTMHEHNT MOBEPX APYroii ceTH (Hampumep,

HNHuTepHeT)

C) Ui yaydineHus: 0€30MacCHOCTH JIOKAIBHOM CETH
d) s yBemuueHust OBICTPOACHCTBUS JIOKATLHOU CETH

30. Kak Ha3pIBaeTCst MOJIEb pa3rpaHUUEHUS TOCTYIIA K 3alTUIaeMoil HHPOpMaIIUH,
IIPUBEECHHAs Ha PUCYHKE.

CyBBerT ¢ BBICOHMM
YDOBHEM JOCTYNA

JANMCE

YTEHME

I

FANKCH
YTeHMe

XK

'

OELEKT € HUEHMM
YPOBHEM CEHPETHOCTM

a) Moaeas Beana-Jlanagynsl
b) Mogaens ®ocrepa-Crioapra
€) Monuenb bokca-/I)xenkuHca

3anuce

DGBEKT € BRICOKAM
YOOBHEM CEHPETHOCTH

M

FANHCH
HTeHKe

v

4
™

UTEHHE

L

CyELerT € HU3HWM
YpoBHEM AOCTYNa

31. Cxema kaKkoii MOJENU YIpaBiIeHUs JOCTYIIOM IPEJCTaBIeHa Ha pUCYHKE?
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H H

(N
5]
NS
& o
b

d) AMCKPELMOHHAs MOJICIb YIIPABICHNUS;

b) mManmaTHast MoaeJb ynipaBJIeHHUS;

C) poiieBast MOJEIb YIIPABICHHUS;

d) ympaBienue 10CTYIIOM Ha OCHOBE ITPABHII

32. Cxema KakoW MOJICNIN YIPABJICHHSI TIOCTYIIOM MPEJICTaBICHA HA PUCYHKE?
User Role Permission (OBS x OPS)

Administrator System Settings (OBS)

- Select (OPS)
Update (OPS)
Delete (OPS)

H

8-

User (OBS)

L Select (OPS)
Create (OPS)
Delete (OPS)

Password Reset (OPS)

a) IUCKPEIUOHHAs MOJIEIb YIIPaBICHNUS,

b) manmaTHas MoJenb yrpaBlICHHS;

C) poJieBasi MOJeJIb YIIPAaBJIeHHSI;

d) ympaBieHue JOCTYIIOM Ha OCHOBE MPaBHUII

33. Cxema KaKoi MOZENU yIpaBJICHUS JOCTYIIOM IIPEICTAaBICHA HA PUCYHKE?
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Access Control
Policy

Environment
Conditions

Object

Subject
Access Control
Mechanism

Subject Attributes

Object Attributes

a) JAMCKPEHOHHAs MOJICIb YIIPABICHNUS;

b) mammaTHas MOmENb yIIpaBICHUS;

C) poJeBast MOJIEIb YIPABICHHUS;

d) ynpaBieHue T0CTYNOM Ha OCHOBE MPABHUJI

34. Cxema Kako¥ MOJICITN YIIPaBJICHUS JOCTYIIOM ITPEJICTAaBICHA HAa PUCYHKE?
a) JAMCKPeNHOHHAst MOJieJb YIPaBJIeHHUSI;
b) mammaTHast MOmENb yIIpaBICHUS;
C) poiieBast MOJEIb YIIPABICHHUS;
d) ympasieHue 10CTYIIOM Ha OCHOBE ITPABHII

35. Kakue mpaBa npeaocTaBieHbl K 00beKTy rpymime "xo3suHa" -rw-r--r--
a) TOJILKO UTCHHE
b) Tonbko 3amuck
C) YTeHHE U 3aNHCh

36. Kakue mpaBa npenocTaBiieHbl K 00BEKTY rpymie "Bce octanbHbie" -rwW-r--r--
a) TOJLKO YTEeHHE
b) Tonbko 3amuck
C) YTEeHHWE W 3aluCh

37. Kako¥li MeTOJ| CO3/TaHus pe3epBHBIX KOIUH MPECTaBIICH Ha PUCYHKE?



1" noNHbIA 2°" NONHbIA 3" NONHbIA
63kan 63Kan 63Kkan

McTOYHUK
OaHHbIX

a) IloJiHOe pe3epBHOE KONMUPOBaAHMNE
b) HMukpemeHTHOE pe3epBHOE KOITHPOBAHHE
C) MuddepenmuanbHoe pe3epBHOE KOTUPOBAHHE

38. Kakoii MmeToj] co3laHusi pe3epBHBIX KOIMUI MPEICTaBlIeH Ha PUCYHKE?

PezepBHoe xpaHunuLe

NoNHbIA G3kan

MHKPEMEHTANBHBIM  MHKPEMEHTANBHBIA  MHKPEMEHTANbHBbIA
63kan 63kan 63kan

-

MecTouHuk
LaHHbIX

BropHuk Cpepa Yeteepr MarHrua

a) I[lonHOE pe3epBHOE KOMMPOBAHUE
b) HHkpeMeHTHOe pe3epBHOE KONUPOBaHUE
C) MuddepenmuanbHoe pe3epBHOE KOTUPOBAHHE

39. Kakoit MmeToj] co3laHusi pe3epBHBIX KOIMUI MPEICTaBlIeH Ha PUCYHKE?

PezepBHOe xpaHunuwe

nonHeIA 63Kan

AvpdepeHuransHeIi arpdepeHurantHeIi
G3kan G3kan

AvddepeHuManbHbIR
G3xan

McTouHMK
OaHHbIX

BTropHuk Cpepna

a) I[lonHOE pe3epBHOE KOMMPOBAHUE
b) MukpemeHTHOE pe3epBHOE KOITUPOBAHHE
c) MuddepeHnnaibHoe pe3epBHOE KOMUPOBAHHE

40. Haubonee BayKHBIM Ipu pcain3aliuv 3alllUTHBIX MCP MTOJIUTHUKU 0C30IMaCHOCTH SBIISICTCS:
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a) AyauT, aHaJIM3 3aTPaT Ha MPOBEICHHUE 3AIUTHBIX MEP
b) Ayaut, anaju3 ya3BHUMOCTEl, pUCK-CHTYAIU i
C) Aynur, aHanu3 0€30MaCHOCTH

3aiaHus OTKPHITOrO THUIIA

1.

CocTosiHME 3alUIIEHHOCTH JKU3HEHHO BaXHBIX WHTEPECOB JIMYHOCTH, OOIIECTBA,
rocynapcTBa B mHpopMaImoHHou chepe (cpene) (uaopmanuoHHAN
0e30MmacHOCTh)

MakcuMaIbHBIA CPOK JTUIIEHUS CBOOOIBI 32 HE3aKOHHOE MTOJTYYCHUE U pasriamieHue
CBEJICHUI, COCTABJISIIOIINX KOMMEPUYECKYIO TaliHy (JIeT) (5 aet/5)

MeTto/ cienuanbHOTO MpeoOpa3oBaHus HHPOPMAIIHH, C IENBIO 3aIIUTHL OT 03HAKOMIICHHS U
MOAM(HUKAIIMN TTIOCTOPOHHUM JIUIIOM (kpunrorpadus)

Kaxkast TexHOJIOTHS TOCTPOCHUS CETeH N300pakeHa Ha PUCYHKE HUXKE.
(VPN/BupTyabHeIx cetei).

-
-

Odmc punuana

Internet

Buanec-napTHep

4

lhaexuit odwmc

Y,n.a.nennuﬂ

Kaxoii koMIIeke nporpaMMHO-alapaTHbIX CPEICTB, OCYIIECTBIISIOUINI
HH()OPMAITMOHHYIO 3aITUTY OJHOM YaCTH KOMITBIOTEPHOM CETH OT APYroi MyTeM aHalln3a,
IPOXOALIETO MEXy HUMH Tpaduka n300pakeH Ha pUCyHKe? (daiiepBoa
/opanaMay3p/Me;KceTeBOi IKPaH)

£
uW{‘ - -
|ll -
1 -'

Firewall

6. Cxema Kakoro MeToja 3aKpbITHs HH(GOPMAIINY [IPEICTaBICHA Ha PUCYHKE?
(CumMmeTpuyHOe M (PpoBaHUE/CHMMETPHYHOTO)
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A A A
%P w el QO .

Emsisoft O
Rocks[2] Lg o ' 0v2+s=
T@Y/Jh

OTKpbITBIN TEKCT

OTKpbITLINA TEKCT Anroputm LUngppotexct Anroputm
wudposaHus whppoBanus
LII: IIJ
06wt KNy

7. Cxema Kakoro MeTojia 3aKpbITHs HH()OpMAIMK IPECTaBICHA Ha PUCYHKE?
(acummeTpuuHOe mHppPoOBaHNE/ACCHMETPUIHOI0)

B A N
00 i AKHAL OQO i Eg‘:éi‘;ft

Emsisoft
[l
Rocks » o 0V2+s=
T@Y/Jh
OTKpbITbIN TEKCT Anroputm LUndpoTekcTt Anroputm OTKpbITbINA TEKCT
wudpoBaHus wudpoBaHua
4

f-

OTKpbITBINA KNTHOY 3aKpbITblii KN4

8. Cxema Kakoro MeToja 3aKphITHs HH(OpMAIIUH MPECTAaBICHa Ha PUCYHKE?
(3exTponHasi uudposas noanucs/I L)

o
e T, 9?9“
i T Xew
e
— I| 2

Jankbie, NOANHCAHHBbIE ik el
anemmumnquum
NaanNAcED
%o«_ %
Moanucs Moanwce

9. Kak Ha3bIBaeTcs crnoco0 rnepeaayn Win XpaHeHHUs HH)OpMALUH ITyTEeM COKPBITHS CaMOT0
(hakTa Takoil nmepenaun/XpaHeHus, pe3yJbTaT, KOTOPOTo MPEICTaBICH Ha PUCYHKe?

(Creranorpadmus)

S
Ceprudurat

CepTidurar

\4!
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OpurvHaneHoe naobpameHne  MoguduuMposaHHoe M3obpamenue

30HBI, B KOTOPLIX
M3MEHEH
BUHAPHLIA KO
NUKCENos

10. IpeacraBienne nHGOPMAIIUHN B BUJIE YCIOBHBIX CUTHAJIOB C LIEJIbIO aBTOMATU3AINH €€
XpaHeHus1, 00pabOTKH, epeavyn u T.I. (kogupoBaHme).

11. Ilponomxure ¢pasy: "AAMUHUCTPATHUBHASA U 3aKOHOAATEIbHAS MEpa, COOTBETCTBYIOIIAS
Mepe OTBETCTBEHHOCTH JIMIIA 332 TOTEPI0 KOHKPETHOM CEKPETHON HHPOpMAIHH,
periIaMeHTHPYIOMIAsCS CTIeHUAIBHBIM JOKYMEHTOM C YY€TOM I'OCYIapCTBEHHBIX U BOCGHHO-
CTpPaTErHYECKUX, KOMMEPUYECKUX MJIM YACTHBIX MHTEPECOB - ATO..." 3aNuIINUTE OTBET:

(YpoBeHB CEKPETHOCTH)

12. TloTeHIMaIbHO BO3MOYKHOE COOBITHE, IEHCTBHE, MPOIIECC WIIH SBICHUE, KOTOPOE MOXKET
MPUYUHUTH YIIepO YbUX-HUOYIb JAaHHBIX, HA3BIBACTCS (yrposa)

13. Joctyn k uHpOpMaIU B HAPYILIEHUE TOJDKHOCTHBIX MTOJIHOMOYHUI COTPYAHHKA, TOCTYH K
3aKPBITOM I MyOJIMYHOTO TOCTYTa HHPOPMALIUU CO CTOPOHBI JIUII, HE UMEIOIINX
paspelieHus Ha JOCTYI K 3Toi WH(OpMAaILIUK Ha3bIBACTCS
(HeCAaHKIIMOHHPOBAHHBIM JOCTYIOM)

14. Meton napodst u ero MoauUKAaIKs, METOJT BOITPOC-OTBET, METO]T CEKPETHOTO aJrOpUTMa -
3TO METOJIBI (ayTeHTH(UKATINN)

15. CoBOKYHOCTh JTOKYMEHTHPOBAHHBIX MPaBHUJ, NPOLEAYpP, MPAKTUYECKUX MPUEMOB HIIU
PYKOBOISAIIMX TMPUHUMIOB B o0Ojactu  Oe30macHOCTH  MHGPOpPMALUU, KOTOPHIMH
PYKOBOJCTBYETCS OpraHu3aIus B cBOEH NesITeNIbHOCTH Ha3bIBACTCS

(moTuTHKO# Ge30NMACHOCTH)

16. JIumo, mbITaomieecss  MOCPEIACTBOM  MCIIOJNB30BaHHUS  HECOBEPIIEHCTBA  IMPABOBBIX,
OpPraHU3alMOHHBIX ~ WJIM TEXHHYECKHMX CpEeACTB  obecredeHuss  HHGOPMAIMOHHON
0e30MacHOCTH OKa3aTh HEMpPaBOMEPHOE U HECAHKIMOHMPOBAHHOE BO3JACWUCTBHE Ha
(moMy4nTh, W3MEHUTh WJIM OrPAaHUYUTH B JIOCTYIE 3allUINAEeMyI0 HH(POPMAIIHUIO)
nH(pOpMaIro OpraHu3aIuu (3710yMBILILJIEHHHK)

17. JleficTBHe HEKOTOPOro CyOBEKTa KOMIIBIOTEPHOH CHCTEMBbI (IOJIB30BATENs, MPOrPaMMBI,
mporuecca U T.J.), UCTIONb3YIOMIETO YS3BUMOCTh KOMIBIOTEPHON CHUCTEMBI JJISi JOCTHIKECHUS
nenei, BBIXOASIIMX 3a Mpelesbl aBTOPU3AIMHM JAHHOTO CYOBEKTa B KOMIIBIOTEPHOM
CHCTEME. (aTaka)

18. CocTosiHre 3alIUIIEHHOCTH J>KU3HEHHO BAXXKHBIX HWHTEPECOB JIMYHOCTH, OOIIecTBa U
rocy/apcTBa OT BHYTPEHHUX U BHEIIHUX yIPO3 — 3TO (De30macHOCTD)

19. Cenenus o (akTax, COOBITHSIX W OOCTOSATENHCTBAX >KU3HHU TPAXKIAHWHA, TTO3BOJISIONINE
UACHTU(PUIIUPOBATH €TO JUYHOCTD (mepcoHanbHbIE JaHHBIE)

20. Cucrema INTaTHBIX OPraHOB YOpPaBICHUS M  OPraHU3ALMOHHBIX  (HOPMUPOBAHHMA,
MpeAHa3HAYeHHBIX I oOecredeHus 0e30macHOCTH  WHMOpMAIMUd  MPEanpHUSTHS

(coay:x0a Ge3omacHOCTH)




21.

22.

23.

24.

25.

26.

217.

28.

29.

30.
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CKOJBKO TEKCTOBOM HH(POPMALUU MOXKET OBITh CKPBITO METOJaMHU CTeraHorpapuu B
1BeTHOU (hoTorpadum, caemaHHON 3-X METamuKCEeIIbHOW KaMepoi MOOMIIBHOTO TeaedoHa?
CKOJBKO TEKCTOBOM HH(POPMALUU MOXKET OBbITh CKpPBITO METOJaMHU CTeraHorpaduu B
nBeTHou (ororpadhum Gopmara bmp, ciemaHHONW MeranmuKceIbHOH KamMepoil MOOHMIIBHOTO
tenepona?

CKOJIBKO TEKCTOBOW HMH(POPMAIMK MOXKET OBITh CKPHITO MeTojgaMu cteraHorpadguu B 30
cekyHIax MoHo-3By4aHus Ha [IK my3sikanpHOTO parmenta B hopmate wav?

CKOJIBKO TEKCTOBOW HMH(POPMAIMK MOXKET OBITh CKPHITO MeTojgaMu crteraHorpadguu B 30
CeKyHJax crepeo-3Byudanus Ha [1K my3pikaneHOTO (hparmenrta B popmare wav?

CKOJIBKO TEKCTOBOM HWHGOPMAIIMH MOXXET OBITh CKPHITO MeTOAaMHu cTeraHorpaduu B 1
CTpaHHIIE TEKCTOBOTO (haiiina Ha pyCcCKOM s3bIKe?

CKOJIBKO TEKCTOBOM HWHGOPMAIIMH MOXXET OBITh CKPBITO MeTOAaMHu cTeraHorpaduu B 1
CTpaHHIIE TEKCTOBOTO (haiiina Ha aHTJIMHCKOM sI3bIKE?

CKOJIBKO TEKCTOBOW MH(POPMAIMK MOXKET OBITh CKPBITO MeTojgamMu creranorpaduu B 100-
MHUHYTHOM QuiibMe, 3anucanioM Ha DVD-auck B crannapre SECAM?

CKOJIBKO TE€KCTOBOW MH(POPMAIMH MOXKET OBITh CKPBITO MeTojgamMu creranorpaduu B 100-
MHUHYTHOM QuiibMe, 3anucanioM Ha DVD-auck B ctannapre NTSC?

PabGoTHHK 00s3aH HE pas3riamarb KOMMEPUYECKYI0 TaliHy Iocjie MpeKpalieHusl TPYJOBOIro
JIOTOBOpa B TEYEHME _ JIeT WM CPOKa, NPEIYCMOTPEHHOTO COTJIALICHUEM MEXIY
COTPYIHUKOM M paboToaaTeseM, 3aKJIOUEHHBIM B IEPUOJl CPOKa JEHCTBUS TPYIOBOIO
norosopa. (3 Jier)

HemnpaBoMepHBIii TOCTYNT K KOMIBIOTEPHON HHGPOPMAIMH, €CIU 3TO JACSHUE TOBJICKIIO
YHUYTO-)KEHUE, OJIOKUpOBaHHE, MOJU(PHUKAIMIO JUOO0 KOMWpOBaHUE HH(MOpMAIUH,
HapymieHue padotel OBM, cucrempl OBM wunm ux ceTu, — Haka3bIBaeTCA

(mTpadom)

Ha conocrasiieHue WM paHKHPOBaHUe

1. Pacnonoxure ypoBHHU obecnieueHust HH(popmMarmonHoi 6e3onacHocT B PO oT BhIcero k
HU3IEMY: 1) IporpaMMHO-aIapaTHBIN; 2) aIMHHUCTPATUBHBIN (OpraHU3allnOHHBIH); 3)
3aKOHOJIaTeNLHO-TIPAaBOBOM;

Orser:

1) 3aKkoHOIATENBLHO-TIPABOBOA;
2) aTMUHHUCTPATUBHBIN (OpraHU3aIMOHHBIN );
3) nporpaMMHO-anmnapaTHbIi

2.

Pacnonoxwure o nopsaKy 3Tansl GOPMHUPOBAHUS HIIEKTPOHHOM U (PPOBOI MoANUCH:

a) ®dopmupoBaHHE MOAMNUCH
b) T'enepauus KiItO4YEBOI Mapbl
c) Ilposepka (BepuduKarms) MOAMUCH

Otser
1. T'enepanus kiar04eBON Napbl
2. ®opMupoBaHUE TOAMUCH
3. IIpoBepka (Bepudukanus) noanucu

3. VYcra”HoBUTE COOTBETCTBHUE:



J]j a) MaHJaTHas MOJIEIb
- e

yIpaBJICHNUS;
; 0) ympaBiieHHE JOCTYIIOM Ha
e @ OCHOBE IPaBUII
B) poJieBasi MOJIEITb

yIpaBICHUS;

[ @

e

ol =

1. )

User Fole Permission (OBS x OPS)

Administrator System Settings (OBS)

User (OBS)

SN BT
[ Usamors ]

Access Control
Policy

Environment
Conditions

Object

Subject

Access Control
Mechanism

Subject Attributes
3 Object Attributes

OTBerT: 1-A; 2-B; 3-b

4. YcTaHOBUTE COOTBETCTBHE:

a) TIOJIHOE PEe3epPBHOE
KOIMPOBaHUE

0) muddepeHnnanbHOE
pe3epBHOE KOTMPOBAHUE

B) HHKPEMEHTHOE
pe3epBHOE KOMMPOBAHUE

1°% nonHbIA 2% NONHbIRA 3"* NONHbIA
63kan 63kan 63Kan

McTOUHKK
AaHHbIX



o i pEMEHTANLHbIA P TanbHbIR
Gakan Gakan Gakan

™

BropHumk Cpepa YeTteepr MarHuuya

e

WeTouHuk
AaHHbBIX

MeTouHMK MatHuua

AAHHBIX

Yerteepr

3.
Ortsert: 1-A; 2-B; 3-b

5. YcTaHOBUTE COOTBETCTBUE:!

1. 3TO KOMILIEKC MEPONPUATUIN, UCKITIOHYAIOIINX
WM OCJIA0JISIFOIIINX BO3MOKHOCTh
HEKOHTPOJIUPYEMOTO BBIX0/1a
KOH(UICHIHATBEHOW nH(pOpMauu 3a
npeJiebl KOHTPOJIUPYEMOi 30HbI 3a CUET
AIEKTPOMArHUTHBIX TOJIEH TOOOYHOTO
XapakTepa 1 HaBOJOK

2. 9TO KOMILUIEKC MEPOPHUITHIA, UCKITIOYAFOIIHX
WIM YMEHBIIAIOIIUX BO3MOXHOCTD
HEKOHTPOJIUPYEMOTO BBIXO/1a
KOH(pHACHIIMAIbHONU HH(pOpMAIUU 3a
peiebl KOHTPOJIUPYEMOU 30HBI B BUIE
MIPOU3BOJICTBEHHBIX MJI POMBIIUICHHBIX
OTXOJIOB

3. 9TO KOMILIEKC MEPOIPHUATHH, UCKITIOYAIOIINX
WIH YMEHBIIAIOMINX BO3MOXHOCTh BBIXO/a
KOH(pHACHIIMAIbHONW HH(pOpMAIUU 3a
peienbl KOHTPOJIUPYEMOH 30HBI 33 CUET
AKyCTUYECKHX MOJICH

4. 3TO KOMIUIEKC MEPOTIPUATUH, HCKITFOUAIOIITIX
WIM YMEHBIIAIOMUX BO3MOXHOCTh BbIXOAa
KOH(UICHIHATBEHOU nH(pOpMauu 3a
npeJiebl KOHTPOJIUPYEMOi 30HbI 3a CUET
pacnpoCcTpaHeHUsl CBETOBOM dHEPIUU

Ortser: 1-B; 2-T"; 3-A:4-b

6. VYcraHoBHUTE COOTBETCTBUE:
1. CummerpuyHble KPUITOCUCTEMBI
2. AccuMeTpHUYHbIE KPUIITOCUCTEMBI

OtBert: 1-a,B; 2-0

a) 3amuTa “HPOpPMAIUK OT YTEUKH
M0 aKyCTUYECKOMY KaHATY

0) 3amuTa HHPOPMAIIUU OT YTEUKH
M0 BH3yaJbHO-ONTHYECKOMY
KaHaITy

B) 3ammrTa HHGOPMAIIUU OT YTEUKH
TI0 AJIEKTPOMArHUTHBIM KaHajaM

r) 3amuTa UHQOPMAIIMK OT YTEUKH
10 MaTepUATbHO-
BEIIICCTBEHHOMY KaHAITy

a) I'OCT
6) RSA
B) AES
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7. YcTaHOBUTE COOTBETCTBHUE:

1. Hayka O CKpbITOM mepenadye nHpopMaIuu
IyTEM COXPaHEHUs B TalfHe caMoro (akTa
nepeaaun

2. HayKa, CKpbIBAIOIIasi COACPKUMOE
CEKPETHOTO COOOIIECHUS

Ortser: 1-0; 2-a

8. VYcra”HoBUTE COOTBETCTBUE:

1.

CPEICTBA, B KOTOPBIX MPOTPAMMHBIE
(MUKpOTIpOTpaMMHBIC) U allapaTHbIC YaCTH
MOJTHOCTHIO B3aUMOCBSI3aHbI U HEPa3AeIUMBI
JJIEKTPOHHBIE, JIEKTPOMEXaHNYECKHE U
IpYTHE YCTPOMCTBA, HEMOCPEACTBEHHO
BCTPOEHHBIE B OJIOKH aBTOMATU3UPOBAHHOM
UH(OPMAIIMOHHON CUCTEMBI HIIN
0(OpMIICHHBIE B BHJIE CAMOCTOSITENIbHBIX
YCTPOMCTB U COTPSATAOIINECS C ITHMH
OJ10KaMu

CPEIICTBA 3aIIHUTHI C ITOMOIIBIO
npeoOpa3zoBanus HHGOPMAIMK (HapuMep,
mrdpoBaHus)

CpeICTBa MpeJHa3HAYCHBI JJIs1 BBITOJIHEHUS
JIOTUYECKUX U MHTEIUICKTYATbHBIX (PYHKIIHIA
3alIUTHI U BKIIIOYAIOTCS JINOO B COCTAB
MPOrPaMMHOTO O0ecTIeueHUs
aBTOMAaTHU3UPOBAHHON WH(OPMAITMOHHOM
CUCTEMBI, TN0O B COCTAB CPEJICTB,
KOMIUIEKCOB U CUCTEM alllaparypbl
KOHTPOJISL.

npeHa3HaYeHb! JJI BHEIIHEH OXpaHbl
TEPPUTOPUU OOBEKTOB, 3AMIUTHI
KOMIIOHEHTOB aBTOMaTU3UPOBAHHOMN
WH(OPMAIIMOHHON CUCTEMBI IPEAIPUITUS U
peanu3yroTcs B BUJIE aBTOHOMHBIX YCTPONCTB
U CHCTEM

Ortser: 1-a; 2-0; 3-B; 4-1; 5-1

9. VYcraHoBHUTE COOTBETCTBHUE:

1.

BUJ KOMIIBIOTEPHOTO BUpPYca, GYHKIINH,
peann3yeMble MporpaMMoi, HO He
OINMMCAHHBIC B TOKYMCHTAINH. quOBeK,
3HAIOIIUHN ATY QYHKIUIO, MOXKET 3aCTaBUTh
pabortath

Y4acTOK MPOTrpaMMbl, KOTOPBIN pean3yeT
HEKOTOPBIE JCHUCTBUS IIPU HACTYILUICHUH
OonpeAeNEHHBIX YCIOBUM. DTUM YCIOBUEM
MOXeT OBITh, HAIPUMEDP, HACTYIIJICHUE
KaKOH-TO JaThl NJIX IOABJIICHUE KaKOI'O-TO
uMeHHu (aitna

a) kpuntorpadpus
0) crera”orpadus

a) anmapaTHO-IIPOrpaMMHBIE
CPEICTBA 3aIIUThI

0) ammapaTHBIE CPEJICTBA 3AIUTHI

B) Kpunrorpadudeckue cpencTna
3aIUTHI

I) OpOorpaMMHBIE CPEJICTBA 3ALIUTHI

1) (Qu3HUECKUe CpesICTBA 3alUTHI

a) 4YepBb
0) normdeckas 6omba
B) TPOSIHCKUI KOHb
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3. mporpamma, BHeJpsieMas B CUCTEMY, 4aCTO
37I0HAMEPEHHO, U TPEPHIBAIOIIAS XOJ
00paboTKK HHPOPMALIUU B CUCTEME, HE
HCKaXkaeT (aiibl JaHHBIX, OCTaBasACh
HEOOHAPYKEHHBIM, U 3aTeM
CaMOYHHUTOXKACTCS

OtBer: 1-B; 2-0; 3-a;

10. YcraHOBHTE COOTBETCTBUE:!

1. mporecc n3ydeHus: XapaKTEPUCTHK U CITA0BIX a) OIICHKA pUCKa
CTOPOH CHUCTEMBI, TPOBOJIUMBIH C 0) aHamu3 pucka
UCTIOJIb30BAaHUEM BEPOSTHOCTHBIX PAcUYETOB,

C IENBI0 OMPEIEIICHUS 0’KUIAeMOro yiepoa
B ClTy4ae BOSHUKHOBEHHSI HEOJIArompusI THBIX
coObITHii. OnIpeIeIeHUH CTETICHH
PUEMIIEMOCTH TOTO HJIH HHOTO PUCKa B
paboTe cHCTEMBI

2. METOJI aHajJu3a yrpo3 U ciIabbIX CTOPOH,
W3BECTHBIX U MPEIOIAraeMbIX,
TIO3BOJISIONINN OMPEIEITUTh pa3Mep
OKHJaeMOro yiep0a U CTeTeHb ero
PUEMIIEMOCTH JIJIsl paOOTHI CHCTEMBI.

OtBert: 1-0; 2-a;

OueHoYHbIE CPEeCTBA JIJIs MPOMEKYTOYHOI aTTecTAIlU (324€eT)

JUnisi KOHTPOJSL YCBOEHHUS OOYYalOIIUMHCS NAaHHOW AWCHUIUIUHBI, Y4€OHBIM IIAHOM
MPEIYyCMOTPEH 3a4eT IO MTOraM &8 CeMecTpa, KOTOPbIA COCTOUT U3 TEOPETUYECKOM YacTh
(KOMIBIOTEPHOE TECTUPOBaHUE) — 3 Oaiia U BBIMOJIHEHUS MPAKTHYECKOTo 3ajaHus — 2 Oasuia.

TeopeTnueckas 4acThb
Tecm

[Ipy NpPOXOXKAECHUU MTPOMEKYTOUHOW TECTUPOBAHMM KAXKIOMY OO0ydaromemycs
npemaraeTcss 30 TECTOBBIX 3aJlaHUM MO 15 OTKPBITOTO M 3aKPHITOTO THIOB M3 OaHKa TECTOBBIX
BOIIPOCOB.

3a mpaBMIIBHBIA OTBET TECTOBOTO 3aIaHUs 00yJaronuiics moiaydaeT 1 ycaoBHBIN Oai, 3a
HenpaBWwIbHBI 0TBeT — 0 OamnoB. [0 OKOHUAHMHM TECTHPOBAHHUS, CHCTEMAa ABTOMATHYECKU
orpezenseT «3apad0TaHHbIM UTOTOBBIN Oal» MO TECTY, COTJIACHO KPUTEPUSM OLICHKH.

MaxkcumanbHast o01ias cyMMa 0ajioB 3a Bce IpaBUIIbHbBIE OTBETHI COCTABIISIET — 3 Gasia.

Ha nmpoxoxnenue tecTupoBaHus, BKIIOYAas OPraHU3alMOHHBIA MOMEHT, 00yYaromuMcs
oTBOAUTCS HE Oonee 45 MunyT. Ha Kaxxoe TecToBoe 3ajaHue B CpeAHEM 10 1,5 MUHYTHI.

OObyuaromemycsi MPEeAOCTaBISIETCS OJHA IMOMBITKA AJIS MPOXOXKICHUS KOMIBIOTEPHOTO
TECTUPOBAHUS.

[Ipumep mpakTHUECKOro 3aJaHus

[TomyuuTs UCX0MHOE COOOIICHHUE, KOTOPOE ObLTO 3amu(poBaHo.
Jnst g poBaHus coOOIIeH s ObLIT MPUMEHEH KOMOMHUPOBAHHBIN TOIXOI:
1) [TepecranoBka (1o metoay I'amunbrona), 5-2-1-6-4-8-7-3;
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2) O6parumoe XOR mmu¢ppoBanue, 1234567890123456789
3akoaupoBanHoe coobmienue: AIoIIIIBALIPb®nblitnb

[TpuMep mpaKTUYECKOTO 3adaHus
1. Ucnonb3ys
1) Zip- monudukaiuio Jlemmensa-3usa;

2) LZW-monudukanuro anropurma Jlemmens-3uBa;

3aKOJIUPOBATH MTOCIIEOBATEIBHOCTB!
12112323212123333333

Kputepun u 1mkana orieHUBaHUS K IPOMEXYTOYHON aTTECTALUU «3a4eT»

XapakTeprCTUKa 3HAHUS IPEMETA U OTBETOB 3adeThl

CryneHT riyOOKO M B TOJHOM OOBEME BJaJEeT MPOTrPaMMHBIM MaTEpHAIOM. | 3aUTEHO
['pamoTHO, MCUYepHBIBAIONIE M JIOTHYHO €ro M3jaraet B YCTHOM WJIM MUCbMEHHOM
¢dopme. Ilpu 3TOM 3HAET PEKOMEHAOBAHHYIO JIUTEPATYpPY, MPOSABISET TBOPUECKUN
MOJIXOJl B OTBETaX Ha BOMPOCHI M MPABHJIBHO OOOCHOBBIBAET NMPUHSATHIC PELICHMUS,
XOPOINIO BJIAJCET YMEHHUSIMU U HAaBBIKAMHU NP BHITIOJHEHUH NMPAKTHYECKUX 3a/1a4.
CryaeHT 3HaeT NpOrpaMMHBIN MaTepHall, TPaMOTHO M MO CYTH M3JIaraeT €ro B
YCTHOM WM THCbMEHHOW (opMe, NOMycKash HE3HAUUTENbHbIE HETOYHOCTH B
YTBEPK/ICHUAX, TPAKTOBKAX, OMNPEIACICHUSAX W KAaTErOpHsX WIM HE3HAYUTEIbHOE
KonuyecTBO omnOokK. Ilpu 3TOM Biajgeer HEOOXOJUMBIMH YMEHHSIMU U HaBbIKAMH
IIPY BBINOJIHEHUH NMPAKTHYECKUX 3a4ad.

CTyzneHT 3HaeT TOJIbKO OCHOBHOW ITPOrpaMMHBIN MaTepHall, 10IMyCcKaeT HETOUHOCTH,
HEJOCTaTOYHO 4YETKUE (QOPMYIUPOBKH, HEMOCIEAOBAaTEIbHOCT, B  OTBETaX,
U3JIaraeMbIX B YCTHOW WJIM MHCbMEHHOHU ¢opme. IIpu 3TOM HEeZOCTaTOYHO BiajceT
YMEHUSAMH U HaBbIKAMH MPH BBIIIOJIHEHUU NTpakTU4YeCKuX 3aaad. Jlomyckaer 1o 30%
OIIMOOK B M3JIaTra€MbIX OTBETAX.

CTyneHT He 3HaeT 3HAYMTEJbHOM YacTh MporpaMMHOTO Marepuana. Ilpu stom HE
AOMYCKACT NMPUHIUITNAJIbHBIC OH_II/I6KI/I B J10KAa3aTCJIbCTBAX, B TPAKTOBKC HOHATHHU U 3a4TCHO
KaTeropuil, NpOSBISET HU3KYI0 KYIbTYpy 3HaHHM, HE BIaJieeT OCHOBHBIMU
YMCHUSIMU W HABbIKAMU IIPU BBIIIOJHCHHUU MPAKTHUYCCKUX 3adad. CTyI[GHT
OTKa3bIBae€TCs OT OTBETOB Ha JOMOJIHUTEIbHBIE BOIPOCHI.

9. OcoOeHHOCTH OpraHu3anuu oOOy4YeHHs] JJIs1 JHI € OrPAHUYEHHBIMHU
BO3MOKHOCTSIMH 310POBbSI U HHBAJIN/I0B

[Ipu HeoOxommmocTu pabouass mTporpamMma ydeOHON AWCIUIUIMHBI MOXET OBITh
aJanTHpoBaHa il o0ecredeHus 0Opa30BaTENLHOrO IMpolecca WHBAIMAOB U JIUI C
OTPaHUYEHHBIMH BO3MOXHOCTSIMU 3]I0pPOBbS, B TOM 4YHCJIE€ C IPUMEHEHHUEM OHIIEKTPOHHOIO
00y4YeHHS U IUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHI.

Jlnst aToro TpeOyeTcs 3asBIEHUE CTyAEHTa (€ro 3aKOHHOTO TPEICTABUTENSA) U
3aKIIOYEHHE  TICHXOJIOrO-MenuKo-nienarorudeckoir  komuccuu  (IIMIIK). B cmydae
HEO0OXO0UMOCTH 00Y4YaIOIIMMCS U3 YHUCIIA JIUI] C OTPAHUYEHHBIMH BO3MOXHOCTSIMU 3/I0POBBS (TI0
3agBICHUIO OOYYaromlerocs), a AJisi WHBAIMWJOB TAaKXKE B COOTBETCTBUU C WHAWBUIYAIbHOU
IpOrpaMMoOil peadMINTalluy WHBAJINAa MOTYT IIpejlaraThCs CAeyIoIe BapuaHThl BOCTIPUSATHUS
yueOHOI nH(pOpMAIMH C YI€TOM WX UHAMBUIYATbHBIX ICUXO(PU3MUECKIX 0COOEHHOCTEH:

— CO3/1aHH€ TEKCTOBOW BEPCHM JIFOOOTO HETEKCTOBOI'O KOHTEHTA ISl €r0 BO3MOYKHOTO
npeoOpa3oBaHus B aTbTePHATUBHBIC (DOPMBI, YAOOHBIC IS Pa3IMYHBIX MOJIB30BATENCH;
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— CO3/1aHME KOHTEHTAa, KOTOPBI MOKHO HPEJCTaBUTh B PA3IMYHBIX BHIAX 0€3 MoTepH
TAHHBIX WM CTPYKTYPBI, TPEIyCMOTPETh BO3MOXKHOCTh MAacCIITAOMPOBAHUS TEKCTa U
n300pakeHnii 6e3 moTepu KadecTBa, MPEAYCMOTPETh JAOCTYMHOCTh YNPABICHHUS KOHTEHTOM C
KJIaBUATYPBI;

— CO3JaHMe BO3MOXKHOCTEH Ui OOydYaloUuIMXcsi BOCIPHHMMATh OJIHY H Ty XK€
MH(GOpMANMIO W3 pa3sHBIX HCTOYHUKOB, HANPHMEp, TaK, YTOOBI JIMIA C HAPYIICHUSAMH CITyXa
NOJTy4aiay UH(OPMAINIO BU3YaIbHO, C HAPYUICHUSMU 3PEHUS — ayIHaIbHO;

— IPUMEHEHHE TPOTPAMMHBIX CpPEACTB, OOECIICUYMBAIOIINX BO3MOKHOCTH OCBOCHHS
HaBBIKOB M YMEHHH, (OPMHpPYEMBIX TUCHMIUIMHOM (MOmyneM), 3a Cy€T albTepHATHBHBIX
CIIOCO0O0B, B TOM YHCJIE BUPTYaIbHBIX Ja00OPATOPHIA 1 CUMYIISIIHOHHBIX TEXHOJIOTHIA;

— TpPUMEHEHHE DJICKTPOHHOTO OOy4eHHUs, JUCTAaHLIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJOTUH JUId Tepenadd HMHGOPMALUK, OPTraHW3aLlUHM PAa3IUYHBIX (OPM HHTEPAKTHBHOMN
KOHTAKTHOM paboThl 0Oydaromierocsi ¢ mpenojaBareieM, B TOM 4YHCJIe BEOMHAPOB, KOTOPHIE
MOTYT OBITh WCIIOJB30BAHBI ISl TPOBEACHHS BHUPTYAIbHBIX JICKIMA C BO3MOXKHOCTHIO
B3aUMOJICHCTBUS BCEX YYAaCTHMKOB JUCTAHLIMOHHOTO OOY4YEeHHs, IPOBEACHUS CEMHHApOB,
BBICTYIUICHHS C JIOKJaJaMH W 3aI0UTHl BBIIOJHEHHBIX paboT, NPOBEACHUS TPEHUHIOB,
OpraHu3aly KOJJIEKTUBHON pabOThI;

— TpUMEHEHHE DIEKTPOHHOTO OOydYeHHs, JUCTAHIMOHHBIX  00pPa30BATEIBHBIX
TEXHOJIOTUH [T OpraHu3anuy (GopM TEKyIIEero U MPOMEXYTOYHOTO KOHTPOJIS,

— YBEIMYCHHE TMPOAOJDKUTEIFHOCTH CIAa4d OOYYaroIMMCS WHBAJIHIOM WJIHM JIUIOM C
OTPaHUYEHHBIMU BO3MOXXHOCTSIMH 3/I0POBbs (JOPM MTPOMEKYTOUHOM aTTECTAIIUH 110 OTHOLICHUIO
K YCTaHOBJICHHOW MPOIODKUTEIBHOCTH UX CHAYH:

— TPOJNOJDKUTENBHOCTh CHAaud 3a4éTa MM 3K3aMEHa, MPOBOJUMOIO B IMHUCHMEHHOM
dbopwme, — He Oosee uem Ha 90 MUHYT;

— IPOJOJDKUTEIBHOCTD MOATOTOBKH O0YYaroOIIErocss K OTBETY Ha 3a4éTe WM JK3aMEHe,
MPOBOJIMMOM B YCTHOH (Qopme, — He Oosmee yem Ha 20 MHUHYT, — MNPOJODKHTEIBHOCTH
BBICTYIIJICHUS 00y4alOIIerocs Mpy 3aIluTe KypcoBoil paboThl — He Oosiee ueM Ha 15 MUHYT.
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JInucT U3MEHEHUN U TONOJTHEHUN

/o

Bunnl nomonuenuii u
U3MEHEeHUHU

JlaTa 1 HOMep MPOTOKOJIa
3acenanus Kadeapsl
(xadenp), Ha KOTOPOM OBLITH
pPaccMOTpEeHBI U OJJOOPEHBI
W3MEHEHHUS U JIOTOJHEHUS

[Toamucs (c
pacmngpoBKOif)
3aBeAyromero kadeapoit
(3aBenyromux kadeapamn)
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