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JIuct cornacopanus PITY /]

Pabouas mporpamMma y4eOHOH AMCUMIUIUHBI «3amuTa HWHQOpPMAaLUU» MO HAMpPaBICHUIO
noaroroBku  09.03.04  Ilporpammuass umxkeHepus (mpodwmib  «Pa3paborka  mporpamMmHO-
UH(POPMALIMOHHBIX CHUCTEMY) — 24 C.

Pabowas mporpamma y4ueOHOM [uCHMIUIMHBI «3ammra WHPOpMauuMu» pa3paboTaHa B
COOTBETCTBUU  (elepaabHbIM TOCYAAPCTBEHHBIM  O0Opa30BaTEIbHBIM  CTAHAAPTOM  BBICIIETO
obOpa3zoBanusi — OakayiaBpuar 1o HampapieHuio noarotoBku 09.03.04 IlporpamMmuas WHKEHEpHS,
YTBEP)KJICHHBIM TpHUKa3oM MuHHCTEpCcTBa oOpa3oBaHus W Hayku Poccuiickoit deneparuu OT
19 centsa6ps 2017 r. Ne 920 (c uM3MEHEHUSMH M JIONIOJIHCHUSIMH B COOTBETCTBHH C IpHUKa3aMu
MunucrepcrBa obpa3zoBanus U Hayku Poccuiickoit @enepamun Ne 1456 ot 26.11.2020 1., Ne 83 ot

08.02.2021 r., Ne 662 ot 19.07.2022 r. n Ne 208 ot 27.02.2023 1.).

COCTABUTEIJIb:
cT. npenogasarens Ky3nenona E.B.

Pabouasi mporpamma AMCHIMIUIMHBI YTBEpXKJIEHA Ha 3acelaHuu Kadeapbl MHPOPMALMOHHBIX
TEXHOJIOTH, TPUOOPOCTPOECHUS U IIEKTPOTeXHUKH « 05 » ceHTsi6psa 2024 r., nportokon Ne 1

3apenyronwmii kapeapoit UTIID % —B.I'. Ueban
A

[TepeyTBepkaeHa: « » 20 r.,mporokos Ne .

PexomennoBaHa Ha 3aceaHud  ydyeOHO-MeTroauyeckod komuccuu CeBepoIOHELKOro
TEXHOJIOTUYECKOT0  MHCTUTyTa  (¢pumiuan)  ¢enepaibHOro  TOCYAapCTBEHHOIo  OOKETHOIo
00pa30BaTEeNILHOTO YUPEXKIEHHs BbICIIEro 00pa3oBaHus «JIyraHCKuil rocyapCTBEHHbIM YHUBEPCUTET
umenu Branumupa Jans» « 16 » centabps 2024 r., nporokon Ne 1

[Ipencenatens yueOHO-METOINUECKONH KOMUCCHH 7
CTH (¢punuan) ®I'BOY BO WJII'Y um. B.[lansa» %% 10.B. boponau

© Kysnenora E.B., 2024 r.
© ®I'BOY BO JII'Y um. B. Jans» CTU (puman), 2024 1.



CTpyKTypa U coaep:kaHue TUCHUTITHHBI

1. Heau u 321244 TUCHUIJIMHBI, €¢ MECTO B Y4eOHOM mpoiecce
[ensiMu TUCHUTUIMHBL SBISETCS (OPMUPOBAHUE IETOCTHOTO MPEACTABICHUS O COBPEMEHHBIX

OpTraHHU3allMOHHBIX, TCXHHUYCCKUX, AJITOPUTMHUYCCKUX W JAPYrux METOJaX H CpCACTBAX 3allUThI

KOMIIBIOTEPHOU  MH(OpMALIHH,

HCIIOJIB3YEMBIX B COBPEMCHHBIX KPHIITOCUCTEMAX,

OCHOBaMH METOOOJIOI'NHU obecrieyeHus HH(bOpMaHHOHHOfI 0e30MacHOCTH.
3&,[[3‘11/12 OCBOUTBH METOJbBI U CPECACTBA 3allIUThI I/IH(l)OpMaI_II/II/I; HU3y4UTb JOKYMCHTLI B obnactu

o0ecreueHus

nH}OpMaITMOHHON

KOH(UICHIINATLHOCTH WH(OPMALIUH.

0€e30IacHOCTH,

3allINThI FOCYﬂapCTBeHHOﬁ TalHBI

2. Mecto aucunmimnsl B ctpykrype OIIOII BO
JucuummHa BXOIUT B 0a30BYIO0 YacTh MPO(GECCHOHATBHOIO IHKJIA TUCHHUIUIHMH TOATOTOBKU

CTYJEHTOB 10 HamnpasiaeHuto noArotroBku 09.03.04 [IporpamMMuas nHKeHepUs.

OcHoBBIBaeTcst Ha 0Oase JOUCHMIUIMH: MartemaTudecKkui aHaJIn3,

uHpopmanuu, [IporpammupoBanue.
SIBasieTcst OCHOBOM MMl W3YYEeHHs CIEAYIOIUX AUCHUILTUH: CHUCTeMBl HCKYCCTBEHHOIO

Teopust KoaMpOBaHUS

uHTeIeKTa, [IporpammupoBanue u agmuauctpupoBanue CYB/], InTepHeT-nporpaMMupoBaHue.

3. TpeGoBanusi K pe3yJibTaTaM 0CBOEHHS COJAEP:KAHUSA TUCHUIINHBI

Ko u HaumeHnoBaunue
KOMIIETEHIIUH

Nupukatopel
JOCTHKCHUH
KOMIIETEeHITNH (TI0
peanuzyemoit
JTUCITUTIITAHE)

IlepeueHs IaHUPYEMBIX PE3YJIBTATOB

OIIK-3

CriocobeH pemiatb
CTaHJApTHBIC 33/1a4H
npodeccuoHanbHOM
NeSITETHHOCTH Ha
OCHOBE
nH(pOPMAITMOHHOMN 1
6ubnuorpaduueckon
KYJIBTYPHI C
IpUMEHEHUEM
MH(pOpPMaLMOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX
TpeboBaHMit
UH(POPMALIMOHHOM
0e30MacHOCTH

OIIK-3.1. 3naer
HPUHIUIBI, METOIBI U
CPEJICTBA PELICHUS
CTaHJApTHBIX 3a]a4
poQeCCHOHAIBHON
NeSITeIbHOCTH Ha
OCHOBE UH(popMaIu-
OHHOI1 n 6ubsmorpa-
(buyeckoil KylnbTypbl
C IPUMEHEHUEM
MH(}OPMaLMOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHI U y4ETOM
OCHOBHBIX
TpeboBaHMit
UH(POPMALIMOHHOM
0e301macHOCTH
OIIK-3.2. Ymeer
pemarh CTaHIapTHBIC
3ajiauu npodeccuo-
HAJILHOU JIeATeNb-
HOCTH Ha OCHOBE
WH(pOPMAITMOHHON H
oubnmorpaduyeckoi

3HaTh: NOHATHE MH(OPMAIUH, CIIOCOOBI €€
IIPEJICTaBJICHNs], OCHOBHBIE TPUEMBI IIOJTyUEHUS,
XpaHeHus, 00paboTku UH(pOpMaLIMK; CTaHAAPTHBIE
IporpaMMHBbIe CpeicTBa Habopa TekcTa u 6a3
JTaHHBIX; IPABOBBIE aKTHI B 00JIACTH 3aLUTHI
roCyJJapCTBEHHOH TaifHbl M HH(OPMAIIMOHHOMN
0€30MMacCHOCTH; PAaBOBbIE OCHOBBI OPraHU3aluN
3alUTHI TOCY1apCTBEHHON TallHBI U
KOH(ueHIMaIbHON HHpOpMaLny;

OCHOBHBIE MTOHATHSA UHPOPMALIMOHHON O€3011aCHOCTH;
OCHOBHBI€ ITPUHIIUITBI OPTraHU3AIMH U AITOPUTMBI
(YHKIIMOHMPOBAHUS CHCTEM 0€30MaCHOCTH B
COBPEMEHHBIX ONEPAIIMOHHBIX CUCTEMAX U
000J10YKaX; BO3MOKHOCTH NPUMEHEHU B padoTe
COBPEMEHHBIX CUCTEMHBIX TPOIrPAMMHBIX CPEJCTB:
OTIEPALIMOHHBIX CHCTEM, OTIEPALIMOHHBIX 000JI0YEK,
00CITyKMBAIOIINX TPOrPaMM; OCHOBHBIE MTPUHITUITHI
OpraHu3alMK U aTOPUTMBI (YHKIIMOHUPOBAHUS
OTIEPAIIMOHHBIX CUCTEM U 000JI04EK; MPOOIEeMBI U
HaIpaBJIEHUS Pa3BUTHUS CUCTEMHBIX TPOIPaMMHBIX
CPEACTB.

YMeThb: NCII0JIb30BaTh IPOrPaMMHBIE U allllapaTHbIE
CPEICTBA MEPCOHAIBHOTO KOMIIBIOTEPA;
OpPUEHTUPOBATHCS B COBPEMEHHON

OBJIAJICHUC




KYJIBTYPBI C
MIPUMEHEHUEM
UH(POPMALIMOHHO-
KOMMYHHKAI[HOHHBIX
TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX
TpeboBaHU
HH(pOpMaAITMOHHOM
0e301macHOCTH
OIIK-3.3. Bnageer
HaBBIKAMU
MOJTOTOBKU 0030pOB,
aHHOTAIIH,
COCTaBIICHUS
pedepaToB, HAYYHBIX
JTOKJIaJIOB,
nyonuKaui u
oubmuorpadun 1mo

CHCTEME UCTOYHHKOB HH(pOPMALINH;

UCIIOJIb30BaTh ~ COBPEMCHHBbIC  HH(DOPMAIIMOHHBIE
TEXHOJIOTHH B CBOCH npodeccuoHaATBLHOM
JIeATEIbHOCTH; NPUMEHSATh CPEICTBA AHTUBHPYCHOM
3aIIUTHI; aHaJIM3UPOBATh UH(POPMAITMOHHYIO
0€30MacHOCTh ~ MHOTOIOJIb30BATEIbCKUX  CHCTEM;
II0JIB30BaThHCA IMporpaMMHBIMU cpeacrBamu,
pEeATM3YIOIUMH ~ OCHOBHBIE  KPUNTOTpadUUECKHE

(GyHKIMK CcHCTEMBl MYOJIMYHBIX KII0UeH, HU(POBYIO
HOANUCH,  pa3JelieHue  JIOCTyNa;  BHIACTH U
¢dopmynHrpoBaTh MpoOJieMy, BHICTh KOHKPETHYIO
CUTyallMio,  INPOTHO3MPOBaTb W  IPEIABHUICTS,
pacCcYUTHIBATh PUCKH, CTABUTH 1IETTU U 33]a4H.

BaageTb: npuMeHEHHs anmapaTHBIX U MPOTrPaMMHBIX|

CPEICTB o0ecrnieueHust UH(POPMALTMOHHON
0e30MmacHOCTH; IPOTUBOCTOSHUS THITOBBIM
yIOaJeHHBIM aTakaM; oOecrmedeHuss 0e30macHOH

paboThl Ha KOMIIbIOTEpE; MOoWcKa HHQOpPMAIH B

Hay4YHO- ro0anpHOM  MHpopManuoHHON cetn MHTepHer,
HCCIIEIOBATENLCKON | paboThl ¢ 0a3amu JaHHBIX U VHTepHeT-pecypcamu;
pabote ¢ yueTom COBPEMEHHON TEPMHHOJOTUEN M METOAOJIOTUEN B
TpeOoBaHU obnactu nHGOPMAITMOHHOM 0€30MTaCHOCTH.
MH(}OpMaLOHHON
0e30macHOCTH

4. CTpyKTypa U coJep:kaHHe TUCHUILIHHBI

4.1. O6bem y4eOHOM TUCHUILINHBI U BU/bI y4eOHO# padoThl

O0BbeM yacoB

Bup y4yeOHnoii padornl Ounast 3a09Has

dopma dopma

O0mas yyeOHas Harpy3ka (Bcero) 108 108

(3 3a4. ex) (3 3a4. ex)

Oos3aTesqbHAsI Ay IUTOPHAA Y4eOHAsi Harpy3Ka (Bcero) 68 12

B TOM YHCIIE:

Jlexuun 34 6

CeMmuHapckue 3aHATHS - -

[TpakTuyeckue 3aHATHS - -

JlaboparopHbie pabOTHI 34 6

KypcoBas pabora (KypcoBOii TPOEKT) 36 36

Hpyrue GpopMbI 1 METOABI OpraHu3aui 00pa30BaTeILHOTO MpoIiecca

(pacuemmnozpagpuueckue pabomei, 2pynnogvie Ouckyccuu, poinesvle

uepvl, MpeHuHz, KOMNbIOMEPHble CUMYIAYUY, UHMEPAKMUBHbLE - -

JleKyuu,

CEeMUHApbL, AHAU3 0eN06bIX CUMYAYUll U M.N.)

CamocrosiTeibHas padoTa cTyaeHTa (BCero) 40 96

3ayer 3a4er

HTorosas arrecranus




4.2. ConeprxaHue pa3iesioB AUCHUTITHHBI

TEMA 1 KIIACCU®OUKAIUA U XAPAKTEPUCTHUKA YI'PO3 BE3OITACHOCTH
NH®OPMALIUMN.

[Tonstue yrpo3 Oe3omacHoct. Krnaccudukamus yrpo3 uHPOpMAHOHHONW OE30MACHOCTH.
OcHoBHas Kiaccu(uUKalus yrpo3: yrpo3bl HapylleHHsl KOH(PpUICHIMAIbHOCTH HH(OPMAIMU, YTPO3bI
HapyLEeHUs LeJOCTHOCTH HMH(pOpMalMK, Yrpo3bl HapylIeHHUs AOCTYMHOCTH HH(popMauuu. Merossl
nepeuncienus yrpo3. CiydaiiHble W mpeaHaMepeHHble Yrpo3bl. TeXHOJIOrMyeckue BO3MOXKHOCTH
3JIOYMBIIIJIEHHUKOB 110 TPEOJOJEHHUI0O CHCTEM 3allUThl HMH(OpMAIUH. [Ipusnaku yrpossl
Oe3omacHOCTH WHGOpPMAIMK B PacHpeleNeHHbIX BhMUCIUTENbHBIX cucteMax (PBC): mo xapaktepy
BO3/ICICTBUS; 110 LEJIN BO3AEUCTBUS; IO YCIOBUIO Hayala OCYIIECTBICHUS BO3AEHCTBUS; 110 HATUYUIO
0o0paTHOW CBSI3U C aTaKyeMbIM OOBEKTOM; IO PACHOJOXKEHHIO CYyOBEKTa aTaKH OTHOCHTEIBHO
aTaKkyemMoro o0bBeKTa; Mo ypoBHIO 3TaioHHOW Moxenu ISO/OSI, Ha KOTOPOM OCYIIECTBIISETCS
BO3JIENCTBHE.

TEMA 2. CTAHJAPTBI n CIIEHUPUKALINU B OBJIACTH
UH®OPMAIIMOHHOM BE30IMACHOCTH.

[lonatue cranmapra. Kiaccupukanus craHzaproB B 00JacTd  MH(POPMALMOHHOM
6e3omacHocTH. «OpaH)KeBas KHUTa», €€ CTPYKTypa U IPYIIbl KJIACCOB 3alUIEHHOCTU. PykoBoadiue
nokymeHTel ['octexxomuccuum Poccuun. [lonsitue HecanknumonupoBanHoro goctyma (HC/).
Hanpagsnenus 3ammtsl ot HCI. OcHoBnbie criocoosr HCJI. [Mpunnumne: 3ammutsel ot HC/I.

TEMA 3. AJIMMUHUCTPATUBHBIH YPOBEHb HH®OPMAIIMOHHOM
BE3OIIACHOCTHU. VIIPABJEHUE PHCKAMHM. TIPOLEAYPHBIII YPOBEHb
UH®OPMAILIMOHHON BE3OIMACHOCTH.

VYpoBHM 3ammThl uHGOpManuu. KiroueBble MOHATHS WHPOPMALMOHHOM O€30MacHOCTH -
MOJUTHKA 0€30MacHOCTH U Mporpamma Oe3onacHocTH. CTpyKTypa COOTBETCTBYIOLIMX JOKYMEHTOB,
MepBI 10 UX pa3pabOTKe M COMPOBOXKACHUIO. DTalbl )KU3HEHHOTO IIUKJIa HH(OPMAIIMOHHBIX CUCTEM U
Mepbl 0e30MacHOCTH. MeToaMKa, MO3BOJISIONIAs COMOCTaBUTh BO3MOXKHBIE IIOTEpH OT HapyiieHuit b
CO CTOMMOCTBIO 3allUTHBIX cpeAcTB. OllEHKa PUCKOB: BBIOOP aHANM3UPYEMBIX OOBEKTOB U YpPOBHS
JeTaan3alid UX PAacCMOTPEHUS; BHIOOP METOHOJOTMH OLEHKH PUCKOB; HACHTU(HUKAINS aKTHBOB,
aHaJM3 Yrpo3 M HMX IOCIEICTBUI, BBISIBICHHUE YSI3BUMBIX MECT B 3alllUTE; OIEHKAa PHCKOB; BHIOOP
3alIUTHBIX Mep; pean3alus 1 MpoBepKa BEIOPAHHBIX Mep; OLIEHKa OCTaTOYHOI'O PUCKA.

TEMA 4. MWIEHTUOUKALIUA U AYTEHTU®UKALIUSA, VYIPABJIEHHUE
JOCTYIIOM.

Texnuueckoe obecnieueHne HMHPOPMAIMOHHONW  GE30MACHOCTH. IlonsTne cepsuca
6e3omacHocTH. Ilonarue apxurektypHoit Oe3omacHocTu. Knaccudukanms cepBrcoB 0€30MaCHOCTH.
Cpencta waeHTHGUKAINN U ayTeHTU(QUKauu nojib3oBateneid. Mneratudukamnus u ayreHTudukanmys,
ynpasierue aoctynom. IlaponpHas ayrentudukanms. OpHopaszoBele maponu. Cuctema S/KEY
komnanun Bellcore. Cepsep ayrentuduxanuu Kerberos. Wnentudukanus/ayreHTugukanus c
MOMOIIIBI0 OMOMETPUYECKUX JaHHBIX. YTpaBieHue AocTynoM. Marpuua goctyna. [IpousBonbHOe
(MM TUCKpELMOHHOE) yIipaBieHne qoctynoM. [IpunynutensHoe (MaHIaTHOE) yIpaBiIeHHE JOCTYIIOM.
Criucku ympasnenust goctynoM. OrpanuumnBaroliuii unTepgeiic. PoseBoe ympaBiieHHe JOCTYIIOM.
CraTtnueckoe paszenenue oosi3aHHOCTe!. JuHaMuyeckoe pasaeneHue 00sa3aHHOCTEH.

TEMA 5. METOJbl KPUINITOTPA®UYECKON 3AIIUTHI MWHO®OPMAIIUMH.
IJIEKTPOHHAS HUPPOBASA INOAIUCH.

OCHOBHBIE MOHATHUS U KJIACCU(PUKALUA CPEACTB KPUNTOrpapUUECKO 3aliuThl UHPOPMALUU.
Kpunrorpadguueckne wmeronpl 3amurtel HHGOpManuu. Meronsl creraHorpadguu. AmnmnapaTHO-



IpOrpaMMHBIE CpPEACTBAa 3aIUThl MH(POpPMALUMU: CpeicTBa obOecnedeHus KOH(UAECHUIUAIbHOCTH
JAHHBIX; CPEACTBAa AyTEHTH(HKAIMU HJIEKTPOHHBIX JaHHBIX M CPEICTBA YIPABICHUS KIIOUEBOU
unpopmanueii. Kraccudukauus meronoB mmdpoBanus. TpeGoBaHUsS K COBPEMEHHBIM ILIH(pam.
Metoasl cummerpuuHoro mudpoBanus. bioynoe u norokoBoe mmdposanue. Kimaccuueckas cethb
Qeiicrensa. AnroputM mudpoBanus DES u ero momudukammu. AOGCOMIOTHO HaAeXHBIH mmdp.
OcCHOBHBIE CBOMCTBA CHUMMETPHUYHBIX KpunTocucteM.  (OCHOBHBIE CBOMCTBA aCHMMETPHUYHBIX
KPUIITOCUCTEM.

I'enepanus u xpanenue kirouel. Pacnpenenenue kiodeid. YpapieHUE KIOYaMu B CUCTEMax
C OTKPBITHIM KirodoM. Anroput™m Juddu-Xenmana. OcHOBHBIE CBOMCTBA X3 yHKIMH. OCHOBHBIE
cBoiicTBa 1U(PpoBoi noamucu. Anroput™m nudposoii moanucu RSA. Anroputm mmdpoBoit moanucu
Onp Namans. Anroputm mudposoi noanucu DSA. OteuecTBeHHBINH cTaHIapT HU(POBOI MmoAmUCH
I'OCT P 34.10-94. Cxemsl ciienoil oAnucH.

CxeMbl HeOCTIOpUMOM TOANHCH. 3amuTa nHopMaIy Ipu padoTe B CETH

TEMA 6. IPOTOKOJIMPOBAHUE U AYJIUT, KOHTPOJIb HEJIOCTHOCTH.

[IpoTokonupoBaHue W ayAuT, UX MECTO B OOuIeld apXUTEeKType 0e30MacHOCTU. AKTHUBHBIM
aymut. [lono3purenbHas akTUBHOCTh. CurHatrypa araku. DyHKIMOHaAIbHBbIE KOMIIOHEHTHI, BXOASIIIE
B COCTaB CpeACTB akTHBHOro ayaurta. Ilpumenenue aymura B OC cemelictBa Windows s
OTCIIC)KMBAHMSI JCSITEILHOCTH MOib3oBareneii. Hactpoiika momutukm ayawra. Ayaur B Windows
Server 2008/2012.

TEMA 7. DKPAHUPOBAHHUE, AHAJIU3 3AIIUMIIEHHOCTU. OBECIHHEYEHHUE
BBICOKOM JJOCTYITHOCTHU. TYHHEJIMPOBAHUE.

[loHATHE nEeMUIMTAPU30BAaHHOW 30HBL. MeXaHU3Mbl 3allUTHl, PEATU3yeMble MEXKCETEBbIM
skpanoM (MD): ¢punbTpanus cereBoro Tpaduka; mudponanue (cozganue VPN); TpaHcasus aapecos;
ayTeHTU(UKaLus (JOMOJHUTENbHAs); MPOTUBOJACHCTBUE HEKOTOPBIM CETEBBIM arakaMm (Haubolee
pacrpocTpaHEHHBIM); yIIpaBJIEHUE CIIMCKAaMH JIOCTYyNa Ha Mapiipytusatopax. Tumnsl MD. [lakeTHble
¢mibTpbl. Lnro3s1 ypoBHS coequHenus. [1Imo3b1 NpUKIaqHOTO YPOBHS.

Texunomoruu Proxy u Stateful inspection. Konmenus moctpoeHus 3aIUIIEHHBIX BUPTYaTIbHBIX
gacTHeIX certel VPN. ®ynkuum u komnoHeHTel ceth VPN. VPN pemenus s mocTpoeHMs
3alMIIEHHBIX KOPIIOPAaTUBHBIX CETEH.

JIBa BHUJA CpENCTB MOJAEPKAHUS BBICOKOM JOCTYIHOCTH: 00€CIeYeHHE OTKa30yCTOMYMBOCTU
(HelTpanu3auus OTKa30B, XUBYYECTh) U obOecriedeHue 0e30MacHOro M OBICTPOrO BOCCTAHOBIICHHS
1ocje 0TKa30B (00CTyKUBAEMOCTb).

TEMA 8. 3AIIUTA KOMIIBIOTEPHBIX CHCTEM OT BHPYCOB H
BPEJOHOCHBIX ITPOI'PAMM

Knaccudukanus KOMIBIOTEPHBIX BHPYCOB M BPEAOHOCHBIX mporpamm. ailnoBsle,
3arpy304Hble U CETeBble BHUpYChl. MeTolbl W cpeacTBa OOpbObl ¢ BUpPYCaMU M BPEIOHOCHBIMU
nporpammamu. [IpoduakTuka 3apakeHHs BUpycaMu KOMIIBIOTEPHBIX CHUCTEM U TMOPSIOK AEUCTBUMN
MOJIb30BaTEe B cllydae 3apa)KeHHs. MexaHu3mbl  pacnpocTpaHeHus BupycoB. KaHaibl
pacnpocTpaHeHuss BHpycoB. Kilaccudeckue KOMIIBIOTEpHBIE BUPYCBl. MakpoBupycel. TposiHCKue
nporpamMbl.  CereBble uepBH.  AHTUBHpYcHOe [IO. OOHapykeHHe KOMIBIOTEPHBIX BHUPYCOB.
KommnekcHast cuctema 3amuThl HHGOPMAaIUK.



4.3. Jleknuu

No O6beM yacoB

i HasBanue teMbl Ounas | 3aouHas

dopma | dopma

1 Tema 1 Knaccudukamus u xapakTepucTiuka yrpo3 6€30macHOCTH 4 05
nHpopmauu ’

2 Tewma 2. CranmapTsl 1 crienupUKay B 007JaCTH HHHOPMAITMOHHON 4 05
6e301macHOCTH :
Tema 3. AIMUHUCTPATUBHBINA YPOBEHb HHPOPMAITMOHHON OE30MAaCHOCTH.

3 | Yopasnenue puckamu. [IponenypHsiii ypoBeHb HHGOPMAITMOHHON 4 0,5
6e301macHOCTH

4 | Tema 4. Unentudukanys v ayreHTU(GUKALNS, YIPABICHUE TOCTYIIOM 4 0,5

5 Tema 5. MeTo b1 KpUITOTPAPUUECKON 3aTUTHI HH(OPMAIIHH. 4 1
DnexTpoHHas udpoBas MOANUCH

6 | Tema 6. [IpoTokonupoBaHue U ayqUT, KOHTPOJb IIETOCTHOCTH 4 1

7 Tema 7. DxpanupoBanue, aHanu3 3amuieHHocTu. ObecneyeHrne BEICOKON 6 1
nocTynnHOCTH. TyHHenupoBaHue

8 Tema 8. 3amura KOMIOBIOTEPHBIX CUCTEM OT BUPYCOB U BPEIOHOCHBIX 4 1
IpOrpaMm

HToro: 34 6
4.4. llpakTuyeckue (CeMUHAPCKUE) 3aHATHS
[TpakTrueckue 3aHITHUS HE IPETYCMOTPEHBI.
4.5. JlabopaTopHbie padoThI
Ne O6bem yacoB
0 /;1 Haszsanue temsl Ounas | 3aouHast
dopma | dopma

1 ﬂa_6opaTopHa$1 pabota Ne 1 AynuT peectpa B ollepalliOHHOM cucteme 5 05
Windows ’

2 JlaGopaTtopnast pabota Ne 2 Tlomyuenue nHpopManum 0 HaCTpOUKax 5 05
npotokosia TCP/IP u BbIloJIHEHHE €ro HAaCTPOUKH ’

3 JlaGopartopHas pabota Ne 3 PasrpannueHue npas nojib3oBaTeneii B 4 05
3alMIIEHHBIX BEPCHUIX OneparimoHHon cucteMbl Windows '

4 JlaGopaTtopHnast pabota Ne 4 Peanuzariys noauTHKA 0€30MaCHOCTH B 4 05
3alUIIEHHBIX BEPCUSX onepaliMoHHoN cucteMbl Windows ’

5 JlaGopatopHas pabota Ne 5 Pasrpannuenue 10CcTyna K pecypcam B 4 1
3alMIICHHBIX BEPCHIX onepalmoHHoM cructeMbl Windows
JlaboparopHas pabota Ne 6 Micnions3oBanue nporpammHoii cuctemsl PGP

6 | mist oOecrieueHUs KOH(PUICHIINATBHOCTH M IIEJTOCTHOCTH 4 1
UH(OPMAIIMOHHBIX PECYPCOB
JlaGopatopHas pabota Ne 7 Vcronb30BaHHE IPOrPaMMHBIX CPE/ICTB

7 | KOHTPOJS M aHaJIN3a BBIMOJIHEHUS MTOJIUTUKU O€30MMaCHOCTH HA ITPUMeEpe 4 1
ornepannoHHoi cuctembl Windows
JlaGopatopHas pabota Ne 8 V3yyeHue MITaTHBIX CPEACTB ONEPAlMOHHOMN

g | cHCTEMBI Windows, npeaHa3HaueHHBIX AJis o0ecnieueHus HH(OpMaluoH- 10 1
HOW 6€30MaCHOCTH MPU UCTIOJIb30BAaHUH INI00ATBHBIX BEIYUCIUTEIBHBIX
ceren

HToro: 34 6




4.6. CamocTosiTeIbHAs padoTa CTYJ1€HTOB

No O6beM yacoB
. HasBanue Tembl Bunx CPC Ounas | 3aounHas
dhopma dhopma
1 Tema 1 Knaccudukanus u xapakrepuctuka | [Toaroroska x 4 12
yrpo3 6e301macHoCTH HHOpMAaIUn nabopaTopHBIM paboTam u
oOopMIICHHE OTYETOB
2 Tewma 2. CranmapTsl 1 crienupUuKaIuy B ITonroroska k 6 12
obactu nH(GOPMAIMOHHOK Oe30MacHOCTH | 1abOpaTOPHBIM paboTam 1
oopmiIeHHE 0TYETOB
3 Tema 3. AIMUHUCTPATUBHBIN YPOBEHb [ToaroroBka k 4 12
nH(pOpMaIMOHHOM 0€30MMacCHOCTH. nabopaTopHbIM paboTam u
VYnupasnenue puckamu. [Ipouenypusiii oopmieHne oT4eTOB
yYPOBEHb HH(POPMAIIMOHHOM 0€301MaCHOCTH
4 Tema 4. Unentudukanus u IToaroroska k 6 12
ayTeHTU(UKALUS, YIIPABICHUE JOCTYIIOM | Ja0OpaTOpHbIM paboTaM U
oopmMiIeHHE OTYETOB
3) Tema 5. Metozs! Kpunrorpadudeckoi [loaroroBka k 4 12
3alUThl HH(OPMAIHH. DIEKTPOHHAS 71a00paToOpHBIM paboTaM H
1 poBasi MOANNCH oopmIeHre OTYETOB
6 Tewma 6. [IpoTokonupoBaHue U ayaurT, IToaroroska k 6 12
KOHTPOJIb LIETOCTHOCTHU nabopaTopHbIM paboTam u
oopmMiIeHHE OTYETOB
7 Tewma 7. DxpaHupoBaHue, aHATN3 [ToaroroBka k 4 12
3anumeHHocTH. O0ecreyeHne BLICOKOU 71a00paTopHBIM paboTaM H
JOCTYITHOCTH. TYHHEITUPOBAHUE o OopMIICHHE OTYETOB
8 Tema 8. 3amura KoMIbpIOTEpHBIX cucTeM OT | [logroroBka k 6 12
BHPYCOB M BPEJJIOHOCHBIX TIPOTPaMM 1a00paTOpHBIM paboTam U
o(opMIIeHHE OTYETOB
9 KypcoBas pabota BrimosHeHue KypcoBoi - -
paboTHI
HTroro: 40 96

4.7. KypcoBbie padoTbI/IIPOEKTHI.

1. 3amwuTa cucteM TpaHCIALUH, IEpeaayl COOOIEHUH U IIEKTPOIMUTAHUS.
2. 3amuTa MOMEUIEHUs OT YTEUKH aKyCTUYeCKOM MH(OpMaIiK depe3 aKyCTOIIEKTPHUECKUe
npeoOpa3oBaTenu TeaeQOHHON 1IeTH U arnapara.

3. AkycromnpeoOpa3oBaTeibHbIC

PaarON3TYUCHUEM.

4.  AKYCTO3JEKTpUUYECKHE

aKyCTOIpeoOpa3oBaTeIbHOrO KaHaa.

9JICMCHTBI C

npeoOpa3zoBarenu,

5. Kpunrorpadpuueckas 3ammura Teae@OHHBIX COOOIICHUH.
6. AKTHBHBIE CITIOCOOBI 3alIUTHI TeIe(POHHBIX JTUHUH.

7. TlaccuBHBIE CTIOCOOBI 3AIIUTHI TENE(OHHBIX JIMHHMA.

8. TenedonHast IUHUSA Kak KaHaJd yTE€UYKH HH()OpPMAIMU, WHIYKTUBHBIH U OECKOHTAKTHBIN

cheM uHdopMaIuu ¢ TenePOHHON JTUHUH.

TCXHUYCCKUC

nepegaueii  MHMOPMATUBHOIO

CHUI'HaJia

XapaKTCPUCTHKU

9. KoMOmHHpOBaHHBIE CIIOCOOOB TEXHUYECKOW 3alIUTHI TeIe(HOHHBIX JIUHUH.

10. Cnoco6wsI TexHudeckoi 3anuThl B [P Tenedonun.

11. PamuoszaknaaHble yCTPOMCTBA.




12. CeteBbie 3aKkiagHbIe YCTPOUCTBA.

13. CpeacrBa u criocoObl 00HapYKEHUS PaAH03aKIaIHBIX YCTPOUCTB.

14. Komrmuiekcbl MOHUTOPUHIA TEXHHUECKUX KaHAJIOB YTEUKU HHPOPMALIUH.

15. AKTHBHOE NPOTUBOJCHCTBUE 3aKIaHBIM PAJHOYCTPONCTBAM.

16. AkycTtuueckue ycTpOHCTBa MepexBaTa HH(POPMAIIHH.

17. 3amuTa KOHOUACHIMAIBLHOW aKyCTUYeCKOH HH(OpManmuu OT HECaHKIIMOHUPOBAHHOM
ayJIMo 3aIKCH.

18. IlopraTHBHBIE CPEACTBA ayTUO3AINNCH, CIIOCOOBI U CPEACTBA MPOTUBOICHCTBHSL.

19. TlepeHoCHBIE CpECTBA ayMO3aINCH, CIOCOOBI U CPEICTBA MPOTUBOICHCTBHSL.

20. CrocoOsI 1 CpeacTBa MPOBEPKHU 3BYKOM3OIISAIINN TOMEIIICHUH.

21. CpenctBa KOHTPOIS () (HEKTUBHOCTH aKyCTHUECKOM 3aLTUTHI.

22. AnmapaTHO-IPOTpaMMHBIE KOMILIEKCHl BUOPOAKYCTHYECKUX U3MEPEHUI.

23. TlaccuBHBIC CTIOCOOBI 3aITUTHI AKYCTHYECKON HH(POpPMAIIHH.

24. AXTUBHBIE CTIOCOOBI 3aIIUTHI aKYCTUUYECKON HH(MOpMAIUH.

25. KoMIuIeKCHBIE CUCTEMBI 3alUThl aKYCTHYECKOW MHPOPMAIIUH.

26. 3amuTa KOH(MUACHIUAILHOW HHPOPMALIUU OT HECAaHKIIMOHUPOBAHHOM BHJICO 3aITHCH.

27. TlopraTHBHBIE CPEIICTBA BHICO3AIMUCH, CIIOCOOBI U CPEICTBA MPOTUBOICHCTBHSL.

28. TlepeHOCHBIE CpPENICTBA BHICO3AINCH, CITOCOOBI U CPEACTBA IPOTUBOICHCTBUSI.

29. TexHUYECKUE KaHAIBI YTCYKH HHPOPMAITHH.

30. Texuuueckue cpencTsa HHGOPMAIIMOHHON Pa3BEKU M MIPOMBIIIICHHOTO IITHOHAXA.

5. Oopa3oBare/ibHbIEe TEXHOJIOTHH

[IpenogaBaHye TUCIUIUIMHEI BEIETCS C MPUMEHEHHEM CIEAYIOUIMX BHIOB 00pa30BaTENbHBIX
TEXHOJIOTHI:

—  TpaJuLHUOHHBIE OOBICHUTEIHLHO-UUIIOCTPATUBHBIC TEXHOJIOTHH, KOTOpPhIE 00€CTIEUNBAIOT
JOCTYMHOCTh y4eOHOTOo MaTepuana Jjs OOJBIIMHCTBA CTYACHTOB, CUCTEMHOCTh, OTPaOOTAaHHOCTH
OpPTaHU3AIMOHHBIX ()OPM U TPUBBIYHBIX METO/IOB, OTHOCUTEIHHO MaJble 3aTPaThl BpEMEHHU;

— TEXHOJOTUU TMPOOJIEMHOTO OOY4YEHHMs, HaIpaBJICHHbIE HA pa3BUTHE TO3HABATEILHOU
AKTUBHOCTH, TBOPYECKOM CAMOCTOSITEIBHOCTH CTYAEHTOB M IPEAINOJIAraollue MOCIEI0BAaTEIbHOE U
L[eJICHAIPABICHHOE BBIIBMKEHUE MEpe] CTYACHTOM IO3HABATENbHBIX 33J]1a4, Pa3pelIieHHe KOTOPbIX
MO3BOJIIET CTY/IEHTAM aKTHBHO YCBAaWBaTh 3HAHMS (MCIIOJB3YIOTCS MOUCKOBBIE METOJBI; MOCTAaHOBKA
MO3HABATEIIbHBIX 3a7a4);

—  TEXHOJIOTMHU Pa3BUBAIOIIETO OO0yUYEHUS, MMO3BOJIAIONINE OPUECHTUPOBATH YUEOHBIA MPOIECC
Ha NOTEHI[MAIbHbIE BO3MOKHOCTH CTYJEHTOB, X PEATN3alLIUI0 U Pa3BUTHUE;

— TEXHOJIOTUU KOHIIEHTPUPOBAHHOTO OOYYEHHs, CYTh KOTOPBIX COCTOMT B CO3JaHUU
MaKCHMAaJIbHO OJIM3KOM K €CTECTBEHHBIM IICUXOJIOTHYSCKUM OCOOCHHOCTSM YEJIOBEUECKOIO
BOCTIPUATHUS CTPYKTYPBI Y4EOHOTO Tpoliecca U KOTOPbIE JAIOT BOZMOXKHOCTh TITyOOKOTO ¥ CHCTEMHOTO
W3YYEHHUS COJIepKaHUs YIeOHBIX NUCHUIUIMH 32 CYET OObEIMHEHUS 3aHATHI B TeMaTH4YecKue 0JI0KH;

—  TEXHOJOTUU MOJIYJABHOTO OOYyYEeHUs, HarolIue BO3MOXXHOCTh OOecreueHuss THOKOCTH
mporecca OOydYeHHs, aJanTalid ero K WHIUBUAYaIbHBIM MOTPEOHOCTAM U  OCOOCHHOCTSM
oOydaromuxcsi (MPUMEHSFOTCS, KaK MPaBHIIO, MPH CAMOCTOATEIHLHOM OOYYEHHH CTYIEHTOB TIO
WHAWBUAYAIbHOMY Y4eOHOMY TIIIaHY);

— TexHojoruu  auddepeHnupoBaHHOTO OOyYeHHs, OO0ECIeYrBaAIOMNUEe BO3MOXKHOCTh
CO3/aHUSI ONITUMAJIBHBIX YCIOBHUH JUISl pPa3BUTHS UHTEPECOB U CIIOCOOHOCTEH CTYACHTOB, B TOM YHCIIE
U CTYICHTOB C OCOOBIMH 00pa3oBaTeIbHBIMA TOTPEOHOCTSAMHU, UYTO IO3BOJSET pPEaM30BaTh B
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KyJIbTYPHO-00pa30BaTEIbHOM MPOCTPAHCTBE YHUBEPCHTETA HJICI0 CO3MAHUS PABHBIX BO3MOXHOCTEH
JUISL TIOJTy4EeHUs. 00pa30BaHUs

—  TEXHOJIOTHH aKTMBHOTO (KOHTEKCTHOTO) O0YYEHHUSI, C TIOMOIIBI0 KOTOPBIX OCYIECTBIISACTCS
MOJICTTMPOBAHUE  NPEIMETHOrO,  MPOOJEMHOTO M  COLMAIBHOTO  COJACp)KaHHS  OyayIei
po(heCcCHOHATTLHOM ACSITETLHOCTA CTYACHTOB (MCIOJB3YIOTCS aKTUBHBIC M MHTEPAKTHBHBIC METOBI
0o0y4eHus) u T.1.

MaxkcumanbHast ~— 3QQEKTUBHOCTh  NENAaroruyeckoro  Imporecca  JTOCTUTAeTCsl  MyTeM
KOHCTPYHUPOBAHHA OIITUMAJIBHOTO KOMIUICKCA NEAArOorn4C€CKux TEXHOJIOTHH U (I/IJII/I) HUX 3JICMCHTOB Ha
JMYHOCTHO-OPHEHTHPOBAHHOM, JEATCIIHOCTHOM, JMAJTOTMYECKOW OCHOBE W  HCIIOJIB30BAHUS
HEOOXOMMBIX COBPEMEHHBIX CPEJICTB 00yUIEHHUSI.

6. YdeOHO-MeTOaAMUYECKOE ]| NMPOrpaMMHO-MH(OPMAITUOHHOE odecreyeHue
AUCHUIJIMHBI:

a) OCHOBHAasl JIUTepaTypa:

1. WmeiinoB B.f. OpraHumzanmuoHHOe W TEXHHYECKOEe obecriedeHne WHHOPMAMOHHON
6e3omacHocTH. 3anmTa KoHpuaeHInanpHo# nHpopmanuu. - M.: ®opym : UHOPA-M, 2014.

2. MensaukoB B. II. Mudopmanmonnas Oe3omacHOCT, M 3amuTa uHpoOpManuu. - M.:
Axanemus, 2008.

3. HudopmannonHas 06e30MacHOCTh OTKPBITBIX cucTeM. - M.: ['opsiyas nunusg-Tenekom,
2008.

0) 10MOJIHUTE/IbHASA JIUTepaTypa:

1. JleBanckuit B.A. MoaenupoBanue B COIMANIBHO-TIPABOBHIX HccienoBanusx. M.: Hayka,
1986. 160 c.

2. HaymoB B.b. [IpaBo u Untepner: Ouepku Teopuu M MpakTUKU. - M.: KHmxkHbIH g0M
«YHusepcurer», 2002.

3. Hoptkarr C., Hosak JI. OOHapyxeHue BTOp>KeHHUH B ceTb. HacTtonbHas kHHra
CIenuaincTa o CUCTeMHoMy aHanusy, Mocksa - Jlopu, 2001.

4. OsuuHckuil A.C. MHpopManus u onepaTUBHO-PO3BICKHAS JesATeNbHOCTh. —M.: UHppaM,
2002.97 c.

B) HHTEPHET-PeCypPChI:

1. MunucrepcTBo oOpa3oBanus 1 Hayku Poccuiickoii @eneparuu — http:/MuHoOpHayku.pd

2. MuHucTepcTBa TPUPOJHBIX pecypcoB W sKkosoruu  Poccuiickoit  deneparun  —
http://www.mnr.gov.ru

3. dexpepanbHas cayx0Oa mo Ham3opy B chepe oOpazoBanus u Hayku — hitp://obrnadzor.gov.ru

4. MuHnucrepctBo oOpa3zoBanusi u Hayku Jlyranckoit Haponnoit PecnyOnuku —
https://minobr.su

5. MuHHCTEpCTBO TPHUPOIHBIX PECYpCOB H IKOJOTHYECKOW Oe3zomacHoctu JIHP —
https://www.mprinr.su

6. Haponusiii coer JIyranckoit Hapoanoit Pecryonuku — https://nsinr.su

7. Tlopran @enepaiabHBIX TIOCYIAapCTBEHHBIX OOpPa30BaTENbHBIX CTAHIAPTOB BBICILIETO
obpazoBanus — http://fgosvo.ru

8. denepanbuelil mopran «Poccuiickoe oOpasoBanue» — hitp://www.edu.ru



http://минобрнауки.рф/
http://www.mnr.gov.ru/
http://obrnadzor.gov.ru/
https://minobr.su/
https://www.mprlnr.su/
https://nslnr.su/
http://fgosvo.ru/
http://www.edu.ru/
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9. NUndopmanmonnas cuctrema «EmmHOoe OKHO goctyma K oOpa3oBaTelbHBIM pecypcamy» —

http://window.edu.ru

10. denepanbHbli IEHTP HHPOPMAITMOHHO-00pa30BaTENIbHBIX pecypcoB — http://fcior.edu.ru

Dnekmponnbvie OudGIUOMEYHBIE CUCHEMBL U PECYPCBL:

1. OneKTpOHHO-O0MOINOTEYHAS

http://www.studentlibrary.ru/cqi-bin/mb4x

cucreMma

«KoHcynpTanT CTYyACHTa» —

2. DneKTpoHHO-0nbmmoTeyHas cucreMa «StudMed.ru» — https://www.studmed.ru
3. Hayunas anexkrponnas ouommoreka eLIBRARI.RU» — http://elibrary.ru

4. OBC UznarensctBa «JIAHDb» — https://e.lanbook.com

Hughopmayuonnwiit pecypc oub1uomexku o6pa3zoeamenvHoil Op2aHu3ayuu

1. Hayunas 6utbnuorexa umenu A. H. Konsiea — http://biblio.dahluniver.ru

7. MaTepI/IaJIbHO-TeXHI/IquKoe odecneuyeHue JAUCHHUIIJIMHBI

OcBoenue

JUCLUILIHHGI

«3amura

uHpopmaIum»

npeamojaracTt HCIIOJIB30BaHHC

AKaJCMHNYCCKHUX ay,HHTopPIfI, COOTBCTCTBYIOIIIUX ﬂeﬁCTBYIOIHHM CaAHUTApPHBIM MU IIPOTHBOIIOKAPHBIM

[mpaBujiaM U HOpMam.

Hpoqee: pa6oqee MCCTO IIpernoaaBaTeiisad, OCHAICHHOC KOMIIBFOTEPOM C JOCTYIIOM B I/IHTepHeT;

A1 MMPOBCACHHA  JICKIIMOHHBIX

3aHATUH TpedyeTcss ayauTopus

Ha Kypc, OOOpyIoBaHHAas

MYJbTUMEAHNHHBIM TIPOCKTOPOM C 3KPAaHOM; JUIS TPOBEACHUS JIA0OPATOPHBIX padoT Tpedyercs

KOMITBIOTEPHBIN KJIACC, TOAKIOYEHHBIN K IHTEpHeT.

[TporpammHoe obecrieueHue:

DYyHKIHOHAIBHOE
Ha3HAYEHHUe

BecmiiaTHoe
nporpaMMHoe
odecrneueHue

CceblIKHR

OducHblif maker

Libre Office 6.3.1

https://www.libreoffice.org/

https://ru.wikipedia.org/wiki/LibreOffice

OrneparmonHasi cucteMa

UBUNTU 19.04

https://ubuntu.com/

https://ru.wikipedia.org/wiki/Ubuntu

Bbpaysep

Firefox Mozilla

http://www.mozilla.org/ru/firefox/fx

bpaysep

Opera

http://www.opera.com

[TouyTOBBIIT KJIUEHT

Mozilla Thunderbird

http://www.mozilla.org/ru/thunderbird

DaiisT-MeHeKep

Far Manager

http://www.farmanager.com/download.php

Apxusarop

7Zip

http://www.7-zip.org/

['paduueckuii penakrop

GIMP (GNU Image
Manipulation Program)

http://www.qimp.org/

http://qimp.ru/viewpage.php?page id=8

http://ru.wikipedia.org/wiki/GIMP

Penakrop PDF

PDFCreator

http://www.pdfforge.ora/pdfcreator

Aynuorieriep

VLC

http://www.videolan.org/vic/



http://window.edu.ru/
http://fcior.edu.ru/
http://www.studentlibrary.ru/cgi-bin/mb4x
https://www.studmed.ru/
http://elibrary.ru/
https://e.lanbook.com/
http://biblio.dahluniver.ru/
https://www.libreoffice.org/
https://www.libreoffice.org/
https://ru.wikipedia.org/wiki/LibreOffice
https://ru.wikipedia.org/wiki/LibreOffice
https://ubuntu.com/
https://ubuntu.com/
https://ru.wikipedia.org/wiki/Ubuntu
https://ru.wikipedia.org/wiki/Ubuntu
http://www.mozilla.org/ru/firefox/fx
http://www.mozilla.org/ru/firefox/fx
http://www.opera.com/
http://www.opera.com/
http://www.mozilla.org/ru/thunderbird
http://www.mozilla.org/ru/thunderbird
http://www.farmanager.com/download.php
http://www.farmanager.com/download.php
http://www.7-zip.org/
http://www.7-zip.org/
http://www.7-zip.org/
http://www.7-zip.org/
http://www.gimp.org/
http://www.gimp.org/
http://gimp.ru/viewpage.php?page_id=8
http://gimp.ru/viewpage.php?page_id=8
http://ru.wikipedia.org/wiki/GIMP
http://ru.wikipedia.org/wiki/GIMP
http://www.pdfforge.org/pdfcreator
http://www.pdfforge.org/pdfcreator
http://www.videolan.org/vlc/
http://www.videolan.org/vlc/
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8. OueHouHble cpeacTBa Mo y4eOHoi qucuunianne [Iacnopr poHaa OLEeHOYHBIX CpeCTB
10 y4eOHOH AUCHMIINHE

3amura uHpOpMaIUU

(HauMeHOBaHUE YUCOHOW JUCITUTUTUHEI )

[lepeyenp koMmIeTeHIMH (3IEMEHTOB KOMIIETEHIIUH), (POPMUPYEMBIX B PE3yJIbTaTe OCBOCHUS
y4eOHON JUCIUTUIMHBI (MOIYIIS) WM TTPAKTUKH

TEXHOJIOTHH U C
Y4E€TOM OCHOBHBIX
TpeboBaHui
nH(}OPMALIMOHHOU
0e30macHOCTH

TEXHOJIOTUI U y4eToM
OCHOBHBIX TpeOOBaHMM
MH(pOPMaIMOHHOM
0€30MacHOCTH

OIIK-3.2. YMeer pemats
CTaHJapTHBHIC 3a/1a49H
npodeccnoHanbHOM
NeSITeTbHOCTH HAa OCHOBE
MHGOPMALMOHHOM U
o6ubanorpaduueckoit
KYJIBTYpBI C IPUMEHEHUEM
MH(}OPMALIMOHHO-
KOMMYHHUKAIITOHHBIX
TEXHOJIOTHI U C YYETOM
OCHOBHBIX TPEeOOBaHMI
nH(OpMaLMOHHON
6e30macHOCTH

OIIK-3.3. Bnaneert
HaBBIKAMU TOJTOTOBKU
0030pOB, aHHOTAIIHH,
cocTaBlieHUs pedepaTos,
HAYYHBIX JOKJIAJIOB,
ny6snukanuit 1 6ubauorpa-
(uu o Hay4yHO-HCCIIe10Ba-
TEJIbCKOM paboTe ¢ yueTom
TpeboBaHMil HHGOPMAITUOH-
HOM 0€3011aCHOCTH

Kontponn-
Kon . pyeMble Orarnsl
DopmyTupOBKa WuankaTopsl JOCTHKEHHM
Ne| konTponu- . pasgensl | popMupoBaHUs
. KOHTPOJIHPYEMOM KOMIIETEeHINH (110
n/f  pyeMmou . (TembI) (cemecTtp
KOMITIETEHIINH pean3yeMoi TUCIUILINHE) .
KOMITETCHIIHH yueOHOi U3yUYCHHUS)
JTUCIUTLTAHBI

1. |OIIK-3 Crocoben pemarp | OIK-3.1. . 3naer Tema 1. 5
CTaHJapTHbIE 33724 | IPUHIIUIIBI, METOJIbI U Tewma 2.
poeCCUOHATLHON | CPENICTBA PEILICHHS Tema 3.
NesITeIbHOCTH Ha CTaHJIApPTHBIX 3a/1a4 Tema 4.
OCHOBE npoeccHOHaTBLHON Tema 5.
MH(OPMALIMOHHOH U | IESITEIbHOCTH Ha OCHOBE Tema 6.
oubnmorpaduyeckoii| ”HPOPMALIMOHHON 1 Tema 7.
KYJBTYPBHI C oubnuorpaduueckoi Tema 8.
IPUMEHEHHEM KYJIBTYPBI C IPUMEHEHUEM
nHpOpMaMOHHO- | MH(OPMAITMOHHO-
KOMMYHHKAITMOHHBIX| KOMMYHHKAITHOHHBIX




Iloka3zaTeau U K
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UTECPHUHN OLICHUBAHUSA KOMHETEHHHﬁ, OIMUCAaHME HIKAJ OHCHUBAHUSA

roCyJ1JapCTBEHHOM TalHbI U
nH(pOpMaIMOHHOM 06€301MacHOCTH;
NPaBOBBIE OCHOBHI OpraHU3aIUN
3aIUTHI TOCYIaPCTBEHHON TailHBI
¥ KOH(UICHIINAITBHOM
nH(pOpPMaIIMU; OCHOBHBIE TOHSITHS]
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;
OCHOBHBIE PUHITUIIBI
OpraHu3alluH U AITOPUTMBI
(YHKIIMOHUPOBAHUS CHUCTEM
0€30IaCHOCTH B COBPEMEHHBIX
OTIePAIMOHHBIX

cucTeMax U 000JI0YKax;
BO3MOYKHOCTH ITPHUMEHEHHS B
paboTe COBPEMEHHBIX CUCTEMHBIX
MIPOTPaAMMHBIX CPE/ICTB:
OTEPALIMOHHBIX CHCTEM,
OTIePAIMOHHBIX

000J104YeK, 00CTYKUBAIOIIUX
MPOTPaMM; OCHOBHBIE IPUHIIUTIBI
OpTaHMU3aINH U ATOPUTMBI

(G YHKIIMOHUPOBAHUS
OTIEPALIMOHHBIX CHCTEM H
00071049€K; TPOOIEMBI U
HATPaBIICHUS PA3BUTHS
CHCTEMHBIX ITPOTPAMMHBIX
CpPEICTB.

YMersb: UCTIONIB30BaTh
MPOrpaMMHBIE U anmapaTHbIe
Cpe/CcTBa TIEPCOHATBHOTO
KOMITbIOTEPA; OPUEHTHPOBATHCS
B COBPEMEHHOM CUCTEME
UCTOYHHUKOB HH(OpMaIUH;
HCIIOJIb30BaTh COBPEMEHHBIE

MH(OPMALMOHHbIE TEXHOJIOTHH

KonTposnu-
Nupukaropel pyemeie
Kon JOCTHKEHUU pas3zensl
. HaumenoBanue
Ne| konTponmu- | kommereHIU [lepeuenb mIaHUPYEMBIX (Tembl)

o/ pyemoi (o pe3yIbTaToB yaeOHO OUCHOTHOTO
KOMIIETCHIINH| PeaTu3yeMon JUCITUTUTAHBI cpeactsa
JTUCITUTIITNHE) (Momyms),

PAKTHKU
1 |OIIK-3 OIIK-3.1. 3HaTh: noustue napopmarnuu, |Tema 1. CobecenoBanue
OIIK-3.2. CIIOCOOBI €€ MpeCTaBICHUS, Tema 2. (ycTHBIN WK
OIIK-3.3. OCHOBHBIC MTPUEMBI TIoNTyueHus, |Tema 3. IIMCbMEHHBIN
XpaHeHus1, 00paboTKH Tema 4. ompoc),
uH(popMaIuu; cTaHIapTHBIC Tema 5. KOHTPOJIbHAS
porpaMMHBIE cpesicTBa Habopa |Tema 6. paborta.
TeKcTa U 0a3 TaHHBIX; TIPABOBBIC | Tema 7.
aKThbI B 00JIACTH 3aIIUTHI Tema 8.
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B CBOCH MpodeccHoHATbHON
JeSITeIbHOCTH; IPUMEHSTh
CpencTBa aHTUBUPYCHOMU
3alUThl; aHAIN3UPOBATh
UH(POPMALMOHHYIO
0€301acHOCTb
MHOTOIOJIb30BaTEIbCKIX
CHCTEM; M0JIb30BAThCS
POTPaMMHBIMHU CPEACTBAMH,
peaTn3yoUMI OCHOBHBIE
Kkpunrorpadudeckue GyHKIUHA
CHCTEMBI MyOJINYHBIX KITFOUEH,
U(POBYIO NOAIKUCH, Pa3/ICJIEHUE
JOCTYTIA; BUJICTh U
dbopMynupoBath mpodiemy,
BUJIETh KOHKPETHYIO CUTYAalHIO,
IPOTHO3UPOBATh U MPEIBUIIETD,
pPacCUUTHIBATH PUCKH, CTABUTH
HENU 1 33]1a4H.

Buaaners: npuMeHeHUs
anrmapaTHbBIX U MPOTPaMMHBIX
CpeAcTB o0ecreyeHUs
MH(}OPMaLMOHHON
0€301aCHOCTH; IPOTUBOCTOSHUS
TUTIOBBIM YIaJICHHBIM aTaKam;
oOecrieueHus 6e30MmacHoi
paboTHI Ha KOMITBIOTEPE; TOUCKA
MH(pOPMaLIMK B II100aIbHON
MH(OPMAaLIMOHHON CETH
WuTtepHer, paboThl ¢ 6azamu
JIaHHbIX U MHTEepHET-pecypcamu;
COBPEMEHHOM TEPMHUHOJIOTUEN U
METOJ10JIOTHEN B 00aCTH
MH(POPMALIMOHHOM 6€30MacHOCTH
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DoH/AbI OLIEHOYHBIX CPEACTB MO AUCHUIJINHE «3aluTa HHGOPMALUN»

Ilepeuenb BoOMpocoB (sl NpPoBeleHUs coleceloBaHUsI (YCTHbI MJIM NHChbMEHHBIH

01poc))

© oo Nk wdPE

I N e e S
O~ WNREO

CrangapThl B 00J1aCTH HHPOPMAITMOHHON 0€301TaCHOCTH.
MesxtyHapoiHble cTaHAapThl HH()OPMALIMOHHOTO OOMEHa.
[TonsiTue yrpo3ssl, aTaku.

[TonsTue HapymuTens HHGOPMAITMOHHON 0€30M1aCHOCTH.
[ToHsiTHE TOCYIAPCTBEHHOM, KOMMEPUYECKOM, TMYHOM TalHBbI.
OcHOBHBIC HOPMATHBHBIC JOKYMEHTBI B 9TOW 00JIACTH.
[Topsinok paccekpeunBaHus TOKYMEHTOB.

YpoBeHb TaliHBI.

[TonsiTre Yyrpo3bl HAPYIICHHUS PEKUMA OC30ITACHOCTH.

. [IpuunHbl Hapymenus HHGOPMAMOHHON O€30MaCHOCTH.

. IIpeanoceuiku yrpo3

. Ayaut coObITuil B paMKax HH(GOPMAIIMOHHON CHCTEMBI.

. Peanmsanus 3axonogarensHoro ypoBHs 3amuThl nHGopmanuu B PO. Koncturyms.
. 3akoH 00 nH(pOpMaTH3AIHH.

. 3aKoH 0 U(PPOBON TOHCH.

16.

VYronoBHbIl Kojlekc PD 0 HE3aKOHHOM HCIIOIB30BaHUM OOBEKTOB aBTOPCKOrO MpaBa U

CMCKHBIX IIpaB.

17. MexnyHapoIHble M OTCYECTBCHHBIE TpeOOBaHMSA MO 3aluTe HHPOPMAMH U UX
CTaHJIapTU3ALMSL.

18. YpoBHu Ge3zonacHoctu nHpopmaruu. TpeboBaHus K KpUITOTpaQUUECKUM aIrOpUTMaM U
cUCTEMaM.

Kpurepuu u mikana olieHHBaHUS 110 OLIEHOYHOMY CPEACTBY coOecei0BaHNE
(YCTHBIN MM MHUCbMEHHBIH OMPOC)

[Ixana orteHnBanus
(uHTEepBaI OAIITOB)

Kpurepnii onieHuBanus

) coOecenoBanue (YCTHBIM WM MMCbMEHHBIN OMPOC) MPOIIEN Ha BBICOKOM
YpOBHE (CTYAEHT B ITOJHOM 00BbEME OCBETUJI pacCMaTPUBAEMBIN BOIIPOC,
BlIajiceT NpoUIbHBIM MOHATUNHHBIM (KaTeropHajJbHbIM) amnmapaToM U
T.I.)

4 cobecenoBanue (YCTHBIN MM MUCbMEHHBIN OMPOC) MPOIIEN Ha CPEeTHEM
YpOBHE (CTYZEHT B LIEJIOM OCBETHJI PACCMATPUBAEMBII BOIIPOC, BIIAJCET
PO UILHBIM NOHATHHHBIM (KaTerOpHaIbHBIM) aIapaToM U T.I1.)

3 cobecenoBanue (yCTHBIH MM MUCHMEHHBIH ONPOC) HA HU3KOM YPOBHE
(CTy#eHT AOMyCTUJI CYIIECTBEHHbIE HETOYHOCTHU, M3JIOXKHIJI MaTepuan C
omMnOKaMu, HE BIaJeeT B JOCTaTOYHOW CTENEeHH MPOPHUILHBIM
KaTeropuaibHbIM anmnapaToM U T.I1.)

2 cobecemoBanne (yCTHBIM WM THCHBMEHHBIM OMPOC) TMpoImea Ha
HEY/IOBJIETBOPUTEIHLHOM YPOBHE WJIM HE TNpPEACTaBlieH (CTYIEHT He
TOTOB, HE BBITIOJIHIJI 33/IaHUE U T.I1.)
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3ajaHusi K KOHTPOJIbHBIM padoTam

1 Mcnionp3yst anropuTMbl JBOWHON MEPECTAHOBKU CTPOK U CTOJIOIIOB BHIMOJHUTH MU(POBaHHUE
cienyonmx (pa3 (K04 BHIOMpATh CaMOCTOSATENIEHO, HOMEp BapHaHTa BbIOPATh MO0 HOMEPY B CITHCKE
IpYyIIIbl):
OH 10CPOYHO 3aBaJINII SK3aMEH.
3aKOH CypOB, HO 3TO 3aKOH.
YMHOMYy Jierde 1oKa3aTh, UYTO OH Jypak.
U y nypaka BeIpacTaet 3y0 MyIpOCTH.
CB000ly CUMYJIUPOBATh HEJIb3S.
ITogymaii, mpexae yeM oAyMarh.
Kaxplii BEK UMEET CBOE CPEIHEBEKOBBE.
Bproku nportuparorcs gaxke Ha TPOHE.

© o N R WNRE

OKHO B MUP MOKHO 3aKpBITh I'a3€TOH.

=
o

. Yarie Bcero BBIXOJI TaM, TJie ObLT BXOI.
. besrpaMoTHBIC BBIHYK/ICHBI IMKTOBATb.
. XJ1eb OTKpBIBAET 000 POT.

. JleHbI'M HE MTaXHYT, HO YJICTYYHBAIOTCS.

el el
B wWN R

. CHBI 3aBHCHT OT ITOJIOKCHUS CIIAAICTO.

=
ol

. TpynHee Bcero nojpkedb ai.

=
»

. YKaceH KIIAI, CMa3aHHBINA MEIOM.

[
\‘

. He numu kpeno Ha 3abope.

=
[0 0]

. be33yObIM MHOTO€ Jierdye BBIrOBApHBATh.
. Wl peranuu 3BEHAT 110 pa3HOMY.

. JIunemepHsbIit nanay ociadiser NeTro.
. HTennexryanpHas y30CTh HIMPUTCS.

. BriuceiBaiicst BO BIUSATENbHbBIE KPYTH.

NN DNDN
W N -k O ©

. WHple cTynenu kappepbl BEAYT Ha BUCEIUILY.

N
~

. I masgTHUK HJICT B HOT'Y CO BPpECMCHEM.

2 Ucnonwp3ys anrOpuTMBI JBOMHOW IEPECTAHOBKM CTPOK M CTOJIOIOB  BBITIOJHHUTH
nemudpoBaHue MUPporpaMm, NpuBeaeHHbIe B Tabauie 3.1 (Homep BapuaHTa BHIOpATh 0 MOCIeAHEN
mudppe Homepa mudpa). B mmdporekcre cienyer obpaTUTh BHUMaHHWE Ha HalM4ue NMPOOENIOB B
TEKCTe, JJIMHA TeKCTa 110 BCEM BapuaHTaM PaBHAETCS 25 CUMBOJIAM:
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Tabmuna 3.1
Howmep [IudporekcT Korou 1 Kurou 2
Bap-Ta
1 B OH, T O33KHOA YOPC3KHOA KPYTO CTYXA
2 3BAOJIU JIAH OJOPOHYCAUYTE3 BECHA OCEHb
3 HMAHUPAEEX M YEJIATYMbIYIIOM OCEHb JOCYT
4 JOBXBIMA T EJ I' 10 XB UUII] TPABA JOCYT
5 'T POMOJIIOB BXJIE TBAEBIPOTK ITPABO TPABA
6 b A O KUEATYHIAPE CBEEOII I KPYTO ITPABO
7 EH INIOEPJ EOBP!3AH A INUK CIIOPT KPYTO
8 E BI'ObbI-M BEY33 JIUET'OPBUT BETEP CIIOPT
9 T'AJIEP 3BUMOMYH3AT HE PAOII CTYXKA BETEP
10 CsTOOH OH YBI’)KHHBIIIEH EXKHHY JAPEBO CTYXA
3 Ucnonp3ys wmarmdeckuid kBaapar (tabmuma 3.2) pacmm@poBBIBATH  CIEAYIOIINE

mdporpammsl (U porpaMmel MpuBeAeHBI B Ta0uIe 3.3, HOMEp BapuaHTa BbIOpaTh MO YUCITy OYKB

B (hammiium):

4

Tabmuma 3.2 Tabnuma 3.3
11124 7]20] 3 BapHaHT IITadpoTekct
4/12125]| 8|16 OJ EJ OIYJA-CEJAC MEJIULT
171 5|13|121| 9 >
2 BTTUEBA KJIIO E PBHEXTPOOOI
1018 | 1|14 |22
3 OEP [ TOAJIO33YHMOAAUCIJIHB
23| 6|19 2|15
4 Y3YHOBIACBAOUEVMTCPJIBIBBO
5 ETAOOYVXD UEMIYIPMIEMAA O
6 EAEEYITO IIOHOYUBCIAT b EXP
7 KPII3 PEM HIEA AHJIBOM EO
8 OHBl HYCBIEHHXTH I[OHOYXH EA
9 EMUATAHY IOJA33B PTHOMPE
10 |HYY 3 E!IJNbT PA KBETBIEPOEO

Hcnonb3ys mudp mMHoroanhaBuTHON 3aMeHbl mudpoBaTh ¢pasy u3 m. 1 (MCKIIOUMB
npoOenibl M 3HAaKW MpeNnuHaHus), UCMOojib3ys B KadectBe kimoua «Kmtou 1» B Tabmuue 3.1. s

mppoBaHUs UCTIOIB30BaTh ali(haBUT 3aMEHbI U3 TaOIULIbI 3.5.

5

Ucnone3ys mmdp MHOroandaBUTHONH 3aMeHbl Jemu@poBath (pasy, HCHIONb3Ys
«Kmou» (mmdporpaMmbl ¥ KITIOYM TPUBENCHBI B Tabnuie 3.4, HOMEp BapwaHTa BBIOPATH TIO

nocienHel nuppe cyMMbl yuciaa OyKB B UMEHH U (haMUITHH).
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Honep
Bap-Ta

3
4
5

8

10

Tabauua 3.4

JemmdpoBaHHbIN TEKCT MPUBECTHU C MPOOETaAMH.

1 K|

13

(]

[

(]

N K| JI| M H| O] I

[v]

(]

n K| JJ M H| O] IT| P|C

[v]

[

[

(o3

[

UK JMHO I PIC|T|V|d X LI

[

o]

[

(3

[

(3

[

NKIJMHOINNPC|TV @& X Y I Il b bl b|23| K A Al b|B| T

(3

[

NKJMHOIPC|TV & X LY W I] 5| bl b|2| K A A B|B|T'|{| E
WKIJIJMHOIPIC|TIV & X LY I I bl b|3|K A A BB|T''I| EX

(3

[

ABB|T''|A|EX 3| U UK J MHO| I PIC|T|V|d X LY I I] | b] b|3 | K] A

(3

[

AAIBB|T''A|E|IX 3|1 W K/ JJMH O Il P|C| T|V| & X] Il Y| I} I] | b] 5|5 | K4 A

bbB|T'|A|E|X 3| U UK JJMH O Il PIC| T|V|d X| II| Y| II| II| | bl b|D | K] 4| A

B/B|I'|A| E|2K| 3| W WK/ JJMH O Il PIC| T|V|d X| I Y| II| I} | bl b|D | I S| Al b

NrCIAIEI K3 WU UK I MHOIPC| TV & X IOyl Ij If | bl |2 | K 4 A b|B

E/E/ K3 U UK IJIMHOIIPC| TV & X L4 I I bl b2 KA A BB |T'|A

DNEIENEI

NUUUKIJIMHOIPC| TV & X LY I II] bl || K] A A BB |I'|1| E| K3

KK 3 U

313 |1

UUKJMHOI[PC|T| V| & X YL b blbO|K A A BB|T'|A|EIX 3 U

[

KIKIJJMH O I P|IC | T|V| & X| Il Y| I} I} | b] b|O | K A| A|b|B|I'|A| E|2K| 3| U U

JIJIMH O I PIC|T|V|® XY I I] bl 5|2 | K] A Al BB|I'|/A]| E|XK| 3

MMH O I PIC|T| V& X Il Y ] II] | bl |2 | K A| A|bB|I'|| E|2K| 3| U U K| JI

HHOIPC TV & X LY 1] Il bl b|2| K A A B|B|I'|/1| E|X| 3| U U K| JIM

OO IPIC|I TV &X Y b blbo| KA ABB|T'IA|EX 3 U U K|J|MH

NI PIC|T|V|d XY I II] | b] b|O| K A A|B|B|I'|/A|E[2| 3| Ul U K|JI| M H O

PPIC| TV X LY I I |l b)D|K] A A BB|I''/1| E|X| 3|1

CCTV &@X LY LWLWbb b KA ABB|T''A|E X3 WU K| JMH OIl P

TIT V& X Y I I] B bl b|9| K A A|b|B|I'|]| E|X| 3 U

VivVio X 4 W I b| bl 5|3 | K A A BB|T'|/A| E|X| 3| U U K| JJMH O II| PIC|T

OO X Y WWB blbO| KA A BB|T'A|E|X| 3| U U K|JI|MH OlII PIC|TVY

X XY Iy b bl |2 | KA A BB |I'|I| E|X| 3| U K| J]MH O I PIC|T|V &

I Y I I b bl b|O| KA A BB |T'/I|E|X| 3| UMUK JMH OIPC|TV| dX

I I I b bl |2 | K A Al BB |TI'|I| EX| 3| U UK JJMH OlIIl PIC| TV & X LY

q 4 I Il B bl b|D| K] | Al B|B| I'|1| E|X| 3|1




=
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I ] b bl b|D | K| 51| A BB ||| E[>K| 3|1 1 K| JJMH O I P|C | T|V| & X| LI| Y|II
B B bl b|2 | K] S| Al B|B ||| E|X| 3| Ul U K| JI] M H O I P|C | T|YV| & X| LI Y| LI
bl bl 6|2 | K] A/ A|B|B | T|JI| E|X| 3| W W[ K| JJMH O I P|C | T|V|® X 11 Ul II| 1] B
b|b (2| K S A/BB|T|I|E[X|3W| W K| J MH O II P|IC | T|V| @ X| 1| Y| 1] LI BbI
DD K A A B|B|T|O|EXK|3| 1 W K/ J|MH O IT P|C | T|V| @ X| Il U/III ] b bl b
AB|B|T|I|E[X| 3|1 UK/ JMHO|II|PC|TY|d® X LY LI b bl b|3| I 4
OueHo4HbIe CPeACTBA I MPOMEKYTOUHOI aTTecTanmu (3a4er)
Teopernueckue BONpochI

1. CgoiicTBa 3anuiaeMon HHPOPMaIIUH.

2. JlocTymHOCTb.

3. KoH}uaeHIMaIBHOCTD.

4. llenocTHOCTH

5. Tonsarue MudopmarmonHoii 6e30macHOCTH U 0€30macHOCTH HH(POPMAITUH.

6. Ilonsarue 3amuTa nHMOPMALIHN.

7. Bwuasl HOcuTenel nHOOPMALIUH.

8. Yrpo3ssl 3amumaeMoi nHGOpMAIHH 11O BHIaM HOCHTEICH.

9. Bo3MOXHBIE IPEANIOCHUIKH HAPYIIEHUI CBOMCTB MH(POPMAIIMOHHOHN 0€301acHOCTH.

10. Bo3moHbBI€ 3TOYMBINIICHHUKH.

11. Kanausl yreuku HHGOpMaIum.

12. Ananu3 yrpo3 3amuiiaeMoil HHGOpMalKu 10 BUIaM HOCUTENEH.

13. IlousTue kpuntorpadus.

14. TlonsiTHe KpUNTOAHAIIN3.

15. Tlonsitue creranorpadus.

16. Hudposanwue.

17. demmdpoBanue.

18. KoaupoBanue.

19. O0630p OCHOBHBIX METOJI0B LIM(PPOBAHUS U JIeMIHU(POBAHUS.

20. OO630p OCHOBHBIX METO/I0B KOAHPOBAHUS.

21. O0630p OCHOBHBIX METOJIOB KPUIITOAHAIIN3A.

22. O030p OCHOBHBIX METOJIOB CTeTaHOTpaduu.

23. CHUMMeTpUYHBIE CUCTEMBI ITU(PPOBAHUS C OTHUM KITFOUOM.

24. JIOCTOWHCTBA M HEIOCTATKHU MU(PPOB C OJHUM KITFOUOM.

25. Coznpanne mm(poB Ha OCHOBE OJOYHBIX AITOPUTMOM MEPECTAHOBKH.

26. Cranpaptsl mudposanus DES, 3DES u 'OCT.

27. Cranpapt mmmdponanus AES.

28. AcuMMeTpHUYHBIE CUCTEMBI IU(POBAHUS C OTKPBITHIM KIFOUOM.

29. JIOCTOMHCTBA U HEJJOCTATKHU MHU(PPOB C OTKPHITHIM KIIOYOM.

30. CriocoObI Iepe1aun CEKPETHOTO KITFoYa.

31. Co3pganme KitoYa Ha OCHOBE MCEBOCTyJaHHBIX TIOCIICIOBATEIIBHOCTEH.

32. Ilpumeps! muppoB Ha OCHOBE anropuTMa Iib-I"amans u anroputma RSA.

33. Ayrentudukarus (MoaMeHa JaHHBIX, X3I-()YHKIHS, 3a[UTa OT MTOJAMEHBI JaHHBIX).
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34. [udposas noanuck (co3manue MuGPOBON MOAMUCH, ATAKW U 3aIIUTa ITU(POBOM MOIMUCH).

35. CranmapTsl Ha 3nekTpoHHO-IU(poByro moamuck: DSS u TOCT P 34.10-94.

36. Ludposas noanuce Ha 6a3ze mmdpa RSA u mmdpa Inb-I"amans.

37. Cucrembl 1o oTnevaTrkam mnanblieB. Ha OCHOBaHMM KakuX (U3UYECKUX XapaKTEPUCTUK
naiblla MOXKHO COCTAaBUTh OMOMETPHUYECKUN 11a0I0H?

38. IlpeumyiecTBa U HEAOCTATKU METO/1a OTIIEYATKA MaJIbLIEB.

39. Cucremsl no rosocy. Kakue ¢usnueckue XxapakTepUCTUKH BXOAST B OCHOBY Ia0ioHa?
[Ipeumy1iecTBa U HEAOCTATKHU.

40. Cucrembl 1o paayxHoi o0osiouke riasza. [IpenmyiiecTBa 1 HeJJOCTATKU.

41. OCHOBHBIE MOJCUCTEMBI CHCTEMbI HICHTU(UKALIUY TI0 PATY’KHOM 000JI0UKe II1asa.

CraTucTH4ecKnue XapaKTepUCTUKNA METO/A.

42. Cucrembl uieHTU(OUKANUKA U ayTCHTHPUKAIMU 10 M300pakenuto ymna. Krnaccupukanus
METO/IOB.

43. Cucrempl wuaeHTuPUKaMK W ayTeHTHGUKauMK 10 2-d u300pakeHHI0 JUIA.
[Tpeumy1iecTBa U HEAOCTATKH.

44, Ocobennoctn cucreM 1o 3-d pacmo3HaBanurpo Juna. Kriaccudukamus cucrem u
O0COOCHHOCTH.

45. Cucrempl uJeHTHQUKALMU IO TeoMeTpuu pyku. Buasl cuctem. Ilpenmymiecta u
HE/IOCTATKU METO/A.

46. Metoq pacrio3HaBaHus 0 ceTyaTke rinaza. CrtaTuctudeckue mokaszarenu. [IpenMyiecTBa
Y HEJIOCTATKH.

47. Meron ayTeHTU(DHUKAIIN U UISHTUPHUKAIIUH 110 BEHO3HOMY PUCYHKY PYKH.

48. CraTtucTUuYecKre MOKa3aTeNu.

49. Knaccudukanus METOA0B paclio3HaBaHUs 110 Movepky. [IpenmyriecTBa 1 HEAOCTATKH.

50. Cucrema 3J1eKTpOHHOTO HOCA.

51. Cucrema pacno3HaBaHus 0 (GopMe YIIHOW PaKOBHHBI.

52. TlepcnextuBHbie MeTonbl BC3U.

53. Tlpumenenue OMoMeTpuu B MoJcUcTeMax Oe3omacHocTr U Ub.

54. Mexanusm reneparuu Il ¢ momMombpo OMOMETpHUH.

55. Cucrema BioLink Cl.

56. Ilpumenenne TtexHonoruii BC3UM B kaprax l'ocynapCTBEHHBIX CHUCTEM COILMAIBLHOTO
o0ecreyeHusl.

57. B03MOXHOCTH BH/I€OAHAIUTUKN B MOHUTOPUHTOBBIX CHCTEMAX.

58. KommnbrotepHas cuctema.

59. OcHOBHBIE yTPO3bI O€30MACHOCTH HH(POPMAIIMH B KOMITBIOTEPHOU CUCTEME.

60. OcHOBHBIE MEXaHU3MBI 3aIIUTHl HH()OPMAIMH B KOMITBIOTEPHBIX CHCTEMAaX.

61. 3ammTa KOMITBIOTEPHOW CUCTEMBI Ha (PU3NICCKOM YPOBHE.

62. Unentndukamus u ayreHTH()UKALINS TOTH30BATEICH.

63. IlaposibHas ayTeHTU(UKAIIS

64. ATpuOyTHBHAs ayTeHTH(PHUKAIHI

65. buomerpuueckas ayTeHTU(UKAIUSA

66. Pasrpanmuenue noctymna nojb3oBaTelIel K pecypcam.

67. JluckpeTHas MOJCIb.

68. ManpgarHas MoIenb.

69. Bepudukanuonnas Moaeb.

70. IIpoGaembl 6€30MMaCHOCTH CETEH.
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71. YpoBHH 06€30MaCHOCTH CETEBBIX CHCTEM.

72. VICTOYHMKH yrpo3 B CETAX.

73. Bupapl ceTeBbIX yrpo3 U MPOTHBOJCHCTBUE HM.

74. ATaku Ha CETE€BBIE CUCTEMBI.

75. [I9MUH kananos cBsi3u.

76. YnaneHHble aTaku uyepes3 ceThb Internet.

77. YA3BUMOCTH IIPOTOKOJIOB M cTyk0 Internet.

78. 3amauu ¥ ypOBHHM 3aIIUTHI B CETAX MEpeau TaHHbBIX.

79. MexaHU3MbI COBPEMEHHOM 3alIUThI HH(OPMAIIMK B KaHAJIAX CBSI3H.

80. OpraHu3zalMOHHBIE MEPOIPUATHS 110 3aIUTE UH(POPMAILIUU B CETAX.

81. IonuTHka ceTeBoii 0€30MacCHOCTH.

82. Meroabl U CpelCTBA 3aMUTHI HHOOPMALIUK OT ITOOOYHOTO JEKTPOMATHUTHOTO U3ITyYSHUS
¥ HaBOJIOK MH(POPMAITUH.

83. YmpasieHue 10CTyoM K HHPOPMAIIUU B CETAX NepeIadn JTaHHBIX.

84. MexcereBsie skpanbl (MD). Komnonentsr MD.

85. OcHoOBHBIE cxeMbl 3aIUThI Ha 6a3e MD. Monynu MD.

86. IIporpammHBIC METO/IbI 3AIIUTHI, peain3yembie MD.

87. AHTHBHpYCHAas 3aIlUTa.

88. Cucrembl 0OHApYKEHHUS CETEBBIX BTOPKCHHUH.

89. Mpunuunst noctpoenus C3U B AC.

90. Yporuwu 3amuTts! nHGopMmarmu B UC

91. dusunueckuii ypoBEHb.

92. YpoBeHb IaHHBIX.

93. YposeHs nporpamm.

94. YpoBeHb JOKaIBLHON CETH

95. MexceTeBoil ypoBeHb

96. OpraHu3alMOHHBII YPOBEHb.

97. Metons! npoektupoBanust C3U.

98. Ilnan-rpadux npoexktupoBanus C3U.

99. UMucrpymenTtapwii st pazpadbotku nmpoektoB C3U B IC no ypoBHSIM.
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Kputepuu u mikana olieHUBaHUS K IPOMEXYTOUHOM aTTECTAllUU «OK3aMEH»

HaHI/IOHaHBHaH mIKajia

XapaKTepI/ICTI/IKa 3HaHUA IMPpEeaAMETa U OTBCTOB

OTIN4HO (5)

CryneHt riiy0OKO M B TOJHOM O00BEME BIAAEET MPOTrPAMMHBIM
MaTepuagoM. I'paMOTHO, HCYEPNBIBAIOIIE U JIOTUYHO €ro M3J1araer B
yCTHOW WM mucbMeHHOM — ¢opme. Ilpu  sTOM  3Haer
PEKOMEHI0BAaHHYIO JIUTEpaTypy, HPOSBISET TBOPUYECKHM MOIXOA B
OTBETaX Ha BONPOCHl M MPABWIBHO OOOCHOBHIBACT MPUHSTHIC
pelieHus, XOpOIIO BlaJeeT YMEHHUAMU M HaBbIKAMU IIpHU
BBITTOJIHEHUH MTPAKTUYECKHX 33/1a4.

xopo1o (4)

CryzneHT 3HaeT NporpaMMHBIA MaTepuall, IPpaMOTHO M IO CYTH
u3llaraeT ero B YCTHOW WJIM NHCbMEHHOW Qopme, JoImmycKas
HE3HAYUTENIbHbIE HETOYHOCTH B  YTBEPXKIEHHUSAX, TPaKTOBKaX,
ONpENEICHUAX M KATErOpUsIX WIM HE3HAUYUTEIbHOE KOJIUYECTBO
omn6Ook. IIpu 3TOM BiaeeT HeOOXOAMMBIMU YMEHUSMU U HaBbIKAMU
IIPY BBINIOJIHEHUU MTPAKTUYECKHUX 3a/1au.

YIOBJIETBOPUTENIHHO (3)

CrygeHT 3HaeT TOJBKO OCHOBHOM MPOTpaMMHBIN  MaTepual,
JIOTYCKaeT HETOYHOCTH, HEIOCTaTOYHO 4YETKUE (POPMYIHPOBKH,
HEMOCJIEIOBATEIbHOCTh B OTBETAX, M3JIATAEMbIX B YCTHOW WJIHU
nuceMeHHoM (opme. Ilpu 3TOM HEOCTaTOUHO BlAJEeT YMEHUSIMH U
HaBBIKAMH TP BBIITOJIHEHUH MPAKTUYECKUX 33/1a4.

Jonyckaet 10 30% ommboK B M3/1araeéMbIX OTBETAX.

HEYJIOBJIETBOPUTEIBHHO (2)

CrTyneHT He 3HaeT 3HauMTEeIbHOM YacTU MPOrpaMMHOI0 MaTepuaa.
IIpu sTOM JOITyCcKaeT NpUHUUNHMAIbHBIC OUIMOKY B JOKAa3aTelbCTBAX,
B TPAKTOBKE IOHATUH M KAaTETOPUH, MPOSBIAET HU3KYIO KYJIbTYpPY
3HAaHWW, HE BIAJACET OCHOBHBIMM YMEHHMSIMM M HaBbIKAMHM IIpU
BBINIOJTHEHUM MpakTHUecKuX 3aaad. CTyAeHT OTKa3blBaeTcs OT
OTBETOB Ha JOIOJHUTEIIBHBIE BOIIPOCHI
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9. OcobennocTu OpraHm3alnuu oﬁyqe}mﬂ IJIA JIMI ¢ OTPAHUYCHHBIMHA BO3MOKHOCTAMHU
3A0POBbS U HHBAJIUI0B

[Tpu HeoOxoauMocTH paboyast mporpaMmma y4eOHOM TUCIMITIIMHBI MOXKET OBITh alaTHPOBaHA
uisi  o0ecriedyeHuss 00pa3oBaTEeIBbHOrO Mpolecca MHBAIMIOB W JIUIl C OrPaHUYCHHBIMU
BO3MOXXHOCTSIMH ~ 3/I0pOBbSl, B TOM UHCJIE€ C [PUMEHEHHEM DJEKTPOHHOIO OOYyYeHUs W
JTUCTAaHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTUH.

st aToro tpebyercs 3asiBIEHUE CTYAEHTa (€ro 3aKOHHOTO IPEJICTABUTEINIA) U 3aKIHOUYCHUE
ncuxoJioro-meauko-negarorndeckoit komuccuu (IIMIIK). B cnydae HeobxoaumocTn 00ydaronaMest
U3 YHCIIA JIML C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMHU 370POBBS (110 3asBICHUIO 00y4aromerocs), a ajs
WHBAJIHNJIOB TaK)K€ B COOTBETCTBUH C UHIUBUAYATbHOU MPOrpaMMoOi peabuiuTaliy HHBAINUA MOTYT
NpeUlaraTtbCsl  CIEAYIOUIME BAapHAHThl BOCHPUATHS y4eOHOW uWHGPOpMAIMM C YYETOM UX
WHAUBUAYAIbHBIX CUXO(U3UUECKUX OCOOCHHOCTEH:

— CcO3[JaHMe TEKCTOBOM BEpPCHH JHOOOr0 HETEKCTOBOIO KOHTEHTA MJIi €r0 BO3MOXHOTO
npeoOpa3oBaHus B aIbTEPHATUBHBIE (HOPMBI, YAOOHBIE [T PA3IMYHBIX OJIH30BATENICH;

— CO3JaHM€ KOHTEHTAa, KOTOPBIH MOXXHO HpPEJICTaBUTh B pa3jIMUHBIX BHUJaX 0e3 morepu
JAHHBIX WIH CTPYKTYPBI, IPEAYCMOTPETh BO3MOKHOCTh MACIITAOMPOBAHUS TEKCTa M M300pakeHui
0e3 moTepu KauecTBa, NPeJyCMOTPETh JOCTYIHOCTh YIIPABIEHUS KOHTEHTOM C KJIaBHATYPBI;

—  co3JaHue BO3MOXKHOCTEH il 00y4arouxcs BOCIPUHUMATD OJIHY U Ty kK€ HH(POPMAIUIO
U3 Pa3HBIX UCTOYHUKOB, HAIIPUMED, TaK, YTOOBI JINIA C HAPYIICHUSIMHU CITyXa TOTyYaan HHPOPMAIUIO
BU3YaJIbHO, C HAPYIICHUSIMU 3PEHUSI — ayHAIIbHO;

— TIPUMEHEHHE TMPOTPaMMHBIX CPEACTB, OOECIEYMBAIONINX BO3MOXHOCTh OCBOCHUS
HaBBIKOB U YMEHUH, (OPMUPYEMBIX TUCIHUILIMHON (MOIYJIEM), 32 CUET aTbTEPHATUBHBIX CIIOCOOOB, B
TOM YHUCJI€ BUPTYaIbHBIX TAOOPATOPHI U CUMYISLIUOHHBIX TEXHOJIOTHUH;

— TpUMEHEHHE DJIEKTPOHHOTO OOYYEHHs, TMCTAHLIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHIA
JUTSL Tiepeadn uH(OpMaluK, OpTaHU3aluKd PAa3NUYHBIX (OPM MHTEPAKTUBHOM KOHTAKTHOW PabOThHI
oOyuJarolierocsi ¢ IpernoaaBaresieM, B TOM 4ucie BeOMHApOB, KOTOPbIE MOTYT OBITh HCIIOJIb30BaHbI
JUIS TPOBEIEHUS BHUPTYAIbHBIX JIEKIUH C BO3MOXKHOCTHIO B3aUMOJEWCTBUS BCEX YYAaCTHUKOB
JUCTAaHIIMOHHOTO OO0Yy4YeHMs, MPOBEAEHUS CEMUHApOB, BBICTYIUIGHHS C JOKJIaJaMUd MW 3allUThl
BBIMIOJTHEHHBIX paboT, MPOBEICHUS TPEHUHTOB, OpTraHU3aIlUU KOJIJIEKTUBHOM paboThI;

— TIpPUMEHEHHE AJIEKTPOHHOr0 OO0Y4YeHHs, AUCTAHLIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTUH
JUISL OpraHu3aluu GopM TEKYILEro U MPOMEKYTOYHOTO KOHTPOJIS;

—  YBEIMYEHHE MPOAODKUTEIBHOCTH CJaud OO0YYarolMMCS HWHBAIMWIOM WM JIUIOM C
OTPaHUYECHHBIMH BO3MOXKHOCTSIMU 370POBBSI (POPM TPOMEKYTOYHON aTTECTAIMU 10 OTHOIICHUIO K
YCTAHOBJICHHOH NMPOJOKUTENIEHOCTH UX CAuu:

—  TIPOAOJDKUTEIBHOCTH CIJauy 3a4€Ta MM 3K3aMeHa, IPOBOJUMOr0 B MMCbMEHHOU (opme, —
He Oosiee yeM Ha 90 MUHYT;

—  TIPOAOJDKUTEIBHOCTh MOJATOTOBKM OOYyYaroIerocss K OTBETY Ha 3auéTe MM SK3aMEHe,
IIPOBOAMMOM B yCTHOU (popme, — He Gomnee yeM Ha 20 MUHYT; — NPOAOKUTENHHOCTh BBICTYILICHUS
o0yyaroIerocs npu 3amuTe KypcoBoi paboThl — He OoJiee ueM Ha 15 MUHYT.
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JIMceT H3MeHeHU i U TOMOJTHEHU

Bunnl normonnenui

Jlata 1 HOMep MPOTOKOJIa
3acenanus kadeapsl (kadeap),

IToamuce

No . (c pacuppoBKOI)
¥ U3MCHEHUH C yKa3aHUEeM Ha KOTOPOM OBLIH .
/1 3aBeyIONIETO Kadeapoit
CTpaHMII PaccMOTpPEHBI ¥ OJJO0PEHBI (saBeyIomux xadepanmu)
W3MEHECHHS U JIOTIOJTHEHHSI Yo P
1.
2.
3.




